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Appendix A: Active Directory Administrative Tasks

This appendix is a comprehensive list of Active Directory® directory service administrative tasks for service administration and data administration, along with the permissions required to perform each task.
The permissions in this appendix are referred to by Security Descriptor Definition Language (SDDL) mnemonics. The following table maps the SDDL to the corresponding permissions and to the name by which these permissions are displayed in the ACL Editor.
SDDL Mappings for Active Directory Permissions

	SDDL
	Permission
	Name in ACL Editor

	RC
	Read Control
	No specific mapping

	SD
	Standard Delete
	Delete

	WD
	Write DACL
	Modify Permissions

	WO
	Write Owner
	Modify Owner

	RP
	Read Property
	Read All Properties

Read <specific property>

	WP
	Write Property
	Write All Properties

Write <specific property>

	CC
	Create Child
	Create <class of object>

	DC
	Delete Child
	Delete <class of object>

	LC
	List Child
	List Contents

	SW
	Validated Write
	Self-Membership

Validated-DNS-Host-Name

Validated-SPN

	LO
	List Object
	List Object

	DT
	Delete Tree
	Delete Subtree

	CR
	Extended Right
	Referred to by specific Extended Right name – see ”Appendix D: Active Directory Extended Rights” for more details


For more information about SDDL, see the Microsoft Platform Software Development Kit (SDK) link on the on the Web Resources page at http://go.microsoft.com/fwlink/?LinkID=291.

All classes and attributes in this table are referred to by their Common-Name.
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Note

Active Directory attributes and classes can be referred to by any of three types of names:

· CN (Common-Name) — Every object in the DS has a naming attribute from which its Relative Distinguished Name ( also known as RDN) is formed. (The Naming Attribute for most Class-Schema objects is Common-Name.)
· LDAP-Display-Name — The name of a class/attribute as known to the LDAP agent for the NTDS.
· Display-Name — A relatively more descriptive version of the Common-Name of a given object that the administration tools use to refer to the class/object.
Some attributes have Display Names defined while others do not. The base set of administration tools (ACL Editor) refers to classes/attributes by their Display-Name, if one exists for the class/attribute. If a class/attribute does not have a Display-Name defined, then the UI uses the LDAP-display name.

To determine the equivalent display names used in the ACL Editor, see “Appendix H: Active Directory Display Name Mappings.”

To learn more about how to use the ACL Editor and other Delegation Tools, see “Appendix G: Active Directory Delegation Tools.”

Active Directory Service Administration Tasks

Installation Management Tasks

	Task
	Permissions Required to Perform Task

	Create the first domain in a new tree in a new/existing forest
	User must be member of Administrators group on member server being promoted

	Create a child domain in an existing domain tree 
	User must be member of Administrators group on member server being promoted

The crossRef object under CN=Partitions, CN=Configuration, DC=<forestRootDomain> must be pre-created

Inheritable RP on CN=Servers, CN=<Site>, CN=Sites, CN=Configuration, DC=<foestRootDomain>
Inheritable CC on CN=Servers, CN=<Site>, CN=Sites, CN=Configuration, DC=<foestRootDomain>

CC on OU=Domain Controllers,DC=<domain> to create Computer objects

Full Control on the Computer object for the server that is being promoted

Full Control to “Creator Owner” on CN=<Site>, CN=Sites, CN=Configuration, DC=<foestRootDomain>

Extended Right DS-Replication-Get-Changes on CN=Configuration, DC=<forestRootDomain>
Extended Right DS-Replication-Get-Changes on CN=Schema, CN=Configuration, DC=<forestRootDomain>
Extended Right DS-Replication-Get-Changes-All on CN=Configuration, DC=<forestRootDomain>
Extended Right DS-Replication-Get-Changes-All on CN=Schema, CN=Configuration, DC=<forestRootDomain>
Extended Right DS-Replication-Manage-Topology on CN=Configuration, DC=<forestRootDomain>
Extended Right DS-Replication-Manage-Topology on CN=Schema, CN=Configuration, DC=<forestRootDomain>
Extended Right DS-Replication-Monitor-Topology on CN=Configuration, DC=<forestRootDomain>
Extended Right DS-Replication-Monitor-Topology on CN=Schema, CN=Configuration, DC=<forestRootDomain>
Extended Right DS-Replication-Synchronize on CN=Configuration, DC=<forestRootDomain>
Extended Right DS-Replication-Synchronize on CN=Schema, CN=Configuration, DC=<forestRootDomain>

	Create a replica (additional Domain Controller) 
	User must be member of Administrators group on member server being promoted

User Right “Enable computer and user accounts to be trusted for delegation”
Inheritable RP on CN=Servers, CN=<Site>, CN=Sites, CN=Configuration, DC=<foestRootDomain>
Inheritable CC on CN=Servers, CN=<Site>, CN=Sites, CN=Configuration, DC=<foestRootDomain>

CC on OU=Domain Controllers,DC=<domain> to create Computer objects

Full Control on the Computer object for the server that is being promoted

Full Control to “Creator Owner” on CN=<Site>, CN=Sites, CN=Configuration, DC=<foestRootDomain>

Extended Right DS-Install=Replica on DC=<domain>
Extended Right DS-Replication-Get-Changes on DC=<domain>
Extended Right DS-Replication-Get-Changes on CN=Configuration, DC=<forestRootDomain>
Extended Right DS-Replication-Get-Changes on CN=Schema, CN=Configuration, DC=<forestRootDomain>
Extended Right DS-Replication-Get-Changes-All on DC=<domain>
Extended Right DS-Replication-Get-Changes-All on CN=Configuration, DC=<forestRootDomain>
Extended Right DS-Replication-Get-Changes-All on CN=Schema, CN=Configuration, DC=<forestRootDomain>
Extended Right DS-Replication-Manage-Topology on DC=<domain>
Extended Right DS-Replication-Manage-Topology on CN=Configuration, DC=<forestRootDomain>
Extended Right DS-Replication-Manage-Topology on CN=Schema, CN=Configuration, DC=<forestRootDomain>
Extended Right DS-Replication-Monitor-Topology on DC=<domain>
Extended Right DS-Replication-Monitor-Topology on CN=Configuration, DC=<forestRootDomain>
Extended Right DS-Replication-Monitor-Topology on CN=Schema, CN=Configuration, DC=<forestRootDomain>
Extended Right DS-Replication-Synchronize on DC=<domain>
Extended Right DS-Replication-Synchronize on CN=Configuration, DC=<forestRootDomain>
Extended Right DS-Replication-Synchronize on CN=Schema, CN=Configuration, DC=<forestRootDomain> 

	Remove a replica
	User must be member of Administrators group on member server being promoted

User must have User Right “Allow Log on Locally”
Full Control on the NTDS-Settings object CN=NTDS Settings, CN=<Server>, CN=<Site>,CN=Sites, CN=Configuration, DC=<forestRootDomain> where <Server> is the DC being demoted

Full Control on the Computer object for the server that is being promoted

Extended Right DS-Replication-Get-Changes on DC=<domain>
Extended Right DS-Replication-Get-Changes on CN=Configuration, DC=<forestRootDomain>
Extended Right DS-Replication-Get-Changes on CN=Schema, CN=Configuration, DC=<forestRootDomain>
Extended Right DS-Replication-Get-Changes-All on DC=<domain>
Extended Right DS-Replication-Get-Changes-All on CN=Configuration, DC=<forestRootDomain>
Extended Right DS-Replication-Get-Changes-All on CN=Schema, CN=Configuration, DC=<forestRootDomain>
Extended Right DS-Replication-Manage-Topology on DC=<domain>
Extended Right DS-Replication-Manage-Topology on CN=Configuration, DC=<forestRootDomain>
Extended Right DS-Replication-Manage-Topology on CN=Schema, CN=Configuration, DC=<forestRootDomain>
Extended Right DS-Replication-Monitor-Topology on DC=<domain>
Extended Right DS-Replication-Monitor-Topology on CN=Configuration, DC=<forestRootDomain>
Extended Right DS-Replication-Monitor-Topology on CN=Schema, CN=Configuration, DC=<forestRootDomain>
Extended Right DS-Replication-Synchronize on DC=<domain>
Extended Right DS-Replication-Synchronize on CN=Configuration, DC=<forestRootDomain>
Extended Right DS-Replication-Synchronize on CN=Schema, CN=Configuration, DC=<forestRootDomain> 

	Demote the last Domain Controller in a child domain
	User must be member of Administrators group on member server being promoted

User must have User Right “Allow Log on Locally”
Full Control on CN=<crossRef>,CN=Partitions, CN=Configuration, DC=<forestRootDomain> where <crossRef> is the crossRef for this domain

Full Control on the NTDS-Settings object CN=NTDS Settings, CN=<Server>, CN=<Site>,CN=Sites, CN=Configuration, DC=<forestRootDomain> where <Server> is the DC being demoted

Full Control on the Computer object for the server that is being promoted

Extended Right DS-Replication-Get-Changes on CN=Configuration, DC=<forestRootDomain>
Extended Right DS-Replication-Get-Changes on CN=Schema, CN=Configuration, DC=<forestRootDomain>
Extended Right DS-Replication-Get-Changes-All on CN=Configuration, DC=<forestRootDomain>
Extended Right DS-Replication-Get-Changes-All on CN=Schema, CN=Configuration, DC=<forestRootDomain>
Extended Right DS-Replication-Manage-Topology on CN=Configuration, DC=<forestRootDomain>
Extended Right DS-Replication-Manage-Topology on CN=Schema, CN=Configuration, DC=<forestRootDomain>
Extended Right DS-Replication-Monitor-Topology on CN=Configuration, DC=<forestRootDomain>
Extended Right DS-Replication-Monitor-Topology on CN=Schema, CN=Configuration, DC=<forestRootDomain>
Extended Right DS-Replication-Synchronize on CN=Configuration, DC=<forestRootDomain>
Extended Right DS-Replication-Synchronize on CN=Schema, CN=Configuration, DC=<forestRootDomain> 

	Demote the last Domain Controller in a tree-root domain
	User must be member of Administrators group on member server being promoted

User must have User Right “Allow Log on Locally”
Full Control on CN=<crossRef>,CN=Partitions, CN=Configuration, DC=<forestRootDomain> where <crossRef> is the crossRef for this domain

Full Control on the NTDS-Settings object CN=NTDS Settings, CN=<Server>, CN=<Site>,CN=Sites, CN=Configuration, DC=<forestRootDomain> where <Server> is the DC being demoted

Full Control on the Computer object for the server that is being promoted

Extended Right DS-Replication-Get-Changes on CN=Configuration, DC=<forestRootDomain>
Extended Right DS-Replication-Get-Changes on CN=Schema, CN=Configuration, DC=<forestRootDomain>
Extended Right DS-Replication-Get-Changes-All on CN=Configuration, DC=<forestRootDomain>
Extended Right DS-Replication-Get-Changes-All on CN=Schema, CN=Configuration, DC=<forestRootDomain>
Extended Right DS-Replication-Manage-Topology on CN=Configuration, DC=<forestRootDomain>
Extended Right DS-Replication-Manage-Topology on CN=Schema, CN=Configuration, DC=<forestRootDomain>
Extended Right DS-Replication-Monitor-Topology on CN=Configuration, DC=<forestRootDomain>
Extended Right DS-Replication-Monitor-Topology on CN=Schema, CN=Configuration, DC=<forestRootDomain>
Extended Right DS-Replication-Synchronize on CN=Configuration, DC=<forestRootDomain>
Extended Right DS-Replication-Synchronize on CN=Schema, CN=Configuration, DC=<forestRootDomain> 

	Demote the last Domain Controller in a forest
	User must be member of Administrators group on member server being Promoted

	Designate a Domain Controller as a Global Catalog
	WP on the corresponding NTDS Settings object with DN cn=NTDS Settings, cn=<Computer-Name>, cn=Servers, cn=<SiteName>,cn=Sites,cn=Configuration, dc=<forestRootDomain> to modify the options attribute

NOTE: These permissions are sufficient to perform the task. However they are insufficient when using the Active Directory UI tools to perform the task. The repadmin tool can be used with these permissions to perform the task.

	Undesignate a Domain Controller as a Global Catalog
	WP on the corresponding NTDS Settings object with DN cn=NTDS Settings, cn=<Computer-Name>, cn=Servers, cn=<SiteName>,cn=Sites,cn=Configuration, dc=<forestRootDomain> to modify the options attribute

NOTE: These permissions are sufficient to perform the task. However they are insufficient when using the Active Directory UI tools to perform the task. The repadmin tool can be used with these permissions to perform the task.

	Raise Forest Functionality Level
	WP on the object cn=Partitions, cn=Configuration, dc=<forestRootDomain> to modify ms-DS-Behavior-Version attribute 

	Raise Domain Functionality Level
	WP on the object dc=<domain> to modify ms-DS-Behavior-Version attribute 

	Migrate SID-History
	The extended right Migrate-SID-History is required on dc=<Domain> (root of domain directory partition)

	Create the first domain in a new tree in a new/existing forest
	User must be member of Administrators group on member server being Promoted

	Create a child domain in an existing domain tree 
	User must be member of Administrators group on member server being Promoted

The crossRef object under CN=Partitions, CN=Configuration, DC=<forestRootDomain> must be pre-created

Inheritable RP on CN=Servers, CN=<Site>, CN=Sites, CN=Configuration, DC=<foestRootDomain>
Inheritable CC on CN=Servers, CN=<Site>, CN=Sites, CN=Configuration, DC=<foestRootDomain>

CC on OU=Domain Controllers,DC=<domain> to create Computer objects

Full Control on the Computer object for the server that is being Promoted

Full Control to “Creator Owner” on CN=<Site>, CN=Sites, CN=Configuration, DC=<foestRootDomain>

Extended Right DS-Replication-Get-Changes on CN=Configuration, DC=<forestRootDomain>
Extended Right DS-Replication-Get-Changes on CN=Schema, CN=Configuration, DC=<forestRootDomain>
Extended Right DS-Replication-Get-Changes-All on CN=Configuration, DC=<forestRootDomain>
Extended Right DS-Replication-Get-Changes-All on CN=Schema, CN=Configuration, DC=<forestRootDomain>
Extended Right DS-Replication-Manage-Topology on CN=Configuration, DC=<forestRootDomain>
Extended Right DS-Replication-Manage-Topology on CN=Schema, CN=Configuration, DC=<forestRootDomain>
Extended Right DS-Replication-Monitor-Topology on CN=Configuration, DC=<forestRootDomain>
Extended Right DS-Replication-Monitor-Topology on CN=Schema, CN=Configuration, DC=<forestRootDomain>
Extended Right DS-Replication-Synchronize on CN=Configuration, DC=<forestRootDomain>
Extended Right DS-Replication-Synchronize on CN=Schema, CN=Configuration, DC=<forestRootDomain>

	Create a replica (additional Domain Controller) 
	User must be member of Administrators group on member server being Promoted

User Right “Enable computer and user accounts to be trusted for delegation”
Inheritable RP on CN=Servers, CN=<Site>, CN=Sites, CN=Configuration, DC=<foestRootDomain>
Inheritable CC on CN=Servers, CN=<Site>, CN=Sites, CN=Configuration, DC=<foestRootDomain>

CC on OU=Domain Controllers,DC=<domain> to create Computer objects

Full Control on the Computer object for the server that is being Promoted

Full Control to “Creator Owner” on CN=<Site>, CN=Sites, CN=Configuration, DC=<foestRootDomain>

Extended Right DS-Install=Replica on DC=<domain>
Extended Right DS-Replication-Get-Changes on DC=<domain>
Extended Right DS-Replication-Get-Changes on CN=Configuration, DC=<forestRootDomain>
Extended Right DS-Replication-Get-Changes on CN=Schema, CN=Configuration, DC=<forestRootDomain>
Extended Right DS-Replication-Get-Changes-All on DC=<domain>
Extended Right DS-Replication-Get-Changes-All on CN=Configuration, DC=<forestRootDomain>
Extended Right DS-Replication-Get-Changes-All on CN=Schema, CN=Configuration, DC=<forestRootDomain>
Extended Right DS-Replication-Manage-Topology on DC=<domain>
Extended Right DS-Replication-Manage-Topology on CN=Configuration, DC=<forestRootDomain>
Extended Right DS-Replication-Manage-Topology on CN=Schema, CN=Configuration, DC=<forestRootDomain>
Extended Right DS-Replication-Monitor-Topology on DC=<domain>
Extended Right DS-Replication-Monitor-Topology on CN=Configuration, DC=<forestRootDomain>
Extended Right DS-Replication-Monitor-Topology on CN=Schema, CN=Configuration, DC=<forestRootDomain>
Extended Right DS-Replication-Synchronize on DC=<domain>
Extended Right DS-Replication-Synchronize on CN=Configuration, DC=<forestRootDomain>
Extended Right DS-Replication-Synchronize on CN=Schema, CN=Configuration, DC=<forestRootDomain> 


Schema Management Tasks

	Task
	Permissions Required to Perform Task

	Enable Schema modification on a DC in the enterprise
	This permission is not needed in Windows Server 2003.

In the Microsoft® Windows® 2000 operating system, WP is needed on HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\services\NTDS\Parameters to modify the Schema Update Allowed entry 

	Change the current Schema Master
	Extended Right Change-Schema-Master on cn=Schema, cn=Configuration, dc=<ForestRootDomain> 

	Add a Class definition in the Schema
	CC on cn=Schema, cn=Configuration, dc=<ForestRootDomain> (to create objects of class Class-Schema)

	Add an Attribute definition in the Schema
	CC on cn=Schema, cn=Configuration, dc=<ForestRootDomain> (to create objects of class Attribute-Schema)

	Modify a Class definition in the Schema
	WP on the corresponding classSchema object under cn=Schema, cn=Configuration, dc=<ForestRootDomain> 

	Modify an Attribute definition in the Schema
	The corresponding attributeSchema object under cn=Schema, cn=Configuration, dc=<ForestRootDomain> is modified

	Update the Schema cache on demand
	WP on the rootDSE object to add and modify the schemaUpdateNow attribute to the object (and set its value equal to 1)

Extended Right Update-Schema-Cache on cn=Schema, cn=Configuration, dc=<ForestRootDomain> or on the NTDS-Settings object cn=NTDSSettings, cn =<ServerName>, cn=Servers, cn=<SiteName>, cn=Sites, cn=Configuration, dc=<ForestRootDomain> where <ServerName> is the name of the Domain Controller where the operation is being performed

	Deactivate a Schema Class object /

Resurrect a deactivated Schema Class object 
	WP on cn=<Class>, cn=Schema, cn=Configuration, dc=<ForestRootDomain> where <Class> is the classSchema object for the class being deactivated/resurrected to modify the isdefunct attribute 

	Deactivate an Attribute Class object /

Resurrect a deactivated Schema Attribute object 
	WP on cn=<Attribute>, cn=Schema, cn=Configuration, dc=<ForestRootDomain> where <Attribute> is the attributeSchema object for the attribute being deactivated/resurrected to modify the isdefunct attribute

	Make an attribute indexed
	WP on the corresponding attributeSchema object cn=<Attribute>, cn=Schema, cn=Configuration, dc=<ForestRootDomain> to modify the searchFlags attribute

	Add attributes to the ANR Set
	WP on the corresponding attributeSchema object cn=<attributeSchema>,cn=Schema, cn=Configuration, dc=<ForestRootDomain> to modify the searchFlags attribute 

	Designate an attribute as a member of the partial attribute-set that is replicated to the Global Catalog
	WP on the corresponding attributeSchema object cn=<Attribute>, cn=Schema, cn=Configuration, dc=<ForestRootDomain> to modify the isMemberOfPartialAttributeSet attribute 

	Remove an attribute from the partial attribute-set that is replicated to the Global Catalog 
	WP on the corresponding attributeSchema object cn=<Attribute>, cn=Schema, cn=Configuration, dc=<ForestRootDomain> to modify the isMemberOfPartialAttributeSet attribute 


Operations Master Roles Management

	Task
	Permissions Required to Perform Task

	Transfer the Schema Master Role
	Extended Right Change-Schema-Master on cn=Schema, cn=Configuration, dc=<ForestRootDomain> 

	Transfer the Domain Naming Master Role
	Extended Right Change-Domain-Master on cn=Partitions, cn=Configuration, dc=<ForestRootDomain> 

	Transfer the RID Master Role
	Extended Right Change-RID-Master on cn=RID Manager$, cn=System, dc=<Domain> 

	Transfer the PDC Emulator Master Role
	Extended Right Change-PDC on dc=<Domain> (root of domain directory partition)

	Transfer the Infrastructure Master Role
	Extended Right Change-Infrastructure-Master on dc=<Domain> (root of domain directory partition)

	Seize the Schema Master Role
	WP on cn=Schema, cn=Configuration, dc=<ForestRootDomain> to modify the fSMORoleOwner attribute

Extended Right Change-Schema-Master on cn=Schema, cn=Configuration, dc=<ForestRootDomain> 

	Seize the Domain Naming Master Role
	WP on cn=Partitions, cn=Configuration, dc=<ForestRootDomain> to modify the fSMORoleOwner attribute
Extended Right Change-Domain-Master on cn=Partitions, cn=Configuration, dc=<ForestRootDomain> 

	Seize the RID Master Role
	WP on cn=RID Manager$, cn=System, dc=<Domain> to modify the fSMORoleOwner attribute

Extended Right Change-RID-Master on cn=RID Manager$, cn=System, dc=<Domain> 

	Seize the PDC Emulator Master Role
	WP on dc=<Domain> (root of domain directory partition) to modify the fSMORoleOwner attribute

Extended Right Change-PDC on dc=<Domain> (root of domain directory partition)

	Seize the Infrastructure Master Role
	WP on cn=Infrastructure, dc=<Domain> to modify the fSMORoleOwner attribute

Extended Right Change-Infrastructure-Master on dc=<Domain> (root of domain directory partition)


LDAP Policy Management Tasks

	Task
	Permissions Required to Perform Task

	Configure the server to require all LDAP traffic to be signed
	The registry entry ldapserverintegrity in HKLM/System/CurrentControlSet/Services/NTDS/Parameters is modified

Thus, appropriate permissions required to modify this registry key will be required to delegate the operation

	Create a new Query Policy object
	CC on cn=Query-Policies,cn=Directory Service,cn=Windows NT,cn=Services,cn=Configuration, DC=<forestRootDomain> to create objects of class Query-Policy

	Modify the LDAP admin limits associated with a query policy object
	WP on the corresponding Query Policy object under cn=Query-Policies,cn=Directory Service,cn=Windows NT,cn=Services,cn=Configuration, DC=<forestRootDomain> to modify the LDAP-Admin-Limits attribute 

	Affect the LDAP query policies associated with a specific DC
	WP on the corresponding NTDS-Settings object with DN cn=NTDS Settings, cn=<Computer-Name>, cn=Servers, cn=<SiteName>,cn=Sites,cn=Configuration, dc=<forestRootDomain> to modify the Query-Policy-Object attribute and assign as value the DN of the Query-Policy object that contains the LDAP query policies that should be used for this DC

	Affect the LDAP query policies associated with all domain controllers in a site
	WP on the corresponding NTDS-Site-Settings object with DN cn=NTDS Settings, cn=<Computer-Name>, cn=Servers, cn=<SiteName>,cn=Sites,cn=Configuration, dc=<forestRootDomain> to modify the Query-Policy-object attribute and assign as value the DN of the Query-Policy object that contains the LDAP query policies that should be used for all Domain controllers in this site

	Specify the maximum time (in seconds) that the server waits for the initial request before the connection closes
	WP on cn=<Referenced Query Policy>,cn=Query-Policies,cn=Directory Service,cn=Windows NT,cn=Services,cn=Configuration, DC=<forestRootDomain> to modify the ldapAdminLimits attribute IF the Query-Policy attribute of the corresponding NTDS-Settings object is defined and references the <Referenced Query Policy> object

OR

WP on cn=<Referenced Query Policy>,cn=Query-Policies,cn=Directory Service,cn=Windows NT,cn=Services,cn=Configuration, DC=<forestRootDomain> to modify the ldapAdminLimits attribute IF the Query-Policy attribute of the corresponding NTDS-Site-Settings object is defined and references the <Referenced Query Policy> object

OR

WP on the object cn=Default Query Policy,cn=Query-Policies,cn=Directory Service,cn=Windows NT,cn=Services,cn=Configuration, DC=<forestRootDomain> to modify the ldapAdminLimits attribute IF the Query-Policy attribute is not defined on either the corresponding NTDS-Settings object or the NTDS-Site-Settings object

	Specify the maximum number of concurrent LDAP connections allowed on the server 
	WP on cn=<Referenced Query Policy>,cn=Query-Policies,cn=Directory Service,cn=Windows NT,cn=Services,cn=Configuration, DC=<forestRootDomain> to modify the ldapAdminLimits attribute IF the Query-Policy attribute of the corresponding NTDS-Settings object is defined and references the <Referenced Query Policy> object

OR

WP on cn=<Referenced Query Policy>,cn=Query-Policies,cn=Directory Service,cn=Windows NT,cn=Services,cn=Configuration, DC=<forestRootDomain> to modify the ldapAdminLimits attribute IF the Query-Policy attribute of the corresponding NTDS-Site-Settings object is defined and references the <Referenced Query Policy> object

OR

WP on the object cn=Default Query Policy,cn=Query-Policies,cn=Directory Service,cn=Windows NT,cn=Services,cn=Configuration, DC=<forestRootDomain> to modify the ldapAdminLimits attribute IF the Query-Policy attribute is not defined on either the corresponding NTDS-Settings object or the NTDS-Site-Settings object

	Specify the maximum amount of time (in seconds) that the client is allowed to be idle before the connection is closed 
	WP on cn=<Referenced Query Policy>,cn=Query-Policies,cn=Directory Service,cn=Windows NT,cn=Services,cn=Configuration, DC=<forestRootDomain> to modify the ldapAdminLimits attribute IF the Query-Policy attribute of the corresponding NTDS-Settings object is defined and references the <Referenced Query Policy> object

OR

WP on cn=<Referenced Query Policy>,cn=Query-Policies,cn=Directory Service,cn=Windows NT,cn=Services,cn=Configuration, DC=<forestRootDomain> to modify the ldapAdminLimits attribute IF the Query-Policy attribute of the corresponding NTDS-Site-Settings object is defined and references the <Referenced Query Policy> object

OR

WP on the object cn=Default Query Policy,cn=Query-Policies,cn=Directory Service,cn=Windows NT,cn=Services,cn=Configuration, DC=<forestRootDomain> to modify the ldapAdminLimits attribute IF the Query-Policy attribute is not defined on either the corresponding NTDS-Settings object or the NTDS-Site-Settings object

	Specify the maximum number of concurrent search operations allowed on the server 
	WP on cn=<Referenced Query Policy>,cn=Query-Policies,cn=Directory Service,cn=Windows NT,cn=Services,cn=Configuration, DC=<forestRootDomain> to modify the ldapAdminLimits attribute IF the Query-Policy attribute of the corresponding NTDS-Settings object is defined and references the <Referenced Query Policy> object

OR

WP on cn=<Referenced Query Policy>,cn=Query-Policies,cn=Directory Service,cn=Windows NT,cn=Services,cn=Configuration, DC=<forestRootDomain> to modify the ldapAdminLimits attribute IF the Query-Policy attribute of the corresponding NTDS-Site-Settings object is defined and references the <Referenced Query Policy> object

OR

WP on the object cn=Default Query Policy,cn=Query-Policies,cn=Directory Service,cn=Windows NT,cn=Services,cn=Configuration, DC=<forestRootDomain> to modify the ldapAdminLimits attribute IF the Query-Policy attribute is not defined on either the corresponding NTDS-Settings object or the NTDS-Site-Settings object

	Specify the maximum number of concurrent notification requests allowed per connection on the server
	WP on cn=<Referenced Query Policy>,cn=Query-Policies,cn=Directory Service,cn=Windows NT,cn=Services,cn=Configuration, DC=<forestRootDomain> to modify the ldapAdminLimits attribute IF the Query-Policy attribute of the corresponding NTDS-Settings object is defined and references the <Referenced Query Policy> object

OR

WP on cn=<Referenced Query Policy>,cn=Query-Policies,cn=Directory Service,cn=Windows NT,cn=Services,cn=Configuration, DC=<forestRootDomain> to modify the ldapAdminLimits attribute IF the Query-Policy attribute of the corresponding NTDS-Site-Settings object is defined and references the <Referenced Query Policy> object

OR

WP on the object cn=Default Query Policy,cn=Query-Policies,cn=Directory Service,cn=Windows NT,cn=Services,cn=Configuration, DC=<forestRootDomain> to modify the ldapAdminLimits attribute IF the Query-Policy attribute is not defined on either the corresponding NTDS-Settings object or the NTDS-Site-Settings object

	Specify the maximum number of objects the server will return to any single search request 
	WP on cn=<Referenced Query Policy>,cn=Query-Policies,cn=Directory Service,cn=Windows NT,cn=Services,cn=Configuration, DC=<forestRootDomain> to modify the ldapAdminLimits attribute IF the Query-Policy attribute of the corresponding NTDS-Settings object is defined and references the <Referenced Query Policy> object

OR

WP on cn=<Referenced Query Policy>,cn=Query-Policies,cn=Directory Service,cn=Windows NT,cn=Services,cn=Configuration, DC=<forestRootDomain> to modify the ldapAdminLimits attribute IF the Query-Policy attribute of the corresponding NTDS-Site-Settings object is defined and references the <Referenced Query Policy> object

OR

WP on the object cn=Default Query Policy,cn=Query-Policies,cn=Directory Service,cn=Windows NT,cn=Services,cn=Configuration, DC=<forestRootDomain> to modify the ldapAdminLimits attribute IF the Query-Policy attribute is not defined on either the corresponding NTDS-Settings object or the NTDS-Site-Settings object

	Specify the maximum elapsed time (in seconds) allowed for a query to complete 
	WP on cn=<Referenced Query Policy>,cn=Query-Policies,cn=Directory Service,cn=Windows NT,cn=Services,cn=Configuration, DC=<forestRootDomain> to modify the ldapAdminLimits attribute IF the Query-Policy attribute of the corresponding NTDS-Settings object is defined and references the <Referenced Query Policy> object

OR

WP on cn=<Referenced Query Policy>,cn=Query-Policies,cn=Directory Service,cn=Windows NT,cn=Services,cn=Configuration, DC=<forestRootDomain> to modify the ldapAdminLimits attribute IF the Query-Policy attribute of the corresponding NTDS-Site-Settings object is defined and references the <Referenced Query Policy> object

OR

WP on the object cn=Default Query Policy,cn=Query-Policies,cn=Directory Service,cn=Windows NT,cn=Services,cn=Configuration, DC=<forestRootDomain> to modify the ldapAdminLimits attribute IF the Query-Policy attribute is not defined on either the corresponding NTDS-Settings object or the NTDS-Site-Settings object

	Specify the limit (in candidate objects) of the temporary database table the server might create for intermediate results during the course of query 
	WP on cn=<Referenced Query Policy>,cn=Query-Policies,cn=Directory Service,cn=Windows NT,cn=Services,cn=Configuration, DC=<forestRootDomain> to modify the ldapAdminLimits attribute IF the Query-Policy attribute of the corresponding NTDS-Settings object is defined and references the <Referenced Query Policy> object

OR

WP on cn=<Referenced Query Policy>,cn=Query-Policies,cn=Directory Service,cn=Windows NT,cn=Services,cn=Configuration, DC=<forestRootDomain> to modify the ldapAdminLimits attribute IF the Query-Policy attribute of the corresponding NTDS-Site-Settings object is defined and references the <Referenced Query Policy> object

OR

WP on the object cn=Default Query Policy,cn=Query-Policies,cn=Directory Service,cn=Windows NT,cn=Services,cn=Configuration, DC=<forestRootDomain> to modify the ldapAdminLimits attribute IF the Query-Policy attribute is not defined on either the corresponding NTDS-Settings object or the NTDS-Site-Settings object

	Specify the total amount of intermediate data that the server will store for the client between the individual searches that make up a paged result search (in order to speed up the next leg of the search)
	WP on cn=<Referenced Query Policy>,cn=Query-Policies,cn=Directory Service,cn=Windows NT,cn=Services,cn=Configuration, DC=<forestRootDomain> to modify the ldapAdminLimits attribute IF the Query-Policy attribute of the corresponding NTDS-Settings object is defined and references the <Referenced Query Policy> object

OR

WP on cn=<Referenced Query Policy>,cn=Query-Policies,cn=Directory Service,cn=Windows NT,cn=Services,cn=Configuration, DC=<forestRootDomain> to modify the ldapAdminLimits attribute IF the Query-Policy attribute of the corresponding NTDS-Site-Settings object is defined and references the <Referenced Query Policy> object

OR

WP on the object cn=Default Query Policy,cn=Query-Policies,cn=Directory Service,cn=Windows NT,cn=Services,cn=Configuration, DC=<forestRootDomain> to modify the ldapAdminLimits attribute IF the Query-Policy attribute is not defined on either the corresponding NTDS-Settings object or the NTDS-Site-Settings object

	Specify the maximum number of threads per processor that can be simultaneously allocated to answer LDAP requests
	WP on cn=<Referenced Query Policy>,cn=Query-Policies,cn=Directory Service,cn=Windows NT,cn=Services,cn=Configuration, DC=<forestRootDomain> to modify the ldapAdminLimits attribute IF the Query-Policy attribute of the corresponding NTDS-Settings object is defined and references the <Referenced Query Policy> object

OR

WP on cn=<Referenced Query Policy>,cn=Query-Policies,cn=Directory Service,cn=Windows NT,cn=Services,cn=Configuration, DC=<forestRootDomain> to modify the ldapAdminLimits attribute IF the Query-Policy attribute of the corresponding NTDS-Site-Settings object is defined and references the <Referenced Query Policy> object

OR

WP on the object cn=Default Query Policy,cn=Query-Policies,cn=Directory Service,cn=Windows NT,cn=Services,cn=Configuration, DC=<forestRootDomain> to modify the ldapAdminLimits attribute IF the Query-Policy attribute is not defined on either the corresponding NTDS-Settings object or the NTDS-Site-Settings object

	Specify the maximum size of datagrams that can be received by the server 
	WP on cn=<Referenced Query Policy>,cn=Query-Policies,cn=Directory Service,cn=Windows NT,cn=Services,cn=Configuration, DC=<forestRootDomain> to modify the ldapAdminLimits attribute IF the Query-Policy attribute of the corresponding NTDS-Settings object is defined and references the <Referenced Query Policy> object

OR

WP on cn=<Referenced Query Policy>,cn=Query-Policies,cn=Directory Service,cn=Windows NT,cn=Services,cn=Configuration, DC=<forestRootDomain> to modify the ldapAdminLimits attribute IF the Query-Policy attribute of the corresponding NTDS-Site-Settings object is defined and references the <Referenced Query Policy> object

OR
WP on the object cn=Default Query Policy,cn=Query-Policies,cn=Directory Service,cn=Windows NT,cn=Services,cn=Configuration, DC=<forestRootDomain> to modify the ldapAdminLimits attribute IF the Query-Policy attribute is not defined on either the corresponding NTDS-Settings object or the NTDS-Site-Settings object

	Specify the maximum sized LDAP request (in bytes) that the server will attempt to process
	WP on cn=<Referenced Query Policy>,cn=Query-Policies,cn=Directory Service,cn=Windows NT,cn=Services,cn=Configuration, DC=<forestRootDomain> to modify the ldapAdminLimits attribute IF the Query-Policy attribute of the corresponding NTDS-Settings object is defined and references the <Referenced Query Policy> object

OR
WP on cn=<Referenced Query Policy>,cn=Query-Policies,cn=Directory Service,cn=Windows NT,cn=Services,cn=Configuration, DC=<forestRootDomain> to modify the ldapAdminLimits attribute IF the Query-Policy attribute of the corresponding NTDS-Site-Settings object is defined and references the <Referenced Query Policy> object

OR
WP on the object cn=Default Query Policy,cn=Query-Policies,cn=Directory Service,cn=Windows NT,cn=Services,cn=Configuration, DC=<forestRootDomain> to modify the ldapAdminLimits attribute IF the Query-Policy attribute is not defined on either the corresponding NTDS-Settings object or the NTDS-Site-Settings object


Trust Management Tasks*

	Task
	Permissions Required to Perform Task

	Create a shortcut (cross-link) trust relationship
	CC on the object cn=System, dc=<trusting domain> (to create objects of class Trusted-Domain) in the trusting domain

CC on the object cn=System, dc=<trusted domain> (to create objects of class Trusted-Domain) in the trusted domain

	Create an external trust relationship
	CC on the object cn=System, dc=<trusting domain> (to create objects of class Trusted-Domain) in the trusting domain

CC on the object cn=System, dc=<trusted domain> (to create objects of class Trusted-Domain) in the trusted domain

	Create a non-Windows Kerberos realm trust relationship
	CC on the object cn=System, dc=<trusting domain> (to create objects of class Trusted-Domain) in the domain creating the trust

	Create an Outbound Forest Trust
	CC on the object cn=System, dc=<forestRootDomain> (to create objects of class Trusted-Domain) in the trusting forest

CC on the object cn=System, dc=<forestRootDomain> (to create objects of class Trusted-Domain) in the trusted forest

	Create an Inbound Forest Trust
	(CC on the object cn=System, dc=<forestRootDomain> (to create objects of class Trusted-Domain) in the trusted forest

OR Extended right Create-Inbound-Forest-Trust on dc=<Domain> (root of domain directory partition) in the trusted forest)

AND (CC on the object cn=System, dc=<forestRootDomain> (to create objects of class Trusted-Domain) in the trusting forest)

	Delete a shortcut (cross-link) trust relationship
	SD on the object cn=<trusted domain name>,cn=System, dc=<trusting domain> in the trusting domain

SD on the object cn=<trusted domain name>,cn=System, dc=<trusted domain> in the trusted domain

	Delete an external trust relationship
	SD on the object cn=<trusted domain name>,cn=System, dc=<trusting domain> in the trusting domain

SD on the object cn=<trusted domain name>,cn=System, dc=<trusted domain> in the trusted domain

	Delete a non-Windows Kerberos realm trust relationship
	SD on the object cn=<trusted domain name>,cn=System, dc=<trusting domain> in the domain from where the trust is being deleted

	Delete a forest trust
	SD on the object cn=<trusted domain name>,cn=System, dc=<forestRootDomain> in the trusting forest

SD on the object cn=<trusted domain name>,cn=System, dc=<forestRootDomain> in the trusted forest

	Verify that a trust is working properly
	Have to be a member of local Administrators group on the machine from where the trust is being verified

	Change the direction of a trust
	WP on the object cn=<Trusted Domain object>, cn=System, dc=<TrustingDomain> where <Trusted Domain object> represents the corresponding trust, to modify the Trust-Direction attribute
WP on the object cn=<Trusted Domain object>, cn=System, dc=<TrustedDomain> where <Trusted Domain object> represents the corresponding trust, to modify the Trust-Direction attribute 

	Enable Name Suffix Routing (for a given suffix) in a forest
	WP on the object cn=<Trusted Domain object>, cn=System, dc=<forestRootDomain> where <Trusted Domain object> represents the corresponding trust, to modify the ms-DS-Trust-Forest-Trust-Info attribute 

	Disable Name Suffix Routing (for a given suffix) in a forest
	WP on the object cn=<Trusted Domain object>, cn=System, dc=<forestRootDomain> where <Trusted Domain object> represents the corresponding trust, to modify the ms-DS-Trust-Forest-Trust-Info attribute 

	Add/Remove an exception to a name suffix for a given forest trust 
	WP on the object cn=<Trusted Domain object>, cn=System, dc=<forestRootDomain> where <Trusted Domain object> represents the corresponding trust, to modify the ms-DS-Trust-Forest-Trust-Info attribute 

	Reset the trust passwords shared by a trust-pair
	WP on the object cn=<Trusted Domain object>, cn=System, dc=<trusting and trusted domain> where <Trusted Domain object> represents the corresponding trust, to modify the Initial-Auth-Incoming, Initial-Auth-Outgoing, Trust-Auth-Incoming and Trust-Auth-Outgoing attributes 

	Force the removal of a trust
	DC on the object cn=System, dc=<trusting domain> (to delete objects of class Trusted-Domain) in the domain that wants to delete the trust

	Enable/Disable SID History on an outbound forest trust
	WP on the object cn=<Trusted Domain object>, cn=System, dc=<forestRootDomain> where <Trusted Domain object> represents the corresponding trust, to modify the Trust-Attributes attribute 

	Enable/Disable SID Filtering
	WP on the object cn=<Trusted Domain object>, cn=System, dc=<Domain> where <Trusted Domain object> represents the corresponding trust, to modify the Trust-Attributes attribute 

	Enable Selective Authentication on an outbound forest/external trust
	WP on the object cn=<Trusted Domain object>, cn=System, dc=<Domain> where <Trusted Domain object> represents the corresponding trust, to modify the Trust-Attributes attribute 

	Enable/Disable placing of Name Suffix (Top Level Names) information on a realm trust
	WP on the object cn=<Trusted Domain object>, cn=System, dc=<Domain> where <Trusted Domain object> represents the corresponding trust, to modify the Trust-Attributes attribute 

	Add/remove top-level names from a realm trust
	WP on the object cn=<Trusted Domain object>, cn=System, dc=<forestRootDomain> where <Trusted Domain object> represents the corresponding trust, to modify the ms-DS-Trust-Forest-Trust-Info attribute 

	Add/remove top-level name exclusions from a realm trust
	WP on the object cn=<Trusted Domain object>, cn=System, dc=<forestRootDomain> where <Trusted Domain object> represents the corresponding trust, to modify the ms-DS-Trust-Forest-Trust-Info attribute 

	Modify the transitivity of a realm-trust
	WP on the object cn=<Trusted Domain object>, cn=System, dc=<Domain> where <Trusted Domain object> represents the corresponding trust, to modify the Trust-Attributes attribute 


* All trust management tools in Active Directory require that an administrator performing any trust management task using these tools be a member of the BuiltIn Admins group in the domain.
Replication Management Tasks

	Task
	Permissions Required to Perform Task

	Create a Site / Add a Site
	CC on cn=Sites, cn=Configuration, dc=<ForestRootDomain> (to create objects of class Site)

	Specify the location of a Site
	WP on the corresponding site object, cn=<Site>, cn=Sites, cn=Configuration, dc=<forestRootDomain> to modify the Location attribute 

	Associate a Group Policy with a Site
	WP on the corresponding site object, cn=<Site>, cn=Sites, cn=Configuration, dc=<forestRootDomain> to modify the GP-Link attribute
WP on the corresponding site object, cn=<Site>, cn=Sites, cn=Configuration, dc=<forestRootDomain> to modify the GP-Options attribute 

	Modify Site Group Policy Options
	WP on the corresponding site object, cn=<Site>, cn=Sites, cn=Configuration, dc=<forestRootDomain> to modify the GP-Options attribute 

	Disable automatic topology generation for a site
	WP on cn=NTDSSiteSettings, cn=<SiteName>, cn=Sites, cn=Configuration, dc=ForestRootDomain where the <SiteName> is the name of the site, to modify the options attribute 

	Disable automatic topology cleanup for a site
	WP on cn=NTDSSiteSettings, cn=<SiteName>, cn=Sites, cn=Configuration, dc=ForestRootDomain where the <SiteName> is the name of the site, to modify the options attribute 

	Disable minimum hops topology for a site
	WP on cn=NTDSSiteSettings, cn=<SiteName>, cn=Sites, cn=Configuration, dc=ForestRootDomain where the <SiteName> is the name of the site, to modify the options attribute 

	Disable automatic stale server detection for a site
	WP on cn=NTDSSiteSettings, cn=<SiteName>, cn=Sites, cn=Configuration, dc=ForestRootDomain where the <SiteName> is the name of the site, to modify the options attribute 

	Disable automatic inter-site topology generation for a site
	WP on cn=NTDSSiteSettings, cn=<SiteName>, cn=Sites, cn=Configuration, dc=ForestRootDomain where the <SiteName> is the name of the site, to modify the options attribute 

	Disable Inbound Replication on a DC
	WP on the corresponding NTDS Settings object with DN cn=NTDS Settings, cn=<Computer-Name>, cn=Servers, cn=<SiteName>,cn=Sites,cn=Configuration, dc=<forestRootDomain> to modify the options attribute 

	Disable Outbound Replication on a DC
	WP on the corresponding NTDS Settings object with DN cn=NTDS Settings, cn=<Computer-Name>, cn=Servers, cn=<SiteName>,cn=Sites,cn=Configuration, dc=<forestRootDomain> to modify the options attribute 

	Delete a Site 
	SD on the site object itself OR DC on cn=Sites, cn=Configuration, dc=<ForestRootDomain> (to delete objects of class Site).

NOTE: DC on parent will grant permission to delete all objects under the parent (and if class is specified, then only all objects of specified class) 

	Create a Subnet / Add a Subnet
	CC on cn=Subnets, cn=Sites, cn=Configuration, dc=<ForestRootDomain> (to create objects of type Subnet)

	Specify the location of a Subnet
	WP on the corresponding subnet object, cn=<Subnet>, cn=Subnets, cn=Sites, cn=Configuration, dc=<forestRootDomain> to modify the Location attribute 

	Associate a Subnet with a Site
	WP on the corresponding subnet object cn=<SubnetName>, cn=Subnets, cn=Sites, cn=Configuration, dc=<ForestRootDomain> to modify the siteObject attribute 

	Delete a Subnet
	DC on cn=Subnets, cn=Sites, cn=Configuration, dc=<ForestRootDomain> (to delete objects of class Subnet)

	Create a Site Link 
	CC on cn=IP, cn=Inter-Site Transports, cn=Sites, cn=Configuration, dc=<ForestRootDomain> OR on cn=SMTP, cn=Inter-Site Transports, cn=Sites, cn=Configuration, dc=<ForestRootDomain> (to create objects of class siteLink) 

	Add/Remove sites to/from a Site Link
	WP on cn=<siteLink>, cn=IP, cn=Inter-Site Transports, cn=Sites, cn=Configuration, dc=<ForestRootDomain> OR on cn=<siteLink>, cn=SMTP, cn=Inter-Site Transports, cn=Sites, cn=Configuration, dc=<ForestRootDomain> where <siteLink> is the site link to/from which a new site is being added/removed, to modify the site-list attribute

	Modify the cost associated with a site link
	WP on the siteLink object cn=<SiteLink>, cn=IP, cn=Inter-Site Transports, cn=Sites, cn=Configuration, dc=<ForestRootDomain> OR on the siteLink object cn=<SiteLink>, cn=SMTP, cn=Inter-Site Transports, cn=Sites, cn=Configuration, dc=<ForestRootDomain> where the <SiteLink> identifies the associated site link, to modify the cost attribute. 

	Modify the replication period associated with a site link / Control link availability
	WP on the siteLink object cn=<SiteLink>, cn=IP, cn=Inter-Site Transports, cn=Sites, cn=Configuration, dc=<ForestRootDomain> where the <SiteLink> identifies the associated site link, to modify the Repl-Interval attribute 

	Modify the replication schedule for a site link
	WP on the corresponding site link object cn=<siteLink>, cn=IP, cn=Inter-Site Transports, cn=Sites, cn=Configuration, dc=<ForestRootDomain> OR on cn=<siteLink>,cn=SMTP, cn=Inter-Site Transports, cn=Sites, cn=Configuration, dc=<ForestRootDomain>, to modify the schedule attribute 

	Delete a Site Link 
	DC on cn=IP, cn=Inter-Site Transports, cn=Sites, cn=Configuration, dc=<ForestRootDomain> OR on cn=SMTP, cn=Inter-Site Transports, cn=Sites, cn=Configuration, dc=<ForestRootDomain> (to delete objects of class siteLink) 

	Create a Site Link bridge (object)
	CC on cn=IP, cn=Inter-Site Transports, cn=Sites, cn=Configuration, dc=<ForestRootDomain> OR on cn=SMTP, cn=Inter-Site Transports, cn=Sites, cn=Configuration, dc=<ForestRootDomain> (to create objects of class siteLinkBridge)

	Add/Remove sites to/from a Site Link Bridge
	WP on cn=<siteLinkBridge>, cn=IP, cn=Inter-Site Transports, cn=Sites, cn=Configuration, dc=<ForestRootDomain> OR on cn=<siteLinkBridge>, cn=SMTP, cn=Inter-Site Transports, cn=Sites, cn=Configuration, dc=<ForestRootDomain> where <siteLinkBridge> is the site link ridge to/from which a new site is being added/removed, to modify the site-link-list attribute 

	Create a single bridge for the entire network / Turn off the “Bridge all site links” option for IP/SMTP transport
	WP on the corresponding (IP/SMTP) interSiteTransport object cn=IP, cn=Inter-Site Transports, cn=Sites, cn=Configuration, dc=<ForestRootDomain> OR on cn=SMTP, cn=Inter-Site Transports, cn=Sites, cn=Configuration, dc=<ForestRootDomain>, to modify the options attribute 

	Enable Reciprocal Replication between sites (only for IP transport links)
	WP on cn=<SiteLink>, cn=IP, cn=Inter-Site Transports, cn=Sites, cn=Configuration, dc=<ForestRootDomain> where <SiteLink> identifies the associated site link, to modify the options attribute 

	Enable Change Notification between sites (only for IP transport links)
	WP on cn=<SiteLinkName>, cn=IP, cn=Inter-Site Transports, cn=Sites, cn=Configuration, dc=<ForestRootDomain> where the SiteLinkName identifies the associated site link, to modify the options attribute 

	Delete a Site Link bridge (object)
	DC on cn=IP, cn=Inter-Site Transports, cn=Sites, cn=Configuration, dc=<ForestRootDomain> OR on cn=SMTP, cn=Inter-Site Transports, cn=Sites, cn=Configuration, dc=<ForestRootDomain> (to delete objects of class siteLinkBridge) 

	Create a Connection (object)
	CC on cn=NTDSSettings, cn =<ServerName>, cn=Servers, cn=<SiteName>, cn=Sites, cn=Configuration, dc=<ForestRootDomain> where ServerName is the name of the DC to which the connection in inbound (to create objects of class NTDS-Connection) 

	Take ownership of a KCC-generated connection object
	WP on cn=<ConnectionName>, cn=NTDSSettings, cn =<ServerName>, cn=Servers, cn=<SiteName>, cn=Sites, cn=Configuration, dc=<ForestRootDomain> where <ConnectionName> is the name of the KCC-generated connection, to modify the options attribute 

	Manually set a schedule for connection objects
	WP on cn=<ConnectionName>, cn=NTDSSettings, cn =<ServerName>, cn=Servers, cn=<SiteName>, cn=Sites, cn=Configuration, dc=<ForestRootDomain> where <ConnectionName> is the name of the KCC-generated connection, to modify the options attribute 

	Enable/disable data compression for intersite replication 
	WP on cn=<ConnectionName>, cn=NTDSSettings, cn =<ServerName>, cn=Servers, cn=<SiteName>, cn=Sites, cn=Configuration, dc=<ForestRootDomain> where <ConnectionName> is the name of the KCC-generated connection, to modify the options attribute 

	Delete a Connection (object)
	DC on cn=NTDSSettings, cn =<ServerName>, cn=Servers, cn=<SiteName>, cn=Sites, cn=Configuration, dc=<ForestRootDomain> where ServerName is the name of the DC to which the connection in inbound (to delete objects of class NTDS-Connection)
NOTE: An NTDS-Connection object created by the KCC should not be deleted. If it is, the KCC will regenerate it. Only a manually created NTDS-Connection object might be deleted 

	Change the default setting for the intra-site replication schedule within a site
	WP on cn=NTDSSiteSettings, cn=<SiteName>, cn=Sites, cn=Configuration, dc=ForestRootDomain where the <SiteName> is the name of the site, to modify the schedule attribute

	Designate / Remove a preferred bridgehead server
	WP on cn =<ServerName>, cn=Servers, cn=<SiteName>, cn=Sites, cn=Configuration, dc=<ForestRootDomain> where ServerName is the name of the server being designated as a Preferred Bridgehead server, to modify the Bridgehead-Transport-List attribute

	Replace a failed Preferred Bridgehead Server
	Do one of the following?:
Add new domain controllers as preferred bridgehead servers for the corresponding directory partitions, site and transport

OR
Remove all preferred bridgehead designations made for the corresponding site and transport (for the corresponding directory partition), in which case KCC selects new ones automatically; remove them for each domain directory partition and for each transport on a DC in each affected site

	Specify a fixed-port for RPC-based replication
	WP on HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\
Services\NTDS\Parameters to modify the registry entry TCP/IP Port 

	Adjust default size of packets that transport Active Directory replication data
	The following registry entries (with registry path HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\
Services\NTDS\Parameter) are added/modified (with the REG_DWORD data type):

For RPC replication within a site: Replicator intra site packet size (objects) & Replicator intra site packet size (bytes)

For RPC replication between sites: Replicator inter site packet size (objects) & Replicator inter site packet size (bytes)
For SMTP replication within a site: Replicator async inter site packet size (objects) & Replicator async inter site packet size (bytes)

Thus, appropriate permissions required to Create and/or modify these registry keys will be required to delegate the operation

	Increase the level of detail logged by the KCC in the event log
	WP on HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\NTDS\Diagnostics to modify the 1 Knowledge Consistency Checker entry 

	Modify the interval at which the KCC runs its first replication topology after the DC starts
	WP on HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\NTDS\Parameters to modify the registry entry Repl topology update delay (secs) 

	Modify the interval at which the KCC checks the replication topology (after it has run the first time) 
	WP on HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\NTDS\Parameters to modify the registry entry Repl topology update period (secs) 

	Force Replication Topology Generation
	Extended right Manage Replication Topology needed on cn=configuration, dc=<forestRootDomain> 

	Modify the holdback timer that determines the interval between the time a change is made and the time that the source server notifies its replication partners within a site
	WP on HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\NTDS\Parameters to modify the registry entry Replicator notify pause after modify (secs) 

	Modify the default delay between notifications to all the replication partners of a DC
	WP on HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\NTDS\Parameters to modify Replicator notify pause between DSAs (secs) 

	Force replication between two servers
	Extended right Replication Synchronization needed on cn=configuration, dc=<forestRootDomain> 

	Force a synchronization between two servers 
	Extended right Replication Synchronization needed on cn=configuration, dc=<forestRootDomain> 

	Set a DC not to contact the PDC emulator if the PDC emulator role owner is not in the current site
	WP on HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\
Services\NTDS\Parameters to modify the registry entry AvoidPdcOnWan 

	Modify the thresholds that make the KCC exclude non-responding servers when it recognizes that a DC has failed or is unresponsive
	The following registry entries (with registry path HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\NTDS\Parameter) are added/modified (with the REG_DWORD data type):

For replication between sites:
IntersiteFailuresAllowed and MaxFailureTimeForIntersiteLink (secs)
For optimizing connections within a site: NonCriticalLinkFailuresAllowed and MaxFailureTimeForNonCriticalLink
For immediate neighbor connections within a site: CriticalLinkFailuresAllowed and MaxFailureTimeForCriticalLink
Thus, appropriate permissions required to Create and/or modify these registry keys will be required to delegate the operation

	Get Replication Latency Information
	In Windows 2000, Extended right Manage Replication Topology needed on domain NC head
In Windows Server 2003, Extended right Monitor Replication Topology or Manage Replication Topology needed on domain NC head 

	Get Pending operations on DC ( Queue Length )
	In Windows 2000, Extended right Manage Replication Topology needed on domain NC head
In Windows Server 2003, Extended right Monitor Replication Topology or Manage Replication Topology needed on domain NC head 

	Check Replication Status
	In Windows 2000, Extended right Manage Replication Topology needed on domain NC head
In Windows Server 2003, Extended right Monitor Replication Topology or Manage Replication Topology needed on domain NC head 


Backup and Restore Management Tasks

	Task
	Permissions Required to Perform Task

	Back up Active Directory 
	User-right Backup Files and Directories is required
User performing task needs to be member of Administrators (BuiltIn\Admins) group on DC because NTBACKUP required user to be Administrator to perform System-State backup

	Perform an Non-Authoritative restore of Active Directory from Backup Media
	In Stand-alone mode:

User-right Restore Files and Directories is required

User needs to be member of local Administrators group on server because NTBACKUP required user to be Administrator to perform System-State restore

In DS-Restore mode:

User needs to be Administrator in DS Restore mode

	Perform an Authoritative restore of Active Directory from Backup Media
	Requires user to be Administrator in DS Restore mode


Directory Database File Management Tasks

	Task
	Permissions Required to Perform Task

	Perform an online defragmentation of the Ntds.dit database
	Add the doOnlineDefrag attribute to the rootDSE object & set its value equal to set to number in seconds the online defrag should run
Extended Right Do-Garbage-Collection on NTDS-Settings object CN=NTDS Settings, CN=<Server>, CN=<Site>,CN=Sites, CN=Configuration, DC=<forestRootDomain> 

	Perform an offline defragmentation of the Ntds.dit database
	Full control on ntds.dit file and on the folder containing the logs (default location: systemroot\NTDS\ )

	Move the Ntds.dit file to a new location
	WP on HKLM/System/CCS/Services/NTDS/Parameters,
Full control on the ntds.dit file

Full control on source and target folders

	Move the directory service log files to a new location
	WP on HKLM/System/CCS/Services/NTDS/Parameters,
Full control on the log folders

Full control on source and target folders

	Perform a soft recovery of the database
	Full control on ntds.dit file and on the folder containing the logs (default location: systemroot \NTDS\ )

	Specify the location of the Ntds.dit file 
	WP on HKLM/System/CCS/Services/NTDS/Parameters

Read Control and Modify Permissions required on .dit file

	Specify the location of the log files
	WP on HKLM/System/CCS/Services/NTDS/Parameters

Read Control and Modify Permissions required on the log folder

	Specify the Active Directory working directory 
	WP on HKLM/System/CCS/Services/NTDS/Parameters

Read Control and Modify Permissions required on the working directory folder

	Restore Database/Subtree of database
	Full control on ntds.dit file and on the folder containing the logs (default location: systemroot\NTDS\ )

	Perform semantic database analysis
	Full control on ntds.dit file and on the folder containing the logs (default location: systemroot\NTDS\ )


Directory Service Configuration Management Tasks

	Task
	Permissions Required to Perform Task

	Designate a DC as a Global Catalog
	WP on the corresponding NTDS Settings object with DN cn=NTDS Settings, cn=<Computer-Name>, cn=Servers, cn=<SiteName>,cn=Sites,cn=Configuration, dc=<forestRootDomain> to modify the options attribute

	Force the directory service to do garbage collection
	Add the doGarbageCollection attribute on the rootDSE object, and set its value equal to any value

Extended Right Do-Garbage-Collection on NTDS-Settings object CN=NTDS Settings, CN=<Server>, CN=<Site>,CN=Sites, CN=Configuration, DC=<forestRootDomain> 

	Specify the directory service garbage collection period
	WP on the NTDS-Service object cn=Directory Service,cn=Windows NT,cn=Services,CN=Configuration, DC=<forestRootDomain> to modify the Garbage-Coll-Period attribute 

	Force the directory service to recalculate the Exchange Address Book information hierarchy
	Add the recalcHierarchy attribute on the rootDSE object, and set its value equal to any value

Extended Right Recalculate-Hierarchy on NTDS-Settings object CN=NTDS Settings, CN=<Server>, CN=<Site>,CN=Sites, CN=Configuration, DC=<forestRootDomain> 

	Update the Schema cache on demand
	Add and modify the schemaUpdateNow attribute on the rootDSE object, and set its value equal to 1

Extended Right Update-Schema-Cache on cn=Schema, cn=Configuration, dc=<ForestRootDomain> 

	Force directory service to recompute ACL inheritance on a naming context
	Add the recalcHierarchy attribute on the rootDSE object and set its value equal to ‘forceupdate’
Extended Right Recalculate-Security-Inheritance on NTDS-Settings object CN=NTDS Settings, CN=<Server>, CN=<Site>,CN=Sites, CN=Configuration, DC=<forestRootDomain> 

	Force the directory service to check stale phantom objects
	on the rootDSE object, add the checkPhantoms attribute to the object and set its value equal to any value

Extended Right DS-Check-Stale-Phantoms on NTDS-Settings object CN=NTDS Settings, CN=<Server>, CN=<Site>,CN=Sites, CN=Configuration, DC=<forestRootDomain> 

	Force the directory service to immediately refresh the group cache by contacting an available GC
	on the rootDSE object, add the updateCachedMemberships attribute to the object and set its value equal to any value

Extended Right Refresh-Group-Cache on NTDS-Settings object CN=NTDS Settings, CN=<Server>, CN=<Site>,CN=Sites, CN=Configuration, DC=<forestRootDomain> 

	Force the directory service to remove lingering objects from a Domain Controller
	Add the removeLingeringObject attribute on the rootDSE object and set its value equal to the object to remove in the following form: DN_OF_THE_SOURCE_NTDS_SETTINGS_OBJECT:DN_OF_THE_OBJECT_TO_REMOVE

Extended right Manage Replication Topology needed on the cn=configuration, dc=<forestRootDomain> 

	Reanimate Tombstones
	Extended Right Reanimate Tombstones on CN=Schema, CN=Configuration, DC=<forestRootDomain> 

	Force the directory service to perform an online defrag on a Domain Controller
	Add the doOnlineDefrag attribute on the rootDSE object and set its value equal to any value.
Extended Right Do-Garbage-Collection on NTDS-Settings object CN=NTDS Settings, CN=<Server>, CN=<Site>,CN=Sites, CN=Configuration, DC=<forestRootDomain>

	Specify the default amount of time a dynamic object will exist in the directory
	WP on the NTDS-Service object cn=Directory Service,cn=Windows NT,cn=Services,CN=Configuration, DC=<forestRootDomain> to modify the ms-DS-Other-Settings attribute 

	Specify the minimum amount of time a dynamic object will exist in the directory
	WP on the NTDS-Service object cn=Directory Service,cn=Windows NT,cn=Services,CN=Configuration, DC=<forestRootDomain> to modify the ms-DS-Other-Settings attribute 

	Specify the delay between deleting a server object and it being permanently removed from the replication topology
	WP on the NTDS-Service object cn=Directory Service,cn=Windows NT,cn=Services,CN=Configuration, DC=<forestRootDomain> to modify the Repl-Topology-Stay-Of-Execution attribute 

	Specify the number of days before a deleted object is removed from the directory (tombstone lifetime)
	WP on the NTDS-Service object cn=Directory Service,cn=Windows NT,cn=Services,CN=Configuration, DC=<forestRootDomain> to modify the Tombstone-Lifetime attribute 

	Adjust ANR searching behavior
	WP on the NTDS-Service object cn=Directory Service,cn=Windows NT,cn=Services,CN=Configuration, DC=<forestRootDomain> to modify the DS-Heuristics attribute 

	Put the directory in the special “List Object” mode
	WP on the NTDS-Service object cn=Directory Service,cn=Windows NT,cn=Services,CN=Configuration, DC=<forestRootDomain> to modify the DS-Heuristics attribute 

	Restrict anonymous operations (other than rootDSE searches and binds) through LDAP
	WP on the NTDS-Service object cn=Directory Service,cn=Windows NT,cn=Services,CN=Configuration, DC=<forestRootDomain> to modify the DS-Heuristics attribute 

	Control the behavior of the userPassword attribute
	WP on the NTDS-Service object cn=Directory Service,cn=Windows NT,cn=Services,CN=Configuration, DC=<forestRootDomain> to modify the DS-Heuristics attribute 

	Specify which SPN types are mapped to “host”
	WP on the NTDS-Service object cn=Directory Service,cn=Windows NT,cn=Services,CN=Configuration, DC=<forestRootDomain> to modify the SPN-mappings attribute 

	Increase the level of detail logged by the KCC in the event log
	Modify the 1 Knowledge Consistency Checker entry under HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\NTDS\Diagnostics

Thus, appropriate permissions required to modify this registry key will be required to delegate the operation

	Modify the level of detail logged for Security Events
	Modify the 2 Security Events entry under HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\NTDS\Diagnostics

Thus, appropriate permissions required to modify this registry key will be required to delegate the operation

	Modify the level of detail logged by events related to communication between Active Directory and Exchange clients
	Modify the 3 ExDS Interface Events entry and the 4 MAPI Interface Events entry under KEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\NTDS\Diagnostics

Thus, appropriate permissions required to modify this registry key will be required to delegate the operation

	Modify the level of detail logged when objects marked for deletion are actually deleted
	Modify the 6 Garbage Collection entry under HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\NTDS\Diagnostics

Thus, appropriate permissions required to modify this registry key will be required to delegate the operation

	Modify the level of detail logged by directory service operations 
	Modify the 7 Internal Configuration entry under HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\NTDS\Diagnostics

Thus, appropriate permissions required to modify this registry key will be required to delegate the operation

	Modify the level of detail logged by directory access events
	Modify the 8 Directory Access entry under HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\NTDS\Diagnostics

Thus, appropriate permissions required to modify this registry key will be required to delegate the operation

	Modify the level of detail logged by internal operation of directory service code
	Modify the 9 Internal Processing entry under HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\NTDS\Diagnostics

Thus, appropriate permissions required to modify this registry key will be required to delegate the operation

	Modify the level of detail logged by events related to loading and unloading the NTDS performance object and performance counters
	Modify the 10 Performance Counters entry under HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\NTDS\Diagnostics

Thus, appropriate permissions required to modify this registry key will be required to delegate the operation

	Modify the level of detail logged by events related to starting and stopping the directory service
	Modify the 11 Initialization/Termination entry under HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\NTDS\Diagnostics

Thus, appropriate permissions required to modify this registry key will be required to delegate the operation

	Modify the level of detail logged by directory service events
	Modify the 12 Service Control entry under HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\NTDS\Diagnostics

Thus, appropriate permissions required to modify this registry key will be required to delegate the operation

	Modify the level of detail logged by the events related to address resolution and Active Directory names
	Modify the 13 Name Resolution entry under HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\NTDS\Diagnostics

Thus, appropriate permissions required to modify this registry key will be required to delegate the operation

	Modify the level of detail logged by the events related to the backup of Active Directory 
	Modify the 14 Backup entry under HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\NTDS\Diagnostics

Thus, appropriate permissions required to modify this registry key will be required to delegate the operation

	Modify the level of detail logged by events related to LDAP
	Modify the 16 LDAP Interface entry under HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\NTDS\Diagnostics

Thus, appropriate permissions required to modify this registry key will be required to delegate the operation

	Modify the level of detail logged by events related to running the Active Directory Installation wizard
	Modify the 17 Setup entry under HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\NTDS\Diagnostics

Thus, appropriate permissions required to modify this registry key will be required to delegate the operation

	Modify the level of detail logged by events related to the Global Catalog
	Modify the 18 Global Catalog entry under HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\NTDS\Diagnostics

Thus, appropriate permissions required to modify this registry key will be required to delegate the operation

	Modify the level of detail logged by events the Inter-site messaging service
	Modify the 19 Inter-site Messaging entry under HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\NTDS\Diagnostics

Thus, appropriate permissions required to modify this registry key will be required to delegate the operation

	Designate a DC as a Global Catalog
	WP on the corresponding NTDS Settings object with DN cn=NTDS Settings, cn=<Computer-Name>, cn=Servers, cn=<SiteName>,cn=Sites,cn=Configuration, dc=<forestRootDomain> to modify the options attribute


Security Policy Management Tasks

	Task
	Permissions Required to Perform Task

	Modify the default Domain Controller Group Policy
	Requires “Edit Settings” on the Default Domain Controllers GPO

	Modify the default Domain Policy
	Requires “Edit Settings” on the Default Domain GPO


DNS Management Tasks

	Task
	Permissions Required to Perform Task

	Create a new Active Directory–integrated zone
	CC on CN=MicrosoftDNS,CN=System,DC=<domain> OR CN=MicrosoftDNS,DC=<domain DNS Zones application directory partition> to create objects of class dnsZone

RP on CN=MicrosoftDNS,CN=System,DC=<domain>

	Delete an Active Directory–integrated zone
	SD on the DNS-Zone object itself OR DC on CN=MicrosoftDNS,CN=System,DC=<domain> OR CN=MicrosoftDNS,DC=<domain DNS Zones application directory partition> to delete objects of class dnsZone

RP on CN=MicrosoftDNS,CN=System,DC=<domain>

	Write Active Directory–integrated zone parameters
	WP on dnsZone object under CN=MicrosoftDNS,CN=System,DC=<domain> OR CN=MicrosoftDNS,DC=<domain DNS Zones application directory partition> to modify the dnsProperty attribute

RP on CN=MicrosoftDNS,CN=System,DC=<domain>

	Write the RootHints (stored in Active Directory)
	WP on dnsNode objects stored in CN=RootDNSServers under CN=MicrosoftDNS,CN=System,DC=<domain> OR CN=MicrosoftDNS,DC=<domain DNS Zones application directory partition> to modify the dnsRecord attribute

RP on CN=MicrosoftDNS,CN=System,DC=<domain>

	Create a new name in the Active Directory–integrated zone
	CC on corresponding dnsZone object CN=<dnsZone>, CN=MicrosoftDNS,CN=System,DC=<domain> OR CN=<dnsZone>, CN=MicrosoftDNS,DC=<domain DNS Zones application directory partition> to create objects of class dnsNode

RP on CN=MicrosoftDNS,CN=System,DC=<domain>

	Write the records in the Active Directory–integrated zone
	WP on the corresponding dnsNode object CN=<dnsNode>, CN=<dnsZone>, CN=MicrosoftDNS,CN=System,DC=<domain> OR CN=<dnsNode>,CN=<dnsZone>, CN=MicrosoftDNS,DC=<domain DNS Zones application directory partition> to modify the dnsRecord attribute

RP on CN=MicrosoftDNS,CN=System,DC=<domain>


In Windows 2000, in addition to the permissions specified in the table “DNS Management Tasks”, Full Control is required on the container CN=MicrosoftDNS,CN=System,DC=<domain> to perform any DNS administrative task. In Windows Server 2003, the permissions specified in the table “DNS Management Tasks” are sufficient to perform the corresponding DNS administrative task.
Active Directory Data Administration Tasks

Organizational Unit (OU) Management Tasks

	Task
	Permissions Required to Perform Task

	Create an Organizational Unit
	CC on parent object (to create objects of class Organizational-Unit) 

	Delete an Organizational Unit
	SD on the object itself OR DC on parent object (to delete objects of class Organizational-Unit)
NOTE: DC on parent will grant permission to delete all objects under the parent (and if class is specified, then only all objects of specified class)

	Rename an Organizational Unit
	WP on the organizational unit object to modify Organizational-Unit-Name attribute
WP on the organizational unit object to modify RDN attribute 

	Move an Organizational Unit
	SD on the organizational unit object itself OR DC on current parent (to delete objects of class Organizational-Unit)
CC on target parent (to create objects of class Organizational-Unit)
WP on the organizational unit object to modify Organizational-Unit-Name attribute

WP on the organizational unit object to modify RDN attribute

	Modify Description of an Organizational Unit
	WP on the organizational unit object to modify Description attribute 

	Modify Street of an Organizational Unit
	WP on the organizational unit object to modify Street-Address attribute 

	Modify City/Province an Organizational Unit
	WP on the organizational unit object to modify Locality-Name attribute 

	Modify State of an Organizational Unit
	WP on the organizational unit object to modify State-Or-Province-Name attribute 

	Modify Zip/Postal Code of an Organizational Unit
	WP on the organizational unit object to modify Postal-Code attribute 

	Modify Country/Region of an Organizational Unit
	WP on the organizational unit object to modify Country-Name attribute 

	Modify Managed-By Information of an OU
	WP on the organizational unit object to modify Managed-By attribute 

	Change the COM+ partition set that an Organizational Unit is a member of 
	WP on the organizational unit object to modify ms-COM-UserPartitionSetLink attribute 

	Modify the Group Policy applied to an Organizational Unit
	WP on the organizational unit object to modify the GP-Link attribute
WP on the organizational unit object to modify the GP-Options attribute 

	Delegate Control of an Organizational Unit
	WD on the organizational unit object


Group Management Tasks

	Task
	Permissions Required to Perform Task

	Create a group
	CC on parent object (to create objects of class Group) 

	Delete a group
	SD on the group object itself OR DC on parent object (to delete objects of class Group)
NOTE: DC on parent will grant permission to delete all objects under the parent (and if class is specified, then only all objects of specified class)

	Move a group
	SD on the group object itself OR DC on parent object (to delete objects of class Group)
CC on target parent (to create objects of class Group)
WP on the group object to modify Common-Name attribute

WP on the group object to modify RDN attribute

	Rename a group
	WP on the group object to modify Common-Name attribute

WP on the group object to modify RDN attribute 

	Specify the Pre-Windows 2000 compatible name for the group
	WP on the group object to modify SAM-Account-Name attribute 

	Modify the description of a group
	WP on the group object to modify Description attribute 

	Modify the e-mail address for a group
	WP on the group object to modify E-mail-Addresses attribute 

	Modify the scope of the group
	WP on the group object to modify Group-Type attribute 

	Modify the type of the group
	WP on the group object to modify Group-Type attribute 

	Modify notes for a group
	WP on the group object to modify Comment attribute 

	Modify group membership 
	WP on the group object to modify Members attribute 

	Specify Managed-By Information of a Group
	WP on the group object to modify Managed-By attribute 


Computer Management Tasks

	Task
	Permissions Required to Perform Task

	Create a computer account
	CC on parent object (to create objects of class Computer) 

	Delete a computer account
	SD on the computer object itself OR DC on parent object (to delete objects of class Computer) 

	Rename a computer account
	WP on the computer object to modify all attributes

NOTE: User performing operation must be a Local Administrator on the computer being renamed 

	Move a computer account
	SD on the computer object itself OR DC on parent object (to delete objects of class Computer)
CC on target parent (to create objects of class Computer)
WP on the computer object to modify Common-Name attribute

WP on the computer object to modify RDN attribute

	Disable a computer account
	WP on the computer object to modify User-Account-Control attribute 

	Reset a computer account
	The Force-User-Change-Password extended right is required on the computer object

NOTE: In the UI, this extended right corresponds to Reset Password 

	Add a computer account to a group
	WP on the target group object to modify Member attribute 

	Specify the Pre-Windows 2000 compatible name for a computer
	WP on the computer object to modify SAM-Account-Name attribute 

	Set a computer’s DNS name
	Validated-DNS-Host-Name SW on the computer object

	Specify a computer’s role
	WP on the computer object to modify Machine-Role attribute 

	Specify the computer’s description
	WP on the computer object to modify Description attribute 

	Specify the computer’s location
	WP on the computer object to modify Location attribute 

	Specify Managed-By information for a computer account
	WP on the computer object to modify Managed-By attribute 

	Specify the Operating System running on a computer
	WP on the computer object to modify Operating-System attribute 

	Specify the Operating System Service Pack for a computer
	WP on the computer object to modify Operating-System-Service-Pack attribute 

	Specify the Operating System Version for the Computer
	WP on the computer object to modify Operating-System-Version attribute 

	Specify a computer’s physical location
	WP on the computer object to modify Physical-Location-Object attribute 

	Specify that a computer account be trusted for delegation
	WP on the computer object to modify User-Account-Control attribute
The Enable computer and user accounts to be trusted for delegation user right is required — modified in Default Domain Controller Security Policy

	Specify whether a computer account can be trusted for delegation to any service (Kerberos only)
	User right “Enable User and Computer account to be trusted for Delegation” required (assigned in default Domain Controller Policy)

	Specify that a computer account be trusted for delegation to specific services only 
	User right “Enable User and Computer account to be trusted for Delegation” required (assigned in default Domain Controller Policy)

WP on the computer object to modify msDS-AllowedToDelegateTo attribute 

	Specify “Use Kerberos Only”
	User right “Enable User and Computer account to be trusted for Delegation” required (assigned in default Domain Controller Policy)

WP on the computer object to modify msDS-AllowedToDelegateTo attribute 

	Specify “Use any authentication protocol”
	User right “Enable User and Computer account to be trusted for Delegation” required (assigned in default Domain Controller Policy)

WP on the computer object to modify msDS-AllowedToDelegateTo attribute 

	Add/Remove the services to which a computer account can be present delegated credentials
	WP on the computer object to modify msDS-AllowedToDelegateTo attribute 


User Account Management Tasks

	Task
	Permissions Required to Perform Task

	Create a user account in disabled state
	CC on parent object (to create objects of class User) 

	Create a user account 
	CC on parent object (to create objects of class User)
WP on the user object to modify User-Account-Control attribute
Extended Right “Reset Password” required on user account

	Delete a user account 
	SD on the user object itself OR DC on parent object (to delete objects of class User)
NOTE: DC on parent will grant permission to delete all objects under the parent (and if class is specified, then only all objects of specified class)

	Rename a user account
	WP on the user object to modify Common-Name attribute

WP on the user object to modify RDN attribute

WP on the user object to modify Obj-Dist-Name attribute

	Move a user account 
	SD on the user object itself OR DC on parent object (to delete objects of class User)
CC on target parent (to create objects of class User)
WP on the user object to modify Common-Name attribute

WP on the user object to modify RDN attribute

	Disable a user account 
	WP on the user object to modify User-Account-Control attribute 

	Unlock a user account 
	WP on the user object to modify the Lockout-Time attribute

	Enable a disabled user account
	WP on the user object to modify User-Account-Control attribute 

	Reset a user account’s password
	The User-Change-Password extended right is required on the user object

	Force a user account to change the password at the next logon
	WP on the user object to modify User-Password attribute AND The User-Force-Change-Password extended right is required on the User object.

ALTERNATIVELY, WP on the user object to modify Pwd-Last-Set attribute also works

	Modify a user’s first name
	WP on the user object to modify Given-Name attribute 

	Modify a user’s initials
	WP on the user object to modify Initials attribute 

	Modify a user’s last name
	WP on the user object to modify Surname attribute 

	Modify a user’s display name
	WP on the user object to modify Admin-Display-Name attribute 

	Modify a user account’s description
	WP on the user object to modify Description attribute 

	Modify a user’s office location
	WP on the user object to modify Physical-Delivery-Office-Name attribute 

	Modify a user’s telephone number
	WP on the user object to modify Telephone-Number attribute 

	Modify the location of a user’s primary web page
	WP on the user object to modify WWW-Home-Page attribute 

	Modify a user’s e-mail address
	WP on the ser object to modify E-Mail-Address attribute 

	Modify a user’s street address
	WP on the user object to modify Street-Address attribute 

	Modify a user’s P.O box
	WP on the user object to modify Post-Office-Box attribute 

	Modify a user’s city/province 
	WP on the user object to modify Locality-Name attribute 

	Modify a user’s state 
	WP on the user object to modify State-Or-Province-Name attribute 

	Modify a user’s zip/postal code 
	WP on the user object to modify Postal-Code attribute 

	Modify a user’s country/region 
	WP on the user object to modify Country-Name attribute 

	Modify a user’s UPN
	WP on the user object to modify User-Principal-Name attribute 

	Modify a user’s Pre-Windows 2000 user logon name
	WP on the user object to modify SAM-Account-Name attribute 

	Modify the hours during which a user can log on
	WP on the user object to modify Logon-Hours attribute 

	Specify the computers from which a user can log on
	WP on the user object to modify User-Workstations attribute 

	Set User cannot change password for a user account
	WD on the user object

OTE: Granting WD is equivalent of granting Full-Control

NOTE: The Active Directory Users and Computers Snap-In does not allow this operation to be performed from UI. Use dsacls.exe to perform operation.

	Set Password Never Expires for a user account
	WP on the user object to modify User-Account-Control attribute 

	Set Store Password Using Reversible Encryption for a user account
	WP on the user object to modify User-Account-Control attribute 

	Disable a user account
	WP on the user object to modify User-Account-Control attribute 

	Set Smart card is required for interactive logon for a user account
	WP on the user object to modify User-Account-Control attribute 

	Set Account is sensitive and cannot be delegated for a user account
	WP on the user object to modify User-Account-Control attribute 

	Set Use DES encryption types for this account for a user account
	WP on the user object to modify User-Account-Control attribute 

	Set Do not require Kerberos pre-authentication for a user account
	WP on the user object to modify User-Account-Control attribute 

	Specify the date when a user account expires
	WP on the user object to modify Account-Expires attribute 

	Specify a profile path for a user
	WP on the user object to modify Profile-Path attribute 

	Specify a logon script for a user
	WP on the user object to modify Script-Path attribute 

	Specify the drive letter to which to map the UNC path specified by the home directory for a user account
	WP on the user object to modify Home-Drive attribute
WP on the user object to modify Home-Directory attribute (This is not changed, but is needed to enable editing in the ADU&C UI)

	Specify a user’s home folder local path
	WP on the user object to modify Home-Directory attribute

WP on the user object to modify Home-Drive attribute (This is not changed, but is needed to enable editing in the ADU&C UI)

	Specify the home folder to connect to for a user account
	WP on the user object to modify Home-Drive attribute
WP on the user object to modify Home-Directory attribute 

	Specify a user’s home telephone number
	WP on the user object to modify Phone-Home-Primary attribute 

	Specify the user’s other Home Telephone numbers
	WP on the user object to modify Phone-Home-Other attribute 

	Specify a user’s pager number
	WP on the user object to modify Phone-Pager-Primary attribute 

	Specify other pager numbers for a user
	WP on the user object to modify Phone-Pager-Other attribute 

	Specify a user’s mobile number
	WP on the user object to modify Phone-Mobile-Primary attribute 

	Specify other mobile numbers for a user
	WP on the user object to modify Phone-Mobile-Other attribute 

	Specify a user’s facsimile number
	WP on the user object to modify Facsimile-Telephone-Number attribute 

	Specify other facsimile numbers for a user
	WP on the user object to modify Phone-Fax-Other attribute 

	Specify a user’s IP phone number
	WP on the user object to modify Phone-IP-Primary attribute 

	Specify other IP phone numbers for a user
	WP on the user object to modify Phone-IP-Other attribute 

	Modify notes for a user account
	WP on the user object to modify Comment attribute 

	Specify a user’s title
	WP on the user object to modify Title attribute 

	Specify a user’s department
	WP on the user object to modify Department attribute 

	Specify a user’s manager
	WP on the user object to modify Manager attribute 

	View certificates issued to a user
	WP on the user object to modify X-509 Cert attribute 

	Add certificates from store for a user
	WP on the user object to modify X-509 Cert attribute 

	Add certificates from file for a user
	WP on the user object to modify X-509 Cert attribute 

	Remove a certificate for a user
	WP on the user object to modify X-509 Cert attribute 

	Copy a user’s certificate to a file
	Create File/Write Data permissions on target parent folder on file-system

RP on the user object to modify X-509 Cert attribute
WP on the user object to modify X-509 Cert attribute 

	Add a user account to a group
	WP on the target Group object to modify Member attribute 

	Remove the user from a group
	WP on the target Group object to modify Member attribute 

	Set the Primary Group (used for POSIX Compliance) for a user
	WP on the target user object to modify Primary-Group-ID attribute 

	Create a user account in disabled state
	CC on parent object (to create objects of class User) 

	Create a user account 
	CC on parent object (to create objects of class User)
WP on the user object to modify User-Account-Control attribute
Extended Right “Reset Password” required on user account

	Delete a user account 
	SD on the user object itself OR DC on parent object (to delete objects of class User)
NOTE: DC on parent will grant permission to delete all objects under the parent (and if class is specified, then only all objects of specified class)

	Rename a user account
	WP on the user object to modify Common-Name attribute

WP on the user object to modify RDN attribute

WP on the user object to modify Obj-Dist-Name attribute

	Move a user account 
	SD on the user object itself OR DC on parent object (to delete objects of class User)
CC on target parent (to create objects of class User)
WP on the user object to modify Common-Name attribute

WP on the user object to modify RDN attribute

	Disable a user account 
	WP on the user object to modify User-Account-Control attribute 

	Unlock a user account 
	WP on the user object to modify the Lockout-Time attribute

	Enable a disabled user account
	WP on the user object to modify User-Account-Control attribute 

	Reset a user account’s password
	The User-Change-Password extended right is required on the user object

	Force a user account to change the password at the next logon
	WP on the user object to modify User-Password attribute
AND The User-Force-Change-Password extended right is required on the User object.

ALTERNATIVELY, WP on the user object to modify Pwd-Last-Set attribute also works

	Modify a user’s first name
	WP on the user object to modify Given-Name attribute 

	Modify a user’s initials
	WP on the user object to modify Initials attribute 

	Modify a user’s last name
	WP on the user object to modify Surname attribute 

	Modify a user’s display name
	WP on the user object to modify Admin-Display-Name attribute 

	Modify a user account’s description
	WP on the user object to modify Description attribute 

	Modify a user’s office location
	WP on the user object to modify Physical-Delivery-Office-Name attribute 

	Modify a user’s telephone number
	WP on the user object to modify Telephone-Number attribute 

	Modify the location of a user’s primary web page
	WP on the user object to modify WWW-Home-Page attribute 

	Modify a user’s e-mail address
	WP on the ser object to modify E-Mail-Address attribute 

	Modify a user’s street address
	WP on the user object to modify Street-Address attribute 

	Modify a user’s P.O box
	WP on the user object to modify Post-Office-Box attribute 

	Modify a user’s city/province 
	WP on the user object to modify Locality-Name attribute 

	Modify a user’s state 
	WP on the user object to modify State-Or-Province-Name attribute 

	Modify a user’s zip/postal code 
	WP on the user object to modify Postal-Code attribute 

	Modify a user’s country/region 
	WP on the user object to modify Country-Name attribute 

	Modify a user’s UPN
	WP on the user object to modify User-Principal-Name attribute 

	Modify a user’s Pre-Windows 2000 user logon name
	WP on the user object to modify SAM-Account-Name attribute 

	Modify the hours during which a user can log on
	WP on the user object to modify Logon-Hours attribute 

	Specify the computers from which a user can log on
	WP on the user object to modify User-Workstations attribute 


Print Queue Management Tasks

	Task
	Permissions Required to Perform Task

	Create a print-queue
	CC on parent object (to create objects of class Print-Queue) 

	Delete a print-queue
	SD on the object itself OR DC on parent object (to delete objects of class Print-Queue)
NOTE: DC on parent will grant permission to delete all objects under the parent (and if class is specified, then only all objects of specified class)

	Rename a print-queue
	WP on the print queue object to modify Common-Name attribute
WP on the print queue object to modify RDN attribute 

	Move a print-queue
	DC on current parent (to delete objects of class Print-Queue)
CC on target parent (to create objects of class Print-Queue)
WP on the print queue object to modify Common-Name attribute

WP on the print queue object to modify RDN attribute

	Specify the display name of an attached printer
	WP on the print queue object to modify Printer-Name attribute 

	Specify the server name for a print server 
	WP on the print queue object to modify Server-Name attribute 

	Specify the Pre-Windows 2000 compatible server name for print servers
	WP on the print queue object to modify Short-Server-Name attribute 


Service Connection Points Management Tasks

	Task
	Permissions Required to Perform Task

	Create a service-specific container in the System container 
	CC on parent object (to create objects of class Container) 

	Publish service-related objects in the System container
	CC on parent objects 

	Create a connection-point object
	CC on parent object (to create objects of class Service-Connection-Point) 

	Specify the version of the schema an application was based on
	WP on the service connection point object to modify App-Schema-Version attribute 

	Specify service-specific binding information for a service 
	WP on the service connection point object to modify Service-Binding-Information attribute 

	Specify the string name of the service that an administration point represents
	WP on the service connection point object to modify Service-Class-Name attribute 

	Specify the type of DNS Record that an application would lookup for a service
	WP on the service connection point object to modify Service-DNS-Name-Type attribute 

	Specify an application or other vendor name
	WP on the service connection point object to modify Vendor attribute 

	Specify a general purpose version number for a service
	WP on the service connection point object to modify Version-Number attribute 

	Specify a general purpose Major version number for a service 
	WP on the service connection point object to modify Version-Number-Hi attribute 

	Specify a general purpose Minor version number for a service 
	WP on the service connection point object to modify Version-Number-Lo attribute 

	Create a service-specific container in the System container 
	CC on parent object (to create objects of class Container) 


Generic Data Management Tasks

	Task
	Permissions Required to Perform Task

	Add an object with a specific GUID
	The Add-GUID extended right is required on the Domain 


Group Policy Management Tasks

	Task
	Permissions Required to Perform Task

	Edit a Group Policy object
	Requires “Edit Settings” on the GPO

	Modify security on a Group Policy object
	Requires “Edit Settings, Delete, Modify Security” on the GPO 

	Link a GPO to an OU, domain, or site.
	Requires “Link GPOs” permission on the specific site, domain, or OU

	Perform Group Policy Modeling analysis for objects in a domain or OU
	Requires “Perform Group Policy Modeling Analyses” permission 

	Perform Group Policy Results analysis for objects in a domain or OU
	Requires “Read Group Policy Results data” permission on the specific domain or OU


All permissions specified here are based on making modifications by using the Group Policy Management Console (GPMC). To download GPMC, see the Group Policy Management Console link on the Web Resources page at http://go.microsoft.com/fwlink/?LinkID=291. GPMC simplifies the management of Group Policy by making it easier to understand, deploy, manage, and troubleshoot Group Policy implementations. GPMC runs on computers running the Microsoft® Windows® XP Professional operating system with SP1 and Windows Server 2003 and can manage Group Policy in either Windows 2000 or Windows Server 2003 domains.

Appendix B: Default Active Directory Security Groups

This appendix includes the following groups of tables:

· Default Security Groups in Windows Server 2003
· Well-Known Security Principals in Windows Server 2003

Default Security Groups in Windows Server 2003

Account Operators

	Attribute
	Value

	Well-Known SID/RID
	S-1-5-32-548

	Type
	BuiltIn Local

	Default container
	CN=BuiltIn, DC=<domain>, DC=…

	Default members
	None

	Default member of 
	None

	Protected by ADMINSDHOLDER?
	Yes

	Safe to move out of default container?
	Cannot be moved

	Safe to delegate management of this group to non-Service admins? 
	No

	Notes
	By default, this built-in group has no members, and it can create and manage users and groups in the domain, including its own membership and that of the SO. This group is a service administrator because it can modify SO, which in turn can modify domain controller settings. As a best practice, you should leave the membership of this group empty and not use it at all for any delegated administration. This group cannot be renamed, deleted or moved.


Administrator

	Attribute
	Value

	Well-Known SID/RID
	S-1-5-<domain>-500

	Type
	User

	Default container
	CN=Users, DC=<domain>, DC=…

	Default members
	N/A

	Default member of 
	Administrators, Domain Admins, Enterprise Administrators, Domain Users*

	Protected by ADMINSDHOLDER?
	Yes

	Safe to move out of default container?
	Yes

	Safe to delegate management of this group to non-Service admins? 
	No

	Notes
	This account is the first account created during operating system installation. The account cannot be deleted or locked out. It is a member of the Administrators group and cannot be removed from that group. 


* This membership is due to the fact that the Primary Group ID of all user accounts is Domain Users.
Administrators
	Attribute
	Value

	Well-Known SID/RID
	S-1-5-32-544

	Type
	BuiltIn Local

	Default container
	CN=BuiltIn, DC=<domain>, DC=…

	Default members
	Administrator, Domain Admins, Enterprise Admins

	Default member of 
	None

	Protected by ADMINSDHOLDER?
	Yes

	Safe to move out of default container?
	Cannot be moved

	Safe to delegate management of this group to non-Service admins? 
	No

	Notes
	The Administrators group has built-in capabilities that give its members full control over the system. This group cannot be renamed, deleted or moved. This built-in group controls access to all the domain controllers in its domain, and it can change the membership of all administrative groups. Its own membership can be modified by the default service administrator groups BA and DA in the domain, as well as the EA group. This group has the special privilege to take ownership of any object in the directory or any resource on a domain controller. This account is considered a service administrator because its members have full access to the domain controllers in the domain.


Backup Operators
	Attribute
	Value

	Well-Known SID/RID
	S-1-5-32-551

	Type
	Builtin Local

	Default container
	CN=BuiltIn, DC=<domain>, DC=…

	Default members
	None

	Default member of 
	None

	Protected by ADMINSDHOLDER?
	Yes

	Safe to move out of default container?
	Cannot be moved

	Safe to delegate management of this group to non-Service admins? 
	No

	Notes
	Backup Operators can back up and restore all files on a computer, regardless of the permissions that protect those files. Backup Operators also can log on to the computer and shut it down. This group cannot be renamed, deleted or moved. By default, this built-in group has no members, and it can perform backup and restore operations on domain controllers. Its membership can be modified by the default service administrator groups BA and DA in the domain, as well as the EA group. It cannot modify the membership of any administrative groups. While members of this group cannot change server settings or modify the configuration of the directory, they do have the permissions needed to replace files (including operating system files) on the domain controllers. Because of this, they are considered service administrators.


Cert Publishers
	Attribute
	Value

	Well-Known SID/RID
	S-1-5-<domain>-517

	Type
	Domain Local

	Default container
	CN=Users, DC=<domain>, DC=…

	Default members
	None

	Default member of 
	None

	Protected by ADMINSDHOLDER?
	Yes

	Safe to move out of default container?
	No

	Safe to delegate management of this group to non-Service admins? 
	No

	Notes
	A group that includes all computers that are running an enterprise certificate authority. Cert Publishers are authorized to publish certificates for User objects in Active Directory.


Domain Admins
	Attribute
	Value

	Well-Known SID/RID
	S-1-5-<domain>-512

	Type
	Domain Global

	Default container
	CN=Users, DC=<domain>, DC=…

	Default members
	Administrator

	Default member of 
	Administrators

	Protected by ADMINSDHOLDER?
	Yes

	Safe to move out of default container?
	Yes

	Safe to delegate management of this group to non-Service admins? 
	No

	Notes
	A group whose members are authorized to administer the domain. By default, the Domain Admins group is a member of the Administrators group on all computers that have joined a domain, including the domain controllers. Domain Admins is the default owner of any object that is created in the domain’s Active Directory by any member of the group. If members of the group create other objects, such as files, the default owner is the Administrators group. This group controls access to all domain controllers in a domain, and it can modify the membership of all administrative accounts in the domain. Its own membership can be modified by the service administrator groups BA and DA in its domain, as well as the EA group. This is a service administrator account because its members have full access to a domain’s domain controllers.


Domain Computers
	Attribute
	Value

	Well-Known SID/RID
	S-1-5-<domain>-515

	Type
	Domain Global

	Default container
	CN=Users, DC=<domain>, DC=…

	Default members
	All computers joined to the domain, excluding domain controllers

	Default member of 
	None

	Protected by ADMINSDHOLDER?
	No

	Safe to move out of default container?
	Yes (but not required)

	Safe to delegate management of this group to non-Service admins? 
	Yes

	Notes
	The group includes all computers that have joined the domain, excluding domain controllers.


Domain Controllers
	Attribute
	Value

	Well-Known SID/RID
	S-1-5-<domain>-516

	Type
	Domain Global

	Default container
	CN=Users, DC=<domain>, DC=…

	Default members
	Computer accounts for all Domain Controllers of the domain

	Default member of 
	None

	Protected by ADMINSDHOLDER?
	No

	Safe to move out of default container?
	No

	Safe to delegate management of this group to non-Service admins? 
	No

	Notes
	The group includes all domain controllers in the domain. New domain controllers are added to this group automatically.


Domain Guests
	Attribute
	Value

	Well-Known SID/RID
	S-1-5-<domain>-514

	Type
	Domain Global

	Default container
	CN=Users, DC=<domain>, DC=…

	Default members
	Guest

	Default member of 
	Guests

	Protected by ADMINSDHOLDER?
	No

	Safe to move out of default container?
	Can be moved out but it is not recommended

	Safe to delegate management of this group to non-Service admins? 
	No

	Notes
	This group includes the domain’s built-in Guest account.


Domain Users
	Attribute
	Value

	Well-Known SID/RID
	S-1-5-<domain>-513

	Type
	Domain Global

	Default container
	CN=Users, DC=<domain>, DC=…

	Default members
	All user accounts in the domain 

	Default member of 
	Users

	Protected by ADMINSDHOLDER?
	No

	Safe to move out of default container?
	Yes

	Safe to delegate management of this group to non-Service admins? 
	No

	Notes
	This group includes all user accounts in a domain. When you create a user account in a domain, it is added to this group automatically.


Enterprise Admins
	Attribute
	Value

	Well-Known SID/RID
	S-1-5-<root domain>-519

	Type
	Universal (if Domain is in Native-Mode) else Domain Global

	Default container
	CN=Users, DC=<domain>, DC=…

	Default members
	Administrator

	Default member of 
	Administrators

	Protected by ADMINSDHOLDER?
	Yes

	Safe to move out of default container?
	Yes

	Safe to delegate management of this group to non-Service admins? 
	No

	Notes
	This group exists only in the root domain of an Active Directory forest of domains. It is a universal group if the domain is in native-mode, a global group if the domain is in mixed-mode. The group is authorized to make forest-wide changes in Active Directory, such as adding child domains. By default, the only member of the group is the Administrator account for the forest root domain. This group is automatically added to the Administrators group in every domain in the forest, providing complete access to the configuration of all domain controllers. This group can modify the membership of all administrative groups. Its own membership can be modified only by the default service administrator groups in the root domain. This account is considered a service administrator.


Group Policy Creators Owners
	Attribute
	Value

	Well-Known SID/RID
	S-1-5-<domain>-520

	Type
	Domain Global

	Default container
	CN=Users, DC=<domain>, DC=…

	Default members
	Administrator

	Default member of 
	None

	Protected by ADMINSDHOLDER?
	No

	Safe to move out of default container?
	No

	Safe to delegate management of this group to non-Service admins? 
	No

	Notes
	This group that is authorized to create new Group Policy objects in Active Directory. By default, the only member of the group is Administrator. 


Guest
	Attribute
	Value

	Well-Known SID/RID
	S-1-5-<domain>-501

	Type
	User

	Default container
	CN=Users, DC=<domain>, DC=…

	Default members
	None

	Default member of 
	Domain Guests, Guests

	Protected by ADMINSDHOLDER?
	No

	Safe to move out of default container?
	Can be moved out but it is not recommended

	Safe to delegate management of this group to non-Service admins? 
	No

	Notes
	A user account for people who do not have individual accounts. This user account does not require a password. By default, the Guest account is disabled.


Guests
	Attribute
	Value

	Well-Known SID/RID
	S-1-5-32-546

	Type
	Builtin Local

	Default container
	CN=BuiltIn, DC=<domain>, DC=…

	Default members
	Guest

	Default member of 
	Guest, Domain Guests 

	Protected by ADMINSDHOLDER?
	No

	Safe to move out of default container?
	Cannot be moved

	Safe to delegate management of this group to non-Service admins? 
	No

	Notes
	A built-in group. By default, the only member is the Guest account. The Guests group allows occasional or one-time users to log on with limited privileges to a computer’s built-in Guest account.


Incoming Forest Trust Builders
	Attribute
	Value

	Well-Known SID/RID
	S-1-5-32-557

	Type
	BuiltIn Local

	Default container
	CN=BuiltIn, DC=<domain>, DC=…

	Default members
	None

	Default member of 
	None

	Protected by ADMINSDHOLDER?
	No

	Safe to move out of default container?
	Cannot be moved

	Safe to delegate management of this group to non-Service admins? 
	No

	Notes
	This group cannot be renamed, deleted or moved.


KRBTGT
	Attribute
	Value

	Well-Known SID/RID
	S-1-5-<domain>-502

	Type
	User

	Default container
	CN=Users, DC=<domain>, DC=…

	Default members
	None

	Default member of 
	Domain Users*

	Protected by ADMINSDHOLDER?
	Yes

	Safe to move out of default container?
	Can be moved out but it is not recommended

	Safe to delegate management of this group to non-Service admins? 
	No

	Notes
	A service account that is used by the Key Distribution Center (KDC) service.


* This membership is due to the fact that the Primary Group ID of all user accounts is Domain Users.
Network Configuration Operators
	Attribute
	Value

	Well-Known SID/RID
	 S-1-5-32-556

	Type
	BuiltIn Local

	Default container
	CN=BuiltIn, DC=<domain>, DC=…

	Default members
	None

	Default member of 
	None

	Protected by ADMINSDHOLDER?
	No

	Safe to move out of default container?
	Cannot be moved

	Safe to delegate management of this group to non-Service admins? 
	Yes

	Notes
	This group cannot be renamed, deleted or moved.


Performance Log Users

	Attribute
	Value

	Well-Known SID/RID
	S-1-5-32-559

	Type
	BuiltIn Local

	Default container
	CN=BuiltIn, DC=<domain>, DC=…

	Default members
	None

	Default member of 
	None

	Protected by ADMINSDHOLDER?
	No

	Safe to move out of default container?
	Cannot be moved

	Safe to delegate management of this group to non-Service admins? 
	Yes

	Notes
	This account cannot be renamed, deleted or moved.


Performance Monitor Users

	Attribute
	Value

	Well-Known SID/RID
	S-1-5-32-558

	Type
	BuiltIn Local

	Default container
	CN=BuiltIn, DC=<domain>, DC=…

	Default members
	None

	Default member of 
	None

	Protected by ADMINSDHOLDER?
	No

	Safe to move out of default container?
	Cannot be moved

	Safe to delegate management of this group to non-Service admins? 
	Yes

	Notes
	This group cannot be renamed, deleted or moved.


Pre-Windows 2000 Compatible Access

	Attribute
	Value

	Well-Known SID/RID
	S-1-5-32-554

	Type
	BuiltIn Local

	Default container
	CN=BuiltIn, DC=<domain>, DC=…

	Default members
	Refer to the Notes column

	Default member of 
	None

	Protected by ADMINSDHOLDER?
	No

	Safe to move out of default container?
	Cannot be moved

	Safe to delegate management of this group to non-Service admins? 
	No

	Notes
	In Windows 2000, if you choose the Pre-Windows 2000 Compatible Permissions mode, Everyone (including Anonymous) is a member, and if you choose the Windows 2000-only permissions mode, the membership is empty. In Windows Server 2003, if you choose the Pre-Windows 2000 Compatible Permissions mode, Everyone and Anonymous are members, and if you choose the Windows 2000-only permissions mode, Authenticated Users are members. 


Print Operators

	Attribute
	Value

	Well-Known SID/RID
	S-1-5-32-550

	Type
	BuiltIn Local

	Default container
	CN=BuiltIn, DC=<domain>, DC=…

	Default members
	None

	Default member of 
	None

	Protected by ADMINSDHOLDER?
	Yes

	Safe to move out of default container?
	Cannot be moved

	Safe to delegate management of this group to non-Service admins? 
	No

	Notes
	A built-in group that exists only on domain controllers. By default, the only member is the Domain Users group. Print Operators can manage printers and document queues. This group cannot be renamed, deleted or moved.


RAS and IAS Servers

	Attribute
	Value

	Well-Known SID/RID
	S-1-5-<domain>-553

	Type
	Domain Local

	Default container
	CN=Users, DC=<domain>, DC=…

	Default members
	None

	Default member of 
	None

	Protected by ADMINSDHOLDER?
	No

	Safe to move out of default container?
	Yes

	Safe to delegate management of this group to non-Service admins? 
	Yes

	Notes
	By default, this group has no members. Computers that are running the Routing and Remote Access service are added to the group automatically. Members of this group have access to certain properties of User objects, such as Read Account Restrictions, Read Logon Information, and Read Remote Access Information. 


Remote Desktop Users

	Attribute
	Value

	Well-Known SID/RID
	S-1-5-32-555

	Type
	BuiltIn Local

	Default container
	CN=BuiltIn, DC=<domain>, DC=…

	Default members
	None

	Default member of 
	None

	Protected by ADMINSDHOLDER?
	No

	Safe to move out of default container?
	Cannot be moved

	Safe to delegate management of this group to non-Service admins? 
	Yes

	Notes
	This group cannot be renamed, deleted or moved.


Schema Admins

	Attribute
	Value

	Well-Known SID/RID
	S-1-5-<root domain>-518

	Type
	Universal (if Domain is in Native-Mode) else Domain Global

	Default container
	CN=Users, DC=<domain>, DC=…

	Default members
	Administrator

	Default member of 
	None

	Protected by ADMINSDHOLDER?
	Yes

	Safe to move out of default container?
	Yes

	Safe to delegate management of this group to non-Service admins? 
	No

	Notes
	This group exists only in the root domain of an Active Directory forest of domains. It is a universal group if the domain is in native-mode, a global group if the domain is in mixed-mode. The group is authorized to make schema changes in Active Directory. By default, the only member of the group is the Administrator account for the forest root domain. This group has full administrative access to the schema. The membership of this group can be modified by any of the service administrator groups in the root domain. This account is considered a service administrator because its members can modify the schema, which governs the structure and content of the entire directory.


Server Operators

	Attribute
	Value

	Well-Known SID/RID
	S-1-5-32-549

	Type
	BuiltIn Local

	Default container
	CN=BuiltIn, DC=<domain>, DC=…

	Default members
	None

	Default member of 
	None

	Protected by ADMINSDHOLDER?
	Yes

	Safe to move out of default container?
	Cannot be moved

	Safe to delegate management of this group to non-Service admins? 
	No

	Notes
	This group exists only on domain controllers. By default, the group has no members. Server Operators can log on to a server interactively; create and delete network shares; start and stop services; back up and restore files; format the hard disk of the computer; and shut down the computer. This group cannot be renamed, deleted or moved. By default, this built-in group has no members, and it has access to server configuration options on domain controllers. Its membership is controlled by the service administrator groups BA and DA in the domain, as well as the EA group. It cannot change any administrative group memberships. This is a service administrator account because its members have physical access to domain controllers and they can perform maintenance tasks (such as backup and restore), and they have the ability to change binaries that are installed on the domain controllers.


Terminal Server License Servers

	Attribute
	Value

	Well-Known SID/RID
	S-1-5-32-561

	Type
	BuiltIn Local

	Default container
	CN=BuiltIn, DC=<domain>, DC=…

	Default members
	None

	Default member of 
	None

	Protected by ADMINSDHOLDER?
	No

	Safe to move out of default container?
	Cannot be moved

	Safe to delegate management of this group to non-Service admins? 
	Yes

	Notes
	This group cannot be renamed, deleted or moved.


Users

	Attribute
	Value

	Well-Known SID/RID
	S-1-5-32-545

	Type
	Builtin Local

	Default container
	CN=BuiltIn, DC=<domain>, DC=…

	Default members
	Authenticated Users, Domain Users

	Default member of 
	Domain Users*

	Protected by ADMINSDHOLDER?
	No

	Safe to move out of default container?
	Cannot be moved

	Safe to delegate management of this group to non-Service admins? 
	No

	Notes
	After the initial installation of the operating system, the only member is the Authenticated Users group. When a computer joins a domain, the Domain Users group is added to the Users group on the computer. Users can perform tasks such as running applications, using local and network printers, shutting down the computer, and locking the computer. Users can install applications that only they are allowed to use if the installation program of the application supports per-user installation. This group cannot be renamed, deleted or moved.


* This membership is due to the fact that the Primary Group ID of all user accounts is Domain Users.
Windows Authorization Access Group

	Attribute
	Value

	Well-Known SID/RID
	S-1-5-32-560

	Type
	Builtin Local

	Default container
	CN=BuiltIn, DC=<domain>, DC=…

	Default members
	Enterprise Domain Controllers

	Default member of 
	None

	Protected by ADMINSDHOLDER?
	No

	Safe to move out of default container?
	Cannot be moved

	Safe to delegate management of this group to non-Service admins? 
	Yes

	Notes
	This group cannot be renamed, deleted or moved.


Well-Known Security Principals in Windows Server 2003

Anonymous Logon
	Attribute
	Value

	Well-Known SID/RID
	S-1-5-7

	Object Class
	Foreign Security Principal

	Default Location in Active Directory
	cn=WellKnown Security Principals, cn=Configuration, dc=<forestRootDomain>

	Description
	A user who has logged on anonymously.


Authenticated User

	Attribute
	Value

	Well-Known SID/RID
	S-1-5-11

	Object Class
	Foreign Security Principal

	Default Location in Active Directory
	cn=WellKnown Security Principals, cn=Configuration, dc=<forestRootDomain>

	Description
	A group that includes all users whose identities were authenticated when they logged on. Membership is controlled by the operating system.


Batch

	Attribute
	Value

	Well-Known SID/RID
	S-1-5-3

	Object Class
	Foreign Security Principal

	Default Location in Active Directory
	cn=WellKnown Security Principals, cn=Configuration, dc=<forestRootDomain>

	Description
	A group that implicitly includes all users who have logged on through a batch queue facility such as task scheduler jobs. Membership is controlled by the operating system.


Creator Group

	Attribute
	Value

	Well-Known SID/RID
	S-1-3-1

	Object Class
	Foreign Security Principal

	Default Location in Active Directory
	cn=WellKnown Security Principals, cn=Configuration, dc=<forestRootDomain>

	Description
	A placeholder in an inheritable ACE. When the ACE is inherited, the system replaces this SID with the SID for the primary group of the object’s current owner. The primary group is used only by the POSIX subsystem.


Creator Owner

	Attribute
	Value

	Well-Known SID/RID
	S-1-3-0

	Object Class
	Foreign Security Principal

	Default Location in Active Directory
	cn=WellKnown Security Principals, cn=Configuration, dc=<forestRootDomain>

	Description
	A placeholder in an inheritable access control entry (ACE). When the ACE is inherited, the system replaces this SID with the SID for the object’s current owner.


Dialup

	Attribute
	Value

	Well-Known SID/RID
	S-1-5-1

	Object Class
	Foreign Security Principal

	Default Location in Active Directory
	cn=WellKnown Security Principals, cn=Configuration, dc=<forestRootDomain>

	Description
	 


Digest Authentication

	Attribute
	Value

	Well-Known SID/RID
	S-1-5-64-21

	Object Class
	Foreign Security Principal

	Default Location in Active Directory
	cn=WellKnown Security Principals, cn=Configuration, dc=<forestRootDomain>

	Description
	 


Enterprise Domain Controllers

	Attribute
	Value

	Well-Known SID/RID
	S-1-5-9

	Object Class
	Foreign Security Principal

	Default Location in Active Directory
	cn=WellKnown Security Principals, cn=Configuration, dc=<forestRootDomain>

	Description
	A group that includes all domain controllers an Active Directory™ directory service forest of domains. Membership is controlled by the operating system.


Everyone

	Attribute
	Value

	Well-Known SID/RID
	S-1-1-0

	Object Class
	Foreign Security Principal

	Default Location in Active Directory
	cn=WellKnown Security Principals, cn=Configuration, dc=<forestRootDomain>

	Description
	A group that includes all users, even anonymous users and guests. Membership is controlled by the operating system.


Interactive

	Attribute
	Value

	Well-Known SID/RID
	S-1-5-4

	Object Class
	Foreign Security Principal

	Default Location in Active Directory
	cn=WellKnown Security Principals, cn=Configuration, dc=<forestRootDomain>

	Description
	A group that includes all users who have logged on interactively. Membership is controlled by the operating system.


Local Service

	Attribute
	Value

	Well-Known SID/RID
	S-1-5-19

	Object Class
	Foreign Security Principal

	Default Location in Active Directory
	cn=WellKnown Security Principals, cn=Configuration, dc=<forestRootDomain>

	Description
	


LocalSystem
	Attribute
	Value

	Well-Known SID/RID
	S-1-5-18

	Object Class
	Foreign Security Principal

	Default Location in Active Directory
	cn=WellKnown Security Principals, cn=Configuration, dc=<forestRootDomain>

	Description
	A service account that is used by the operating system.


Network

	Attribute
	Value

	Well-Known SID/RID
	S-1-5-2

	Object Class
	Foreign Security Principal

	Default Location in Active Directory
	cn=WellKnown Security Principals, cn=Configuration, dc=<forestRootDomain>

	Description
	A group that implicitly includes all users who are logged on through a network connection. Membership is controlled by the operating system.


Network Service

	Attribute
	Value

	Well-Known SID/RID
	S-1-5-20

	Object Class
	Foreign Security Principal

	Default Location in Active Directory
	cn=WellKnown Security Principals, cn=Configuration, dc=<forestRootDomain>

	Description
	


NTLM Authentication

	Attribute
	Value

	Well-Known SID/RID
	S-1-5-64-10

	Object Class
	Foreign Security Principal

	Default Location in Active Directory
	cn=WellKnown Security Principals, cn=Configuration, dc=<forestRootDomain>

	Description
	


Other Organization

	Attribute
	Value

	Well-Known SID/RID
	S-1-5-1000

	Object Class
	Foreign Security Principal

	Default Location in Active Directory
	cn=WellKnown Security Principals, cn=Configuration, dc=<forestRootDomain>

	Description
	A group that implicitly includes all users who are logged on to the system through a dial-up connection. Membership is controlled by the operating system.


Principal Self

	Attribute
	Value

	Well-Known SID/RID
	S-1-5-10

	Object Class
	Foreign Security Principal

	Default Location in Active Directory
	cn=WellKnown Security Principals, cn=Configuration, dc=<forestRootDomain>

	Description
	A placeholder in an ACE on a user, group, or computer object in Active Directory. When you grant permissions to Principal Self, you grant them to the security principal represented by the object. During an access check, the operating system replaces the SID for Principal Self with the SID for the security principal represented by the object.


Proxy

	Attribute
	Value

	Well-Known SID/RID
	S-1-5-8

	Object Class
	Foreign Security Principal

	Default Location in Active Directory
	cn=WellKnown Security Principals, cn=Configuration, dc=<forestRootDomain>

	Description
	SID not used in Windows 2000.


Remote Interactive Logon

	Attribute
	Value

	Well-Known SID/RID
	S-1-5-14

	Object Class
	Foreign Security Principal

	Default Location in Active Directory
	cn=WellKnown Security Principals, cn=Configuration, dc=<forestRootDomain>

	Description
	


Restricted Code

	Attribute
	Value

	Well-Known SID/RID
	S-1-5-12

	Object Class
	Foreign Security Principal

	Default Location in Active Directory
	cn=WellKnown Security Principals, cn=Configuration, dc=<forestRootDomain>

	Description
	


SChannel Authentication

	Attribute
	Value

	Well-Known SID/RID
	S-1-5-64-14

	Object Class
	Foreign Security Principal

	Default Location in Active Directory
	cn=WellKnown Security Principals, cn=Configuration, dc=<forestRootDomain>

	Description
	


Service

	Attribute
	Value

	Well-Known SID/RID
	S-1-5-6

	Object Class
	Foreign Security Principal

	Default Location in Active Directory
	cn=WellKnown Security Principals, cn=Configuration, dc=<forestRootDomain>

	Description
	A group that includes all security principals that have logged on as a service.  Membership is controlled by the operating system.


Terminal Server User

	Attribute
	Value

	Well-Known SID/RID
	S-1-5-13

	Object Class
	Foreign Security Principal

	Default Location in Active Directory
	cn=WellKnown Security Principals, cn=Configuration, dc=<forestRootDomain>

	Description
	A group that includes all users who have logged on to a Terminal Services server. Membership is controlled by the operating system.


This Organization

	Attribute
	Value

	Well-Known SID/RID
	S-1-5-15

	Object Class
	Foreign Security Principal

	Default Location in Active Directory
	cn=WellKnown Security Principals, cn=Configuration, dc=<forestRootDomain>

	Description
	


Appendix C: Active Directory Standard Permissions

Create Child (CC)

This permission controls the ability to create child objects under an object. The ObjectType member of an ACE can contain a GUID that identifies the type of child object whose creation is controlled. If ObjectType does not contain a GUID, the ACE controls the creation of all child objects.
Standard Delete (SD)

This permission controls the ability to delete an object. If a user has this permission on an object, these permissions are sufficient to delete the object; Delete Child permissions are not necessary on the parent object.

Delete Child (DC)

This permission controls the ability to delete child objects under an object. The ObjectType member of an ACE can contain a GUID that identifies a type of child object whose deletion is controlled. If ObjectType does not contain a GUID, the ACE controls the deletion of all child object types.
Delete Tree (DT)

This permission controls the ability to delete all child objects of an object, regardless of the permissions of the children.
Read-Property (RP)

This permission controls the ability to read the properties of an object. The ObjectType member of an ACE can contain a GUID that identifies a property set or property. If ObjectType does not contain a GUID, the ACE controls the right to read all of the object properties.

Write-Property (WP)

This permission controls the ability to write the properties of an object. The ObjectType member of an ACE can contain a GUID that identifies a property set or property. If ObjectType does not contain a GUID, the ACE controls the right to write all of the object properties.

Write Owner (WO)

This permission controls the ability to assume ownership of the object.
Write DACL (WD)

This permission controls the ability to modify the discretionary access-control list (DACL) in the object’s security descriptor.

Read Control (RC)

This permission controls the ability to read data from the security descriptor of the object, not including the data in the SACL. Thus, a user granted this right can read the Owner, Primary Group and DACL fields in the object’s security descriptor.

List Child (LC)

This permission controls the ability to list children of an object. For more information about this right, see Controlling Object Visibility in the MSDN Library on the Web at http://go.microsoft.com/fwlink/?LinkID=19828.

List Object (LO)

This permission controls the ability to list a particular object. If the user is not granted such a right, and the user does not have List Child set on the object parent, the object is hidden from the user. This right is ignored if the third character of the dSHeuristics property is ‘0’ or not set. For more information about this right, see Controlling Object Visibility in the MSDN Library on the Web at http://go.microsoft.com/fwlink/?LinkID=19828.

Control Access (CR)

This permission controls the ability to perform an operation controlled by an extended access right. The ObjectType member of an ACE can contain a GUID that identifies the extended right. If ObjectType does not contain a GUID, the ACE controls the right to perform all extended right operations associated with the object. For a detailed description of all Active Directory extended rights, see Appendix D, “Active Directory Extended Rights” in this document.

Validated Write (SW)

This permission controls the ability to perform an operation controlled by a validated write access right. The ObjectType member of an ACE can contain a GUID that identifies the validated write. If ObjectType does not contain a GUID, the ACE controls the rights to perform all valid write operations associated with the object.

There are three validated writes:

Self-Membership

This permission allows a user to update the membership of a group in terms of adding/removing one’s own account. Rights GUID: bf9679c0-0de6-11d0-a285-00aa003049e2.
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Note

If users have the Write Property permission on the Member attribute of the group object, the Self-Membership permission is not necessary; in that case, users can add or remove anyone (including themselves) from the group.

Validated-DNS-Host-Name

This permission allows setting a DNS host name attribute (for a computer) that is compliant with the computer name and domain name. Rights GUID: 72e39547-7b18-11d1-adef-00c04fd8d5cd.

Validated-SPN

This permission allows setting a SPN attribute (for a computer) which is compliant to the DNS host name of the computer. Rights GUID: f3a64788-5306-11d1-a9c5-0000f80367c1.

Appendix D: Active Directory Extended Rights
This appendix contains all of the extended rights defined in the Windows 2000 Server and Windows Server 2003 Active Directory schemas. The following table defines the terms used in the tables that describe these rights.

Key to Table Items
	Item
	Description

	CN (Common Name)
	Every object in the DS has a naming attribute from which its Relative Distinguished Name (RDN) is formed. The naming attribute for control-Access-Right objects is Common-Name.

	Display-Name
	The Common-Name of an object might not be descriptive enough for some users; Display-Name provides a more descriptive name.

	Rights-GUID
	The unique ID for identifying a control access right.

	Applies-to
	A list of GUIDs that represent the objects to which this property set applies. For example, e5209ca2-3bba-11d2-90cc-00c04fd91ab1 refers to PKI-Certificate-Template objects.


Extended Rights Defined in the Windows 2000 Active Directory Schema
Abandon-Replication*

	Item
	Description

	Description
	Extended right needed to cancel a replication sync.

	CN
	Abandon-Replication

	Display-Name
	Abandon Replication

	Rights-GUID
	ee914b82-0a98-11d1-adbb-00c04fd8d5cd

	Applies-To
	NTDS-DSA


* This right is not used.
Add-GUID

	Item
	Description

	Description
	Extended right needed at the NC root to add an object with a specific GUID.

	CN
	Add-GUID

	Display-Name
	Add GUID

	Rights-GUID
	440820ad-65b4-11d1-a3da-0000f875ae0d

	Applies-To
	Domain-DNS


Allocate-RIDs
	Item
	Description

	Description
	Extended right needed to request a pool of RIDs.

	CN
	Allocate-RIDs

	Display-Name
	Allocate RIDs

	Rights-GUID
	1abd7cf8-0a99-11d1-adbb-00c04fd8d5cd

	Applies-To
	NTDS-DSA


Apply-Group-Policy
	Item
	Description

	Description
	Extended right used by Group Policy engine to determine whether a GPO applies to a particular user or computer .

	CN
	Apply-Group-Policy

	Display-Name
	Apply Group Policy

	Rights-GUID
	edacfd8f-ffb3-11d1-b41d-00a0c968f939

	Applies-To
	Group-Policy-Container


Certificate-Enrollment
	Item
	Description

	Description
	Extended right needed to cause certificate enrollment.

	CN
	Certificate-Enrollment

	Display-Name
	Check Stale Phantoms

	Rights-GUID
	69ae6200-7f46-11d2-b9ad-00c04f79f805

	Applies-To
	PKI-Certificate-Template


Change-Domain-Master
	Item
	Description

	Description
	Extended right needed to change the Domain Master role owner.

	CN
	Change-Domain-Master

	Display-Name
	Change Domain Master

	Rights-GUID
	014bf69c-7b3b-11d1-85f6-08002be74fab

	Applies-To
	Cross-Ref-Container


Change-Infrastructure-Master
	Item
	Description

	Description
	Extended right needed to change the Infrastructure FSMO role owner.

	CN
	Change-Infrastructure-Master

	Display-Name
	Change Infrastructure Master

	Rights-GUID
	cc17b1fb-33d9-11d2-97d4-00c04fd8d5cd

	Applies-To
	Infrastructure-Update


Change-PDC
	Item
	Description

	Description
	Extended right needed to change the PDC Emulator role owner.

	CN
	Change-PDC

	Display-Name
	Change PDC

	Rights-GUID
	bae50096-4752-11d1-9052-00c04fc2d4cf

	Applies-To
	Domain-DNS


Change-RID-Master
	Item
	Description

	Description
	Extended right needed to change the RID-Master role owner.

	CN
	Change-RID-Master

	Display-Name
	Change RID Master

	Rights-GUID
	d58d5f36-0a98-11d1-adbb-00c04fd8d5cd

	Applies-To
	RID-Manager


Change-Schema-Master
	Item
	Description

	Description
	Extended right needed to change the Schema Master FSMO role owner.

	CN
	Change-Schema-Master

	Display-Name
	Change Schema Master

	Rights-GUID
	e12b56b6-0a95-11d1-adbb-00c04fd8d5cd

	Applies-To
	DMD


Do-Garbage-Collection
	Item
	Description

	Description
	Extended right to force the Directory Service to do garbage collection.

	CN
	Do-Garbage-Collection

	Display-Name
	Do Garbage Collection

	Rights-GUID
	fec364e0-0a98-11d1-adbb-00c04fd8d5cd

	Applies-To
	NTDS-DSA


Domain-Administer-Server
	Item
	Description

	Description
	Legacy SAM right.

	CN
	Domain-Administer-Server

	Display-Name
	Domain Administer Server

	Rights-GUID
	ab721a52-1e2f-11d0-9819-00aa0040529b

	Applies-To
	Sam-Server


DS-Check-Stale-Phantoms
	Item
	Description

	Description
	Extended right needed to force the Directory Service to check stale phantom objects.

	CN
	DS-Check-Stale-Phantoms

	Display-Name
	Check Stale Phantoms

	Rights-GUID
	69ae6200-7f46-11d2-b9ad-00c04f79f805

	Applies-To
	NTDS-DSA


DS-Install-Replica
	Item
	Description

	Description
	Extended right needed to do a replica install.

	CN
	DS-Install-Replica

	Display-Name
	Add/Remove Replica In Domain

	Rights-GUID
	9923a32a-3607-11d2-b9be-0000f87a36b2

	Applies-To
	Domain-DNS


DS-Replication-Get-Changes
	Item
	Description

	Description
	Extended right needed to replicate changes from a given NC.
NOTE: This extended right was modified in Windows Server 2003 – refer to the Windows Server 2003 Active Directory Schema Extended Rights section for details on how this right works in Windows Server 2003. 

	CN
	DS-Replication-Get-Changes

	Display-Name
	Replicating Directory Changes

	Rights-GUID
	1131f6aa-9c07-11d1-f79f-00c04fc2dcd2

	Applies-To
	Configuration
DMD
Domain-DNS


DS-Replication-Manage-Topology
	Item
	Description

	Description
	Extended right needed to update the replication topology for a given NC.

	CN
	DS-Replication-Manage-Topology

	Display-Name
	Manage Replication Topology

	Rights-GUID
	1131f6ac-9c07-11d1-f79f-00c04fc2dcd2

	Applies-To
	Configuration
DMD
Domain-DNS


DS-Replication-Synchronize

	Item
	Description

	Description
	Extended right needed to synchronize replication from a given NC.

	CN
	DS-Replication-Synchronize

	Display-Name
	Replication Synchronization

	Rights-GUID
	1131f6ab-9c07-11d1-f79f-00c04fc2dcd2

	Applies-To
	Configuration
DMD
Domain-DNS


msmq-Open-Connector
	Item
	Description

	Description
	Allows opening the connector queue.

	CN
	msmq-Open-Connector

	Display-Name
	Open Connector Queue

	Rights-GUID
	b4e60130-df3f-11d1-9c86-006008764d0e

	Applies-To
	Site


msmq-Peek
	Item
	Description

	Description
	Allows peeking at messages in the queue.

	CN
	msmq-Peek

	Display-Name
	Peek Message

	Rights-GUID
	06bd3201-df3e-11d1-9c86-006008764d0e

	Applies-To
	MSMQ-Queue


msmq-Peek-computer-Journal
	Item
	Description

	Description
	Allows peeking at messages in the Computer Journal queue.

	CN
	Msmq-Peek-computer-Journal

	Display-Name
	Peek Computer Journal

	Rights-GUID
	4b6e08c3-df3c-11d1-9c86-006008764d0e

	Applies-To
	MSMQ-Configuration


msmq-Peek-Dead-Letter
	Item
	Description

	Description
	Allows peeking at messages in the Dead Letter queue.

	CN
	Msmq-Peek-Dead-Letter

	Display-Name
	Peek Dead Letter

	Rights-GUID
	4b6e08c1-df3c-11d1-9c86-006008764d0e

	Applies-To
	MSMQ-Configuration


msmq-Receive
	Item
	Description

	Description
	Allows receiving messages from the queue.

	CN
	msmq-Receive

	Display-Name
	Receive Message

	Rights-GUID
	06bd3200-df3e-11d1-9c86-006008764d0e

	Applies-To
	MSMQ-Queue


msmq-Receive-computer-Journal
	Item
	Description

	Description
	Allows receiving messages from the Computer Journal queue.

	CN
	Msmq-Receive-computer-Journal

	Display-Name
	Receive Computer Journal

	Rights-GUID
	4b6e08c2-df3c-11d1-9c86-006008764d0e

	Applies-To
	MSMQ-Configuration


msmq-Receive-Dead-Letter
	Item
	Description

	Description
	Allows receiving messages from the Dead Letter queue.

	CN
	Msmq-Receive-Dead-Letter

	Display-Name
	Receive Dead Letter

	Rights-GUID
	4b6e08c0-df3c-11d1-9c86-006008764d0e

	Applies-To
	MSMQ-Configuration


msmq-Receive-journal
	Item
	Description

	Description
	Allows receiving messages from the queue’s Journal.

	CN
	msmq-Receive-journal

	Display-Name
	Receive Journal

	Rights-GUID
	06bd3203-df3e-11d1-9c86-006008764d0e

	Applies-To
	MSMQ-Queue


msmq-Send
	Item
	Description

	Description
	Allows sending messages to the queue.

	CN
	msmq-Send

	Display-Name
	Send Message

	Rights-GUID
	06bd3202-df3e-11d1-9c86-006008764d0e

	Applies-To
	MSMQ-Queue


Open-Address-Book
	Item
	Description

	Description
	Extended right checked when opening address book object for address book views.

	CN
	Open-Address-Book

	Display-Name
	Open Address List

	Rights-GUID
	a1990816-4298-11d1-ade2-00c04fd8d5cd

	Applies-To
	Address-Book-Container


Recalculate-Hierarchy
	Item
	Description

	Description
	Extended right to force the DS to recalculate the hierarchy.

	CN
	Recalculate-Hierarchy

	Display-Name
	Recalculate Hierarchy

	Rights-GUID
	0bc1554e-0a99-11d1-adbb-00c04fd8d5cd

	Applies-To
	NTDS-DSA


Recalculate-Security-Inheritance
	Item
	Description

	Description
	Extended right needed to force DS to recompute ACL inheritance on a naming context.

	CN
	Recalculate-Security-Inheritance

	Display-Name
	Recalculate Security Inheritance

	Rights-GUID
	62dd28a8-7f46-11d2-b9ad-00c04f79f805

	Applies-To
	NTDS-DSA


Receive-As
	Item
	Description

	Description
	Exchange right: allows receiving mail as a given mailbox.

	CN
	Receive-As

	Display-Name
	Receive As

	Rights-GUID
	ab721a56-1e2f-11d0-9819-00aa0040529b

	Applies-To
	Computer
User


Send-As
	Item
	Description

	Description
	Exchange right: allows sending mail as the mailbox.

	CN
	Send-As

	Display-Name
	Send As

	Rights-GUID
	ab721a54-1e2f-11d0-9819-00aa0040529b

	Applies-To
	Computer
User


Send-To
	Item
	Description

	Description
	Exchange right: allows sending to a mailbox.

	CN
	Send-To

	Display-Name
	Send To

	Rights-GUID
	ab721a55-1e2f-11d0-9819-00aa0040529b

	Applies-To
	Group


Update-Schema-Cache
	Item
	Description

	Description
	Extended right to force a schema cache update

	CN
	Update-Schema-Cache

	Display-Name
	Update Schema Cache

	Rights-GUID
	be2bb760-7f46-11d2-b9ad-00c04f79f805

	Applies-To
	DMD


User-Change-Password
	Item
	Description

	Description
	Permits changing password on user account.

	CN
	User-Change-Password

	Display-Name
	Change Password

	Rights-GUID
	ab721a53-1e2f-11d0-9819-00aa0040529b

	Applies-To
	Computer
User


User-Force-Change-Password
	Item
	Description

	Description
	Permits resetting password on user account.

	CN
	User-Force-Change-Password

	Display-Name
	Reset Password

	Rights-GUID
	00299570-246d-11d0-a768-00aa006e0529

	Applies-To
	Computer
User


Windows Server 2003 Active Directory Schema Extended Rights
Allowed-To-Authenticate
	Item
	Description

	Description
	This extended right controls who can authenticate to a particular machine or service. It is applied on computer, user and InetOrgPerson objects. It is also applicable on the domain object if access is allowed for the entire domain. It can be applied to OUs to permit users to be able to set inheritable ACEs on OUs containing a set of user/computer objects.

	CN
	Allowed-To-Authenticate

	Display-Name
	Allowed to Authenticate

	Rights-GUID
	68B1D179-0D15-4d4f-AB71-46152E79A7BC

	Applies-To
	Computer
inetOrgPerson
User


Create-Inbound-Forest-Trust
	Item
	Description

	Description
	Extended right that enables users to create an inbound-only trust between forests by adding them to the appropriate group.

	CN
	Create-Inbound-Forest-Trust

	Display-Name
	Create Inbound Forest Trust

	Rights-GUID
	e2a36dc9-ae17-47c3-b58b-be34c55ba633

	Applies-To
	Domain-DNS


DS-Execute-Intentions-Script
	Item
	Description

	Description
	Extended right, which should be granted to the partitions container, that allows the Rendom.exe or prepare operation to be used in a domain rename. This control access right also appears as an audit-only right when the Redom.exe or execute step operations are performed.

	CN
	DS-Execute-Intentions-Script

	Display-Name
	Execute Forest Update Script

	Rights-GUID
	2f16c4a5-b98e-432c-952a-cb388ba33f2e

	Applies-To
	Cross-Ref-Container


DS-Query-Self-Quota
	Item
	Description

	Description
	Control access right which allows a user to query the user’s own quotas.

	CN
	DS-Query-Self-Quota

	Display-Name
	Query Self Quota

	Rights-GUID
	4ecc03fe-ffc0-4947-b630-eb672a8a9dbc

	Applies-To
	ms-DS-Quota-Container


DS-Replication-Get-Changes

	Item
	Description

	Description
	Extended right needed to replicate only those changes from a given NC that are also replicated to the Global Catalog (which excludes secret domain data). This constraint is only meaningful for Domain NCs.
NOTE: In Windows 2000, this extended right allowed the replication of all data including secret data. In Windows Server 2003, this right does not allow the replication of secret data. To replicate all data including secret data, the DS-Replication-Get-Changes-All extended right is required (this new extended right was introduced in Windows Server 2003). 

	CN
	DS-Replication-Get-Changes

	Display-Name
	Replicating Directory Changes

	Rights-GUID
	1131f6aa-9c07-11d1-f79f-00c04fc2dcd2

	Applies-To
	Configuration
DMD
Domain-DNS


DS-Replication-Get-Changes-All
	Item
	Description

	Description
	Control access right that allows the replication of all data in a given replication NC, including secret domain data.
NOTE: In Windows Server 2003, the Get Replication Changes Extended right has been modified such that it only allows the replication of all data in a given replication NC that is also replicated to the Global Catalog (which excludes secret domain data). 

	CN
	DS-Replication-Get-Changes-All

	Display-Name
	Replicating Directory Changes All

	Rights-GUID
	1131f6ad-9c07-11d1-f79f-00c04fc2dcd2

	Applies-To
	Configuration
DMD
Domain-DNS


DS-Replication-Monitor-Topology
	Item
	Description

	Description
	Extended control access right that allows the reading of replication monitoring data, such as replication status and object metadata,

	CN
	DS-Replication-Monitor-Topology

	Display-Name
	Monitor Active Directory Replication

	Rights-GUID
	f98340fb-7c5b-4cdb-a00b-2ebdfa115a96

	Applies-To
	Configuration
DMD
Domain-DNS


Enable-Per-User-Reversibly-Encrypted-Password
	Item
	Description

	Description
	Extended right that allows users to enable or disable the “reversible encrypted password” setting for user and computer objects.

	CN
	Enable-Per-User-Reversibly-Encrypted-Password

	Display-Name
	Enable Per User Reversibly Encrypted Password

	Rights-GUID
	05c74c5e-4deb-43b4-bd9f-86664c2a7fd5

	Applies-To
	Domain-DNS


Generate-RSoP-Logging
	Item
	Description

	Description
	The user who has this right on an OU/Domain will be able to generate logging mode RSoP data for the users/computers within the OU.

	CN
	Generate-RSoP-Logging

	Display-Name
	Generate Resultant Set of Policy (Logging)

	Rights-GUID
	b7b1b3de-ab09-4242-9e30-9980e5d322f7

	Applies-To
	Domain-DNS
Organizational-Unit


Generate-RSoP-Planning
	Item
	Description

	Description
	The user who has this right on an OU/Domain will be able to generate planning mode RSoP data for the users/computers within the OU.

	CN
	Generate-RSoP-Planning

	Display-Name
	Generate Resultant Set of Policy (Planning)

	Rights-GUID
	b7b1b3dd-ab09-4242-9e30-9980e5d322f7

	Applies-To
	Domain-DNS
Organizational-Unit


Migrate-SID-History
	Item
	Description

	Description
	Extended right that enables a user to migrate the SID-History without administrator privileges.

	CN
	Migrate-SID-History

	Display-Name
	Migrate SID History

	Rights-GUID
	BA33815A-4F93-4c76-87F3-57574BFF8109

	Applies-To
	Domain-DNS


Reanimate-Tombstones
	Item
	Description

	Description
	Extended right that allows deleted schema elements to be restored.

	CN
	Reanimate-Tombstones

	Display-Name
	Reanimate Tombstones

	Rights-GUID
	45EC5156-DB7E-47bb-B53F-DBEB2D03C40F

	Applies-To
	Configuration
DMD
Domain-DNS


Refresh-Group-Cache
	Item
	Description

	Description
	For Universal group membership caching. Universal group membership caching relies on caching group memberships and this control access right is used to provide administrators/operators with rights to cause an immediate refresh of the cache, contacting an available global catalog server.

	CN
	Refresh-Group-Cache

	Display-Name
	Refresh Group Cache for Logons

	Rights-GUID
	9432c620-033c-4db7-8b58-14ef6d0bf477

	Applies-To
	NTDS-DSA

	Valid-Accesses
	0x100

	Localization-Display-ID
	56


SAM-Enumerate-Entire-Domain
	Item
	Description

	Description
	This extended right is used to restrict who can be allowed to use down-level APIs such as NetQueryDisplayInformation and NetUser/GroupEnum and enumerate the entire domain.

	CN
	SAM-Enumerate-Entire-Domain

	Display-Name
	Enumerate Entire SAM Domain

	Rights-GUID
	91d67418-0135-4acc-8d79-c08e857cfbec

	Applies-To
	Sam-Server


Unexpire-Password
	Item
	Description

	Description
	Extended right that allows a user to restore an expired password for a user object

	CN
	Unexpire-Password

	Display-Name
	Unexpire Password

	Rights-GUID
	ccc2dc7d-a6ad-4a7a-8846-c04e3cc53501

	Applies-To
	Domain-DNS


Update-Password-Not-Required-Bit
	Item
	Description

	Description
	Extended right that allows a user to enable or disable the “password not required” setting for user objects

	CN
	Update-Password-Not-Required-Bit

	Display-Name
	Update Password Not Required Bit

	Rights-GUID
	280f369c-67c7-438e-ae98-1d46f3c6f541

	Applies-To
	Domain-DNS


Appendix E: Active Directory Property Sets

This section contains all of the property sets defined in the Active Directory Schema.

[image: image4.wmf]
Note

For descriptions of the individual member properties of each property set refer to the Active Directory schema. Follow the MSDN Library link on the Web Resources page at http://go.microsoft.com/fwlink/?LinkID=291. To locate the Active Directory Schema section in the Platform Software Development Kit (SDK), click Networking and Directory Services.

The following property sets exist in the Windows 2000 Active Directory schema:

· Domain-Password

· Email-Information

· General-Information

· Membership

· Personal-Information

· Public-Information

· RAS-Information

· User-Account-Restrictions

· User-Logon

· Web-Information

The following property sets were added in the Windows Server 2003 Active Directory schema:

· DNS-Host-Name-Attributes

· Domain-Other-Parameters

The following table describes the fields used to describe the property-sets in this appendix.

Fields That Describe the Property Sets Presented in This Appendix
	Term
	Description

	Description
	A description of the property set.

	CN (Name)
	Every object in Active Directory has a naming attribute from which its Relative Distinguished Name (RDN) is formed. The Naming Attribute for control Access Right objects is Common Name.

	Display-Name
	The Common Name of an object might not be descriptive enough for some users. Display Name is provided as a more descriptive name.

	Rights-GUID
	The unique ID for identifying a control access right.

	Applies-To
	Provides the name of the classes that this property set applies to. Includes the Schema ID GUID of the class in parentheses. For example, the PKI-Certificate-Template class (Schema ID GUID e5209ca2-3bba-11d2-90cc-00c04fd91ab1 ).

	Property Set Members
	This lists the set of attributes that belong to this property set.


Domain Password Information

The following table describes the Domain Password property sets.
Domain Password Property Sets

	Term
	Description

	Description
	Property set containing all lockout and password age related attributes on user account

	CN
	Domain-Password

	Display-Name
	Domain Password & Lockout Policies

	Rights-GUID
	c7407360-20bf-11d0-a768-00aa006e0529

	Applies-To
	Domain (Schema ID GUID: 19195a5a-6da0-11d0-afd3-00c04fd930c9)
Domain-DNS (Schema ID GUID: 19195a5b-6da0-11d0-afd3-00c04fd930c9)

	Property Set Members
	Lock-Out-Observation-Window
Lockout-Duration
Lockout-Threshold
Max-Pwd-Age
Min-Pwd-Age
Min-Pwd-Length
Pwd-History-Length
Pwd-Properties


Email Information

The following table describes the Email Information property sets.
Email Information Property Sets

	Term
	Description

	Description
	Property set containing user attributes that describe user e-mail related information

	CN
	Email-Information

	Display-Name
	Phone and Mail Options

	Rights-GUID
	E45795B2-9455-11d1-AEBD-0000F80367C1

	Applies-To
	Group (Schema ID GUID: bf967a9c-0de6-11d0-a285-00aa003049e2)
inetOrgPerson  (Schema ID GUID: 4828CC14-1437-45bc-9B07-AD6F015E5F28)
User (Schema ID GUID: bf967aba-0de6-11d0-a285-00aa003049e2)

	Property Set Members
	This property does not have any members


General-Information

The following table describes the General Information property sets.

General Information Property Sets
	Term
	Description

	Description
	Property set containing a set of user attributes that constitute general user information

	CN
	General-Information

	Display-Name
	General Information

	Rights-GUID
	59ba2f42-79a2-11d0-9020-00c04fc2d3cf

	Applies-To
	inetOrgPerson (Schema ID GUID: 4828CC14-1437-45bc-9B07-AD6F015E5F28)
User (Schema ID GUID: bf967aba-0de6-11d0-a285-00aa003049e2)

	Property Set Members
	Admin-Description

Code-Page

Country-Code

Display-Name

Object-Sid

Primary-Group-ID

SAM-Account-Name

SAM-Account​-Type

SD-Rights-Effective

Show-In-Advanced-View-Only

SID-History

uid

User-Comment


Membership

The following table describes the Membership property sets.

Membership Property Sets
	Term
	Description

	Description
	Property set containing user attributes that describe group membership information

	CN
	Membership

	Display-Name
	Group Membership

	Rights-GUID
	bc0ac240-79a9-11d0-9020-00c04fc2d4cf

	Applies-To
	inetOrgPerson (Schema ID GUID: 4828CC14-1437-45bc-9B07-AD6F015E5F28)
User (Schema ID GUID: bf967aba-0de6-11d0-a285-00aa003049e2)

	Property Set Members
	Is-Member-Of-DL

Member


Personal Information

The following table describes the Personal Information property sets.
Personal Information Property Sets
	Term
	Description

	Description
	Property set containing user attributes that describe personal user information.

	CN
	Personal-Information

	Display-Name
	Personal Information

	Rights-GUID
	77B5B886-944A-11d1-AEBD-0000F80367C1

	Applies-To
	Computer  (Schema ID GUID: bf967a86-0de6-11d0-a285-00aa003049e2)
Contact (Schema ID GUID: 5cb41ed0-0e4c-11d0-a286-00aa003049e2)
inetOrgPerson (Schema ID GUID: 4828CC14-1437-45bc-9B07-AD6F015E5F28)
User (Schema ID GUID: bf967aba-0de6-11d0-a285-00aa003049e2)

	Property Set Members
	Address

Address-Home

Assistant

Comment

Country-Name

Facsimile-Telephone-Number

International-ISDN-Number

Locality-Name

MSMQ-Digests

MSMQ-Sign-Certificates

Personal-Title

Phone-Fax-Other

Phone-Home​-Other

Phone-Home-Primary

Phone-Ip-Other

Phone-Ip-Primary

Phone-ISDN-Primary

Phone-Mobile-Other

Phone-Mobile-Primary

Phone-Office​-Other

Phone-Pager-Other

Phone-Pager-Primary

Physical-Delivery-Office-Name

Picture

Post-Office-Box

Postal-Address

Postal-Code

Preferred-Delivery-Method

Registered-Address

State-Or-Province-Name

Street-Address

Telephone-Number

Teletex-Terminal-Identifier

Telex-Number

Telex-Primary

User-Cert

User-Shared-Folder

User-Shared-Folder-Other

User-SMIME-Certificate

X121-Address

X509-Cert


Public-Information

The following table describes the Personal Information property sets.
Public Information Property Sets
	Term
	Description

	Description
	Property set containing user attributes that describe user public information

	CN
	Public-Information

	Display-Name
	Public Information

	Rights-GUID
	e48d0154-bcf8-11d1-8702-00c04fb96050

	Applies-To
	Computer (Schema ID GUID: bf967a86-0de6-11d0-a285-00aa003049e2)

inetOrgPerson  (Schema ID GUID: 4828CC14-1437-45bc-9B07-AD6F015E5F28)
User (Schema ID GUID: bf967aba-0de6-11d0-a285-00aa003049e2) 

	Property Set Members
	Additional-Information

Allowed-Attributes

Allowed​-Attributes-Effective

Allowed-Child-Classes

Allowed-Child-Classes-Effective

Alt-Security-Identities

Common​-Name

Company

Department

Description

Display-Name-Printable

Division

E-mail-Addresses

Given-Name

Initials

Legacy-Exchange-DN

Manager

ms-DS-Allowed-To-Delegate-To

ms-DS-Approx-Immed-Subordinates

ms-DS-Auxiliary-Classes

Obj-Dist-Name

Object-Category

Object-Class

Object-Guid

Organization-Name

Organizational-Unit-Name

Other-Mailbox

Proxy-Addresses

RDN

Reports

Service-Principal-Name

Show-In-Address-Book

Surname

System-Flags

Text-Country

Title

User-Principal-Name


RAS-Information

The following table describes the Personal Information property sets.

RAS Information Property Sets
	Term
	Description

	Description
	Property set containing RAS specific attributes 

	CN
	RAS-Information

	Display-Name
	Remote Access Information

	Rights-GUID
	037088f8-0ae1-11d2-b422-00a0c968f939

	Applies-To
	inetOrgPerson  (Schema ID GUID: 4828CC14-1437-45bc-9B07-AD6F015E5F28)
User (Schema ID GUID: bf967aba-0de6-11d0-a285-00aa003049e2)

	Property Set Members
	msNPAllowDialin

msNPCallingStationID

msRADIUSCallbackNumber

msRADIUSFramedIPAddress

msRADIUSFramedRoute

msRADIUSServiceType

Token-Groups

Token-Groups-Global-And-Universal

Token-Groups-No-GC-Acceptable


User-Account-Restrictions

The following table describes the Personal Information property sets.

User Account Restrictions Property Sets
	Term
	Description

	Description
	Property set containing user attributes that describe account restrictions.

	CN
	User-Account-Restrictions

	Display-Name
	Account Restrictions

	Rights-GUID
	4c164200-20c0-11d0-a768-00aa006e0529

	Applies-To
	Computer (Schema ID GUID: bf967a86-0de6-11d0-a285-00aa003049e2)

inetOrgPerson (Schema ID GUID: 4828CC14-1437-45bc-9B07-AD6F015E5F28)
User (Schema ID GUID: bf967aba-0de6-11d0-a285-00aa003049e2)

	Property Set Members
	Account-Expires

ms-DS-User-Account-Control-Computed

Pwd-Last-Set

User-Account-Control

User-Parameters


User-Logon

The following table describes the Personal Information property sets.

User Logon Property Sets
	Term
	Description

	Description
	Property set containing user attributes that describe user logon information.

	CN
	User-Logon

	Display-Name
	Logon Information

	Rights-GUID
	5f202010-79a5-11d0-9020-00c04fc2d4cf

	Applies-To
	inetOrgPerson (Schema ID GUID: 4828CC14-1437-45bc-9B07-AD6F015E5F28)
User (Schema ID GUID: bf967aba-0de6-11d0-a285-00aa003049e2)

	Property Set Members
	Bad-Pwd-Count

Home-Directory

Home-Drive

Last-Logoff

Last-Logon

Last-Logon-Timestamp

Logon-Count

Logon-Hours

Logon-Workstation

Profile-Path

Script-Path

User-Workstations


Web Information

The following table describes the Personal Information property sets.

Web Information Property Sets
	Term
	Description

	Description
	Property set containing user attributes that describe user web related information

	CN
	Web Information

	Display-Name
	Web Information

	Rights-GUID
	E45795B3-9455-11d1-AEBD-0000F80367C1

	Applies-To
	Contact (Schema ID GUID: 5cb41ed0-0e4c-11d0-a286-00aa003049e2)
inetOrgPerson (Schema ID GUID: 4828CC14-1437-45bc-9B07-AD6F015E5F28)
User (Schema ID GUID: bf967aba-0de6-11d0-a285-00aa003049e2)

	Property Set Members
	WWW-Home-Page

WWW-Page-Other


DNS-Host-Name-Attributes

The following table describes the Personal Information property sets.
DNS Host Name Attributes Property Sets
	Term
	Description

	CN
	Contains the DNS-Host-Name and ms-DS-Additional-Dns-Host-Name attributes

	Display-Name
	DNS-Host-Name-Attributes

	Rights-GUID
	DNS Host Name Attributes

	Applies-To
	72e39547-7b18-11d1-adef-00c04fd8d5cd

	Property Set Members
	Computer (Schema ID GUID: bf967a86-0de6-11d0-a285-00aa003049e2)

	CN
	DNS-Host-Name

ms-DS-Additional-DNS-Host-Name


Domain-Other-Parameters

The following table describes the Personal Information property sets.

Domain-Other Parameters Property Sets
	Term
	Description

	Description
	Property set permitting control to a list of domain attributes

	CN
	Domain-Other-Parameters

	Display-Name
	Other Domain Parameters (for use by SAM)

	Rights-GUID
	B8119fd0-04f6-4762-ab7a-4986c76b3f9a

	Applies-To
	Domain-DNS (Schema ID GUID: 19195a5b-6da0-11d0-afd3-00c04fd930c9)

	Property Set Members
	Domain-Replica

Force-Logoff

Modified-Count

OEM-Information

Server-Role

Server-State

UAS-Compat


Appendix F: Logon Rights and Privileges

This appendix consists of tables that list and describe logon rights and privileges.

Logon Rights
Logon Rights*

	Logon Right
	Description

	Access this computer from a network
	· This user right determines which users and groups are allowed to connect to the computer over the network. Terminal Services are not affected by this user right.

· Default:

· On workstations and servers:
· Administrators
· Backup Operators
· Power Users
· Users
· Everyone

· On domain controllers:
· Administrators
· Authenticated Users
· Everyone 

	Allow log on locally
	This logon right determines which users can interactively log on to this computer. Logons initiated by pressing CTRL+ALT+DEL on the attached keyboard requires the user to have this logon right. Additionally this logon right might be required by some service or administrative applications that can log on users. If you define this policy for a user or group, you must also give the Administrators group this right.

Default:

On workstations and servers: Administrators, Backup Operators, Power Users, Users, and Guest.
On domain controllers: Account Operators, Administrators, Backup Operators, Print Operators, and Server Operators. 

	Allow log on through Terminal Services
	This security setting determines which users or groups have permission to log on as a Terminal Services client.

Default:

On workstation and servers: Administrators, Remote Desktop Users.
On domain controllers: Administrators. 

	Deny access to this computer from network
	This security setting determines which users are prevented from accessing a computer over the network. This policy setting supersedes the Access this computer from the network policy setting if a user account is subject to both policies.

Default: No one.

	Deny log on as a batch job
	This security setting determines which accounts are prevented from being able to log on as a batch job. This policy setting supersedes the Log on as a batch job policy setting if a user account is subject to both policies.

Default: None.

	Deny logon as a service
	This security setting determines which service accounts are prevented from registering a process as a service. This policy setting supersedes the Log on as a service policy setting if an account is subject to both policies.

Note: This security setting does not apply to the System, Local Service, or Network Service accounts.

Default: None.

	Deny log on locally
	This security setting determines which users are prevented from logging on at the computer. This policy setting supersedes the Allow log on locally policy setting if an account is subject to both policies.

Important: If you apply this security policy to the Everyone group, no one will be able to log on locally.
Default: None.

	Deny log on through Terminal Services
	This security setting determines which users and groups are prohibited from logging on as a Terminal Services client.

Default: None.

	Log on as a batch job
	This security setting allows a user to be logged on by means of a batch-queue facility.

For example, when a user submits a job by means of the task scheduler, the task scheduler logs that user on as a batch user rather than as an interactive user.

Note: In Windows 2000 Server, Windows 2000 Professional, Windows Server 2003 and Windows XP Professional, the Task Scheduler automatically grants this right as necessary.
Default: LocalSystem.

	Log on as a service
	This security setting determines which service accounts can register a process as a service.

Default: None.


* The default settings listed in this table are for Windows XP Professional and the Windows Server 2003 family.
Privileges

To ease the task of user account administration, you should assign privileges primarily to group accounts, rather than to individual user accounts. When you assign privileges to a group account, users are automatically assigned those privileges when they become a member of that group. This method of administering privileges is far easier than assigning individual privileges to each user account when the account is created.
The following table lists and describes the privileges that can be granted to a user.
Privileges

	Privilege
	Description

	Act as part of the operating system
	This user right allows a process to impersonate any user without authentication. The process can therefore gain access to the same local resources as that user.

Processes that require this privilege should use the LocalSystem account, which already includes this privilege, rather than using a separate user account with this privilege specially assigned. If your organization only uses servers that are members of the Windows Server 2003 family, you do not need to assign this privilege to your users. However, if your organization uses servers running Windows 2000 or the Microsoft® Windows NT® version 4.0 operating system, you might need to assign this privilege to use applications that exchange passwords in plaintext.

Default: LocalSystem.

	Add workstations to a domain
	This security setting determines which groups or users can add workstations to a domain.

This security setting is valid only on domain controllers. By default, any authenticated user has this right and can create up to 10 computer accounts in the domain.

Adding a computer account to the domain allows the computer to participate in Active Directory–based networking. For example, adding a workstation to a domain enables that workstation to recognize accounts and groups that exist in Active Directory.

Default: Authenticated Users on domain controllers.

	Adjust memory quotas for a process
	This privilege determines who can change the maximum memory that can be consumed by a process.
This user right is defined in the Default Domain Controller Group Policy object (GPO) and in the local security policy of workstations and servers.

Default: Administrators.

	Back up files and directories
	This user right determines which users can bypass file and directory, registry, and other persistent object permissions for the purposes of backing up the system.
Default: Administrators and Backup Operators.

	Bypass traverse checking
	· This user right determines which users can traverse directory trees even though the user might not have permissions on the traversed directory. This privilege does not allow the user to list the contents of a directory, only to traverse directories.
· This user right is defined in the Default Domain Controller Group Policy object (GPO) and in the local security policy of workstations and servers.

· Default:

· On workstations and servers:
· Administrators
· Backup Operators
· Power Users
· Users
· Everyone
· On domain controllers:
· Administrators
· Authenticated Users 

	Change the system time
	· This user right determines which users and groups can change the time and date on the internal clock of the computer. Users that are assigned this user right can affect the appearance of event logs. If the system time is changed, events that are logged will reflect this new time, not the actual time that the events occurred.
· This user right is defined in the Default Domain Controller Group Policy object (GPO) and in the local security policy of workstations and servers.

· Default:

· On workstations and servers:
· Administrators
· Power Users
· On domain controllers:
· Administrators
· Server Operators 

	Create a pagefile
	Allows the user to create and change the size of a pagefile. This is done by specifying a paging file size for a particular drive under Performance Options on the Advanced tab of System Properties.

Default: Administrators

	Create a token object
	Allows a process to create a token which it can then use to get access to any local resources when the process uses NtCreateToken() or other token-creation APIs.

It is recommended that processes requiring this privilege use the LocalSystem account, which already includes this privilege, rather than using a separate user account with this privilege specially assigned

Default: No one

	Create global objects
	This security setting determines which accounts are allowed to create global objects in a terminal services session.
Default: Administrators and LocalSystem.

	Create permanent shared objects
	Allows a process to create a directory object in the Windows Server 2003 family and Windows XP Professional object manager. This privilege is useful to kernel-mode components that extend the object namespace. Components that are running in kernel mode already have this privilege inherently; it is not necessary to assign them the privilege.

Default setting: No one

	Debug programs
	This user right determines which users can attach a debugger to any process or to the kernel. Developers who are debugging their own applications to not need to be assigned this user right. Developers who are debugging new system components will need this user right to be able to do so. This user right provides complete access to sensitive and critical operating system components.

Default :
Administrators
LocalSystem 

	Enable computer and user accounts to be trusted for delegation
	This security setting determines which users can set the Trusted for Delegation setting on a user or computer object.

The user or object that is granted this privilege must have write access to the account control flags on the user or computer object. A server process running on a computer (or under a user context) that is trusted for delegation can access resources on another computer using the delegated credentials of a client, as long as the account of the client does not have the Account cannot be delegated account control flag set.
This user right is defined in the Default Domain Controller Group Policy object (GPO) and in the local security policy of workstations and servers.

Default on domain controllers:
Administrators

	Force shutdown from a remote system
	This security setting determines which users are allowed to shut down a computer from a remote location on the network. Misuse of this user right can result in a denial of service.

This user right is defined in the Default Domain Controller Group Policy object (GPO) and in the local security policy of workstations and servers.

Default:
On workstations and servers: Administrators.
On domain controllers: Administrators, Server Operators. 

	Generate security audits
	This security setting determines which accounts can be used by a process to add entries to the security log. The security log is used to trace unauthorized system access. Misuse of this user right can result in the generation of many auditing events, potentially hiding evidence of an attack or causing a denial of service if the Audit: Shut down system immediately if unable to log security audits security policy setting is enabled.
Default: LocalSystem.

	Impersonate a client after authentication
	This security setting determines which accounts are allowed to impersonate other accounts.
Default: Administrators and Service.

	Increase scheduling priority
	This security setting determines which accounts can use a process with Write Property access to another process to increase the execution priority assigned to the other process. A user with this privilege can change the scheduling priority of a process through the Task Manager user interface.

Default: Administrators.

	Load and unload device drivers
	This user right determines which users can dynamically load and unload device drivers or other code in to kernel mode. This user right does not apply to Plug and Play device drivers. It is recommended that you do not assign this privilege to other users. Instead, use the StartService() API.
Default: Administrators. It is recommended that you not assign this privilege to any other user. Device drivers run as trusted (or highly privileged) programs. 

	Lock pages in memory
	This security setting determines which accounts can use a process to keep data in physical memory, which prevents the system from paging the data to virtual memory on disk. Exercising this privilege could significantly affect system performance by decreasing the amount of available random access memory (RAM).
Default: None. Certain system processes have the privilege inherently.

	Manage auditing and security log
	This security setting determines which users can specify object access auditing options for individual resources, such as files, Active Directory objects, and registry keys.

This security setting does not allow a user to enable file and object access auditing in general. For such auditing to be enabled, the Audit object access setting in Computer Configuration\Windows Settings\Security Settings\Local Policies\Audit Policies must be configured.

You can view audited events in the security log of the Event Viewer. A user with this privilege can also view and clear the security log.

Default: Administrators.

	Modify firmware environment values
	This security setting determines who can modify firmware environment values. Firmware environment variables are settings stored in the nonvolatile RAM of non-x86-based computers. The effect of the setting depends on the processor.
On x86-based computers, the only firmware environment value that can be modified by assigning this user right is the Last Known Good Configuration setting, which should only be modified by the system.
On Itanium-based computers, boot information is stored in nonvolatile RAM. Users must be assigned this user right to run bootcfg.exe and to change the Default Operating System setting on Startup and Recovery in System Properties.
On all computers, this user right is required to install or upgrade Windows.
Default setting:
Administrators
LocalSystem

	Profile a single process
	This security setting determines which users can use performance monitoring tools to monitor the performance of nonsystem processes.

Default: Administrators, Power users, LocalSystem.

	Profile system performance
	This security setting determines which users can use performance monitoring tools to monitor the performance of system processes.

Default: Administrators, LocalSystem.

	Remove computer from docking station
	This security setting determines whether a user can undock a portable computer from its docking station without logging on.
If this policy is enabled, the user must log on before removing the portable computer from its docking station. If this policy is disabled, the user might remove the portable computer from its docking station without logging on.

Default: Disabled.

	Replace a process level token
	Determines which user accounts can initiate a process to replace the default token associated with a started subprocess.
This user right is defined in the Default Domain Controller Group Policy object and in the local security policy of workstations and servers.

Default setting: Local Service and Network Service. 

	Restore files and directories
	This security setting determines which users can bypass file, directory, registry, and other persistent objects permissions when restoring backed up files and directories and determines which users can set any valid security principal as the owner of an object.

Specifically, this user right is similar to granting the following permissions to the user or group in question on all files and folders on the system:

Traverse Folder/Execute File
Write
Default:

Workstations and servers: Administrators, Backup Operators.
Domain controllers: Administrators, Backup Operators, Server Operators. 

	Shut down the system
	This security setting determines which users who are logged on locally to the computer can shut down the operating system using the Shut Down command. Misuse of this user right can result in a denial of service.

Default:

Workstations: Administrators, Backup Operators, Power Users, Users.
Servers: Administrators, Backup Operators, Power Users.
Domain controllers: Account Operators, Administrators, Backup Operators, Server Operators, Print Operators. 

	Synchronize directory service data
	This security setting determines which users and groups have the authority to synchronize all directory service data. This is also known as Active Directory synchronization.

Defaults: None.

	Take ownership of files or other objects
	This security setting determines which users can take ownership of any securable object in the system, including Active Directory objects, files and folders, printers, registry keys, processes, and threads.

Default : Administrators


Some privileges can override permissions set on an object. For example, a user logged on to a domain account as a member of the Backup Operators group has the right to perform backup operations for all domain servers. However, this requires the ability to read all files on those servers, even files on which their owners have set permissions that explicitly deny access to all users, including members of the Backup Operators group. A user right — in this case, the right to perform a backup — takes precedence over all file and directory permissions.
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Note

At a command prompt, you can type whoami /priv to see your privileges.
Appendix G: Active Directory Delegation Tools

Active Directory ships with all the tools required to delegate administrative tasks. This appendix provides details about the functionality of these tools.

The tools that can be used to delegate administrative authority are:

· Delegation of Control Wizard

· ACL Editor

· Ldp.exe

· Dsacls.exe

· Acldiag.exe

· Dsrevoke.exe
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Note

The screens in this appendix are from Windows 2000, and might differ slightly from the screens in Windows Server 2003. The functionality of the tools, however, is essentially identical.

Delegation of Control Wizard

The Delegation of Control Wizard allows you to delegate administrative tasks to users (or groups) within a specific administrative scope and is primarily used to delegate data administration. This tool is driven by a customizable text file and ships with a base set of common administrative tasks. You can use the information provided earlier in this document in “Appendix A, Active Directory Service and Data Administration Tasks,” to customize this wizard and to increase the number of tasks that can be delegated by using the wizard.

Using the Delegation of Control Wizard

The Delegation of Control Wizard can be accessed through Microsoft Management Console (MMC) snap-ins. MMC is an extensible user interface that provides an environment for running management applications (called snap-ins) that are structured as components. Windows 2000 Server and Windows Server 2003 include a base set of MMC snap-ins for managing Active Directory data.

The following MMC snap-ins can be used to view and manage Active Directory objects for which you can delegate control:

· Active Directory Users and Computers. This snap-in is the main GUI-based delegation tool for delegating data management. It provides a hierarchical view of domain data. In Active Directory Users and Computers, the Delegation of Control Wizard can be accessed by right-clicking and choosing Delegate Control on containers, OUs, and the domain root.

· Active Directory Sites and Services. This snap-in provides access to information related to replication, and is used to perform replication management tasks. In Active Directory Sites and Services, the Delegation of Control Wizard can be accessed by right-clicking a container and choosing Delegate Control.

To delegate administrative authority by using the Delegation Wizard, perform the following tasks:
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To delegate administrative authority by using the Delegation Wizard

1. Right-click a container or OU and select Delegate Control. The Delegation of Control Wizard Welcome page is displayed.
2. Click Next. The Users or Groups page is displayed.

3. On the Users or Groups page, click Add. The Select Users, Computers, or Groups page is displayed.

4. On the Select Users, Computers, or Groups page, in the Enter the object names to select box, type the name of the user or security group to which you want to delegate tasks. You can add multiple users or security groups. When you are finished entering users or groups, click OK.

5. On the Users or Groups page, click Next. The Tasks to Delegate page is displayed:

Tasks to Delegate Page, Delegate Common Tasks
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6. On the Tasks to Delegate page, select the check boxes of the tasks that you want to delegate. You can also create a custom task to delegate, as described later in this appendix.

7. Once you have selected the tasks that you want to delegate, click Next. The Delegation of Control Wizard displays a summary of the tasks you just delegated.

8. Click Finish to complete the delegation.

When the Delegation of Control Wizard completes, the administrative authority you specified is delegated. You can modify the tasks available for delegation (presented on the Tasks to Delegate page of the Wizard) by editing Delegwiz.inf, a file stored on the domain controller. For more information about modifying Delegwiz.inf, see article 308404, “HOW TO: Customize the Task List in the Delegation Wizard,” in the Microsoft Knowledge Baseon the Web at http://go.microsoft.com/fwlink/?LinkId=3202.

You can use the lists in “Appendix A: Active Directory Service and Data Administration Tasks” to obtain the precise set of permissions required to delegate a specific data administration task and customize the Delegwiz.inf file. You can then use the Delegation of Control Wizard to delegate a larger number of tasks. Note that each domain controller stores its own local copy of the file, so you need to copy the modified file to each domain controller where you want to use the Delegation of Control Wizard.

The Delegation of Control Wizard also allows you to delegate a custom task. To delegate a custom task, complete the following steps:

[image: image9.wmf]
To create a custom task

9. On the Tasks to Delegate page of the Delegation of Control Wizard, select Create a custom task to delegate, and then click Next.

Tasks to Delegate Page, Delegate Custom Task
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10. On the Active Directory Object Type page, if you want to delegate control over a specific class of object, select Only the following objects in the folder and then select the check boxes for the classes of objects for which you want to delegate control. Otherwise, select This folder, existing objects in this folder, and creation of new objects in this folder to delegate control over the folder and all objects in it, and to delegate the ability to create new objects in the folder. When you have finished making selections, click Next.

Active Directory Object Type Page
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11. Click Next. On the Permissions page, under Show these permissions, select one of the check boxes to display the permissions to delegate:

a. To delegate general permissions, select General and then select the check boxes for the permissions you want to delegate.

Permissions Page for General Permissions
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b. To delegate access to one or more properties, click Property Specific and then select the check boxes for the permissions you want to delegate.

Permissions Page for Property-Specific Permissions
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c. To delegate the ability to create and/or delete objects, click Creation/deletion of specific child objects and then select the check boxes for the permissions you want to delegate.

Permissions Page for Creation and Deletion of Child Objects
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12. Click Next. The Delegation of Control Wizard presents a summary of the tasks you selected to delegate.

13. Click Finish. Once the Delegation Wizard completes, the custom task you specified is delegated.

ACL Editor

The ACL Editor allows you to view and modify the security descriptors of objects in Active Directory. You can inspect and change security permissions, security auditing, and object ownership information. Although the ACL Editor is primarily for managing access-control permissions, it can also be used to delegate administrative authority, because that involves granting the delegated user sufficient permissions to carry out the low-level operations that map to the delegated administrative task. More significantly, the ACL Editor is currently the only tool that can be used to un-delegate tasks or revoke delegated authority.

Using the ACL Editor

You can access the ACL Editor from any of the MMC snap-ins listed earlier in this appendix, and from ADSI Edit (Adsiedit.mcs), a graphical Windows Support Tool that is available in the Support\Tools folder on the Windows CD. When Windows Support Tools are installed, you can add ADSI Edit to an MMC snap-in. ADSI Edit provides the ability to edit the attribute values of any object in any directory partition in the forest, and to examine RootDSE attributes.

To use the ACL Editor, start any of these tools:

· Active Directory Users and Computers

· Active Directory Sites and Services

· Adsiedit.mcs
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To delegate permissions by using the ACL Editor

14. Right click the object on which you want to set permissions and select Properties. The Accounts Properties dialog box is displayed.
Permissions Page for Creation and Deletion of Child Objects
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15. To view and change advanced security information and grant or revoke permissions, in the Accounts Properties dialog box, on the Securities tab, click Advanced to open the Access Control Settings for Accounts dialog box.

Access Control Settings for Accounts Dialog Box
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In the Access Control Settings for Accounts dialog box, you can view the permission entries in the DACL of the object, specify the operations that should be audited, and access and modify ownership information.

By clearing the check box for Allow inheritable permissions from parent to propagate to this object, you can protect the DACL of the object from inheriting permissions from the parent object. When the DACL of an object is protected, the object no longer inherits any permissions from the parent object, and any permissions marked as inheritable on the parent object do not flow down to child objects of the protected object.

16. Click Add. The Select User, Computer, Or Group dialog box is displayed.
17. In the Select User, Computer, or Group dialog box, in the Name box, type the name of the user or security group for which to specify permissions ( delegate or undelegate administrative), and then click OK. The Permission Entry for Accounts dialog box is displayed.

Object Tab in Permission Entry for Accounts Dialog Box
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On the Object tab, you can allow or deny a user or group generic permissions and all extended rights. In the Apply-onto box, you can specify the objects affected by the permissions being applied.

The Apply these permissions to objects and/or containers within this container only option controls whether the permissions being applied should be propagated only down to (be inherited by) immediate child objects of this container, and not be inherited further down the hierarchy.

18. To allow or deny access to specific properties, click the Properties tab.

Properties Tab in Permission Entry for Accounts Dialog Box
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The Properties tab displays all properties of objects of the class specified in the Apply onto box. To grant read or write access to a specific property, select the Allow check box for the read or write entry of that property.

Note that the Permissions list box on the Properties tab might not display every property of the object. To make the list easier to manage, the user interface for access control does not display object and property types.

The list of properties is filtered based on specific settings in a local text file. For more information about filtering of properties, see article 296490 “How to Modify the Filtered Properties of an Object” in the Microsoft Knowledge Base on the Web at http://go.microsoft.com/fwlink/?LinkId=3202.

Also note that every property in Active Directory has three different names:

· Common-Name. Every object in Active Directory has a naming attribute from which its Relative Distinguished Name (RDN) is formed. The Naming Attribute for Attribute-Schema objects is Common-Name. The value assigned to Common-Name is the value that the Attribute-Schema has as its Relative Distinguished Name.
· LDAP-Display-Name. The name of this attribute is known to the LDAP agent for the Active Directory directory service. This is the name LDAP clients must use to read or write this attribute.

· Admin-Display-Name. The Common-Name of a given object might not be descriptive enough for use in administration tools. Admin-Display-Name is available for tools to use as a display name for an attribute when the naming attribute is not appropriate.

Active Directory MMC snap-in tools refer to classes and attributes by the Admin-Display-Name if one is defined for that class or attribute. For those classes or attributes that do not have a defined Admin-Display-Name, these tools instead use the LDAP-Display Name.

Consequently, if you cannot find a specific attribute in this tab, perform the following checks:

· Check to see that the value in the Apply onto box covers the class of objects on which this property exists. For example, if you want to grant Read access to the Organization-Name property on User objects, check to make sure that the Apply onto box is set to User objects, This object and all child objects, or Child objects only.

Additionally, if the object you are specifying permissions on is of class User, the Apply onto box can also be set to This object only.
The point is that if the Apply onto box is set to an object class that does not include Organization-Name as a property on the object, the property does not display .

· If, after ensuring that the Apply onto box is set to an appropriate value, you still cannot see the property, check to see whether the property has an Admin-Display Name defined.

For example, you cannot view Organization-Name in the list even if the Apply onto box is set to User objects. In this case, refer to Appendix H: “Active Directory Display Name Mappings”, later in this document. This appendix provides the corresponding Admin-Display-Name (if one exists) for every class and attribute in the Active Directory Schema. If the attribute has an Admin-Display-Name defined, search for it instead. In this case, Appendix H shows that Organization-Name does not have an Admin-Display-Name defined. Consequently, you need to look for the LDAP-Display-Name, which is “o” for this attribute.

· If you still cannot find the attribute, it might be filtered. In the case of Organization-Name, you will not be able to find “o” in the list because it is filtered. Turn off filtering for that specific attribute by modifying the Dsec.dat attribute as described earlier in this appendix.

Note that the Dsec.dat file also uses the Admin-Display-Name if one exists, otherwise it uses the LDAP-Display-Name. This will help you look for the correct name in the file if you need to turn-off filtering.

Alternatively, to avoid this filtering altogether, you can rename the Dssec.dat file so that it is no longer used by the administrative tools user interfaces. Doing so results in less complexity, because you no longer have to deal with filtered attributes. This makes the user interface somewhat more cumbersome to use because all potential attributes are displayed. However, because they are displayed in alphabetical order by default, this is usually not a problem.

Once you turn-off filtering for an attribute, you should finally be able to view the attribute. In the example, you will finally be able to see “o” in the list. You can then allow or deny access to the attribute.

Also be aware of the effect that making different selections in the Apply onto box has on the inheritance of permissions.

Selections in the Apply Onto List Box
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The Apply onto box specifies the class of objects on which the selected permissions will be applied. For example, if you want to grant a delegated user the ability to modify the User-Account-Control attribute but only on User objects but not on Computer objects, choose User objects from the list in the Apply onto box.

The following table describes how different Apply onto settings affect the setting of inheritance flags for the specified permissions in the ACE of the selected object:

Effect of Apply Onto Values on Inheritance of Permissions

	Apply-Onto Value
	Effect on inheritance of permissions

	This object only
	No inheritance flags set. The resulting ACE will not be an inheritable ACE.

	This object and all child objects 
	Sets the Container Inherit flags and leaves the Inherited-Object-Type field empty. The resulting ACE will be inheritable by all child objects and will be effective (enforced) on this object and all child objects. 

	Child objects only
	Sets the Container Inherit and Inherit Only flags and leaves the Inherited-Object-Type field empty. The resulting ACE will be inheritable by all child objects but will be effective on child objects only; it will not be effective on the object on which it is being applied.

	<Specific object class> objects
	Sets the Container Inherit and Inherit Only flags and sets the value of the Inherited-Object-Type field to the GUID representing objects of class <Specific object class>. The resulting ACE will be inheritable by all child objects, but will only be effective on objects of class <Specific object class>. It will not be effective on this object or on child objects of other classes. 


Thus, to set an Inherit-Only ACE, in the Apply onto box, choose Child objects only or <Specific object class> objects, as appropriate.

Note that the selection you make here also applies to the permissions being set on the Object tab of the Permission Entry for Accounts dialog box.

19. When you have finished making selections on the Object and Property tabs, click OK. Then, in the Access Control Settings dialog box, click OK again to apply the settings you selected.

Administrative authority is now delegated or revoked by having granted or revoked permissions for the selected user or group to perform one or more administrative tasks.

LDP

LDP (Ldp.exe) is a graphical tool that allows you to perform Lightweight Directory Access Protocol (LDAP) operations, such as connect, bind, search, modify, add, or delete, against any LDAP-compatible directory, including Active Directory. Many objects stored in Active Directory are not readily displayed using the graphical tools that are installed with Windows. Administrators can install the Ldp.exe tool to view these objects and their metadata, such as security descriptors and replication metadata, to aid in problem determination.

Using LDP

Ldp.exe is a support tool that is installed from the Windows CD. For information about how to install Windows support tools, see article 301423, “HOW TO: Install the Windows 2000 Support Tools to a Windows 2000 Server-Based Computer,” in the Microsoft Knowledge Base on the Web at http://go.microsoft.com/fwlink/?LinkId=3202. For delegation of administration, you can use LDP to view the security descriptors of Active Directory objects by performing the following tasks. To view the security descriptor of an object, do the following:
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To view the security descriptor of an object by using Ldp.exe

20. In LDP, on the Connection menu, click Connect to connect to a domain or a specific domain controller.
21. In the Connect dialog box, in the Server box, type a server name or leave the entry blank to connect to the local server, and then click OK.

22. On the Connection menu, click Bind.

23. In the Bind dialog box, type a user name and password, and then click OK to bind to Active Directory.

24. On the View menu, click Tree. In the BaseDN box, either type a specific distinguished name (DN) or leave BaseDN blank to view the entire domain.

25. To display the object for which you want to view the security descriptor, double-click the domain object in the tree view and then double-click the appropriate container.

26. To view the security descriptor of an object, right click the object in the tree view, select Advanced, select Security Descriptor, and then in the Security Descriptor dialog box, click OK.

The security descriptor of the object is displayed in the details pane. Note that you can scroll to view the Security Descriptor Definition Language (SDDL) version of the security descriptor and to view the security descriptor in text format.

To analyze the security descriptor in detail, you can either view the information in the details pane, or, if you prefer, right click in the details pane, choose Select All, choose Copy, and then paste the contents into a text file.

Dsacls

Dsacls (Dscals.exe) is a powerful command-line utility that can be used to report and modify permissions on Active Directory objects. Dsacls is included in the Windows support tools that you can install from the Windows CD. For information about how to install Windows support tools, see article 301423, “HOW TO: Install the Windows 2000 Support Tools to a Windows 2000 Server-Based Computer,” in the Microsoft Knowledge Base on the Web at http://go.microsoft.com/fwlink/?LinkId=3202. For details about how Dsacls works, run Dsacls.exe to display the help file.

Acldiag

Acldiag (Acldiag.exe) is a command-line utility that can be used determine the effective access granted to a specific user or group based on the permissions in the DACL of a specific object. It can also be used to verify that the explicit permissions in the DACL of an object include the permissions specified in the default security settings for objects of that class as defined in the Active Directory Schema. Finally, Acldiag can also be used to determine whether the permissions specified in the object’s DACL map to any of the delegation templates in the Delegation of Control Wizard and can be used to repair any delegation templates that are not completely applied.

Acldiag is included in the Windows support tools that you can install from the Windows CD. For information about how to install Windows support tools, see article 301423, “HOW TO: Install the Windows 2000 Support Tools to a Windows 2000 Server-Based Computer,” in the Microsoft Knowledge Base on the Web at http://go.microsoft.com/fwlink/?LinkId=3202. For details about how Acldiag works, run Acldiag.exe to display the help file.

Dsrevoke

Dsrevoke is a new command-line tool that can be used on domain controllers that are running Windows Server 2003 or Windows 2000 Server to report the existence of all permissions for a specific user or group on a set of OUs in a domain and optionally remove from the DACLs of a set of OUs all permissions specified for a particular user or group. Dsrevoke complements the functionality provided by Delegation of Control Wizard, which is used to delegate administrative authority, by providing the ability to revoke delegated administrative authority.

Using Dsrevoke

You can download Dsrevoke from the Microsoft Web site at http://go.microsoft.com/fwlink/?linkid=12538 and searching by keyword for “dsrevoke.”

To maximize the benefits offered by Dsrevoke, follow these guidelines as much as possible when delegating administrative authority:

· Use roles to delegate administrative authority. When delegating roles, be sure to use a unique and specific security group to represent every unique and specific role instance.

· Use inheritance to grant permissions to the security group representing a role instance, and grant permissions on OUs.

Delegating administrative authority by using roles involves the following tasks:

27. Create a specific and unique security group to represent the role.
28. Identify the highest level OU that represents the root of the smallest subtree that contains the subset of all objects the delegated user needs to access and modify in order to perform the delegated tasks.

29. Run the Delegation of Control Wizard on that OU and delegate the required administrative tasks to the unique and specific security group representing the unique and specific role.

If you follow these delegation guidelines, you can use Dsrevoke to easily and reliably undelegate authority. Simply run Dsrevoke in the domain, providing as input the name of the specific security group used to represent the delegated role, and use the /report switch to verify the existence of all explicit permissions for that security group that have been set on all OU objects in the domain . Once you have reviewed the reported permissions, you can use the /remove switch to revoke all permissions granted to that security group, thereby revoking the delegated authority.

The following is the usage for Dsrevoke:

dsrevoke /report|/remove [/domain:<domainname>] [/username:<username>]       [/password:<password>|*] [/root:<domain/OU>] <securityprincipal>
/report

Only reports the ACEs that have been set for the given principal on all domain and OU objects under root.

/remove

Reports and then removes (after confirmation) the aces for the given principal.

/domain

DNS or Netbios name of domain (must be specified when <securityprincipal> is in domain other than default or if alternate credentials are provided).

/username

Username if alternate credentials must be specified.

/password

Will prompt for password.

/root

Root OU to start search for ACEs. If not specified will default to the specified domain’s default naming context (the root domain or OU must be specified using x500 format; if the domain name must include spaces, enclose the option in quotes, e.g., “/root:..”).

<securityprincipal>

Domain\User or Domain\Group for the security principal being looked up.
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Note

Dsrevoke removes only permissions; if a role has user rights applied, you must manually remove them by modifying the appropriate Group Policy. Also, because Dsrevoke works only on domain objects and OUs, you must manually remove ACEs if you set them on a container object or if you explicitly set permissions on an object within a container or OU. For this reason, it is recommended that you always apply permissions to OUs rather than to specific objects within OUs, and that you apply permissions to child OUs by using inheritance. Finally, because Dsrevoke works only on domain objects and OUs, you cannot use it to remove permissions from the Configuration and Schema directory partitions. Consequently, you typically cannot use Dsrevoke to revoke delegation of service management tasks.

Appendix H: Active Directory Display Name Mappings

This appendix shows display name mappings organized in the following tables:

· Classes Display

· Attributes Display

· Attributes Display, Class View

Classes Display Name Mappings

	cn
	lDAPDisplayName
	classDisplayName

	account
	account
	

	ACS-Policy
	aCSPolicy
	

	ACS-Resource-Limits
	aCSResourceLimits
	

	ACS-Subnet
	aCSSubnet
	

	Address-Book-Container
	addressBookContainer
	

	Address-Template
	addressTemplate
	

	Application-Entity
	applicationEntity
	

	Application-Process
	applicationProcess
	

	Application-Settings
	applicationSettings
	

	Application-Site-Settings
	applicationSiteSettings
	

	Application-Version
	applicationVersion
	

	Attribute-Schema
	attributeSchema
	

	Builtin-Domain
	builtinDomain
	

	Category-Registration
	categoryRegistration
	

	Certification-Authority
	certificationAuthority
	

	Class-Registration
	classRegistration
	

	Class-Schema
	classSchema
	

	Class-Store
	classStore
	

	Com-Connection-Point
	comConnectionPoint
	

	Computer
	computer
	Computer 

	Configuration
	configuration
	

	Connection-Point
	connectionPoint
	

	Contact
	contact
	Contact

	Container
	container
	Container

	Control-Access-Right
	controlAccessRight
	

	Country
	country
	

	CRL-Distribution-Point
	cRLDistributionPoint
	

	Cross-Ref
	crossRef
	

	Cross-Ref-Container
	crossRefContainer
	

	Device
	device
	

	Dfs-Configuration
	dfsConfiguration
	

	DHCP-Class
	dHCPClass
	

	Display-Specifier
	displaySpecifier
	

	Display-Template
	displayTemplate
	

	DMD
	dMD
	

	Dns-Node
	dnsNode
	

	Dns-Zone
	dnsZone
	

	document
	document
	

	documentSeries
	documentSeries
	

	Domain
	domain
	

	Domain-DNS
	domainDNS
	Domain 

	Domain-Policy
	domainPolicy
	Domain Policy

	domainRelatedObject
	domainRelatedObject
	

	DSA
	dSA
	

	DS-UI-Settings
	dSUISettings
	

	Dynamic-Object
	dynamicObject
	

	File-Link-Tracking
	fileLinkTracking
	

	File-Link-Tracking-Entry
	fileLinkTrackingEntry
	

	Foreign-Security-Principal
	foreignSecurityPrincipal
	Foreign Security Principal 

	friendlyCountry
	friendlyCountry
	

	FT-Dfs
	fTDfs
	

	Group
	group
	Group

	Group-Of-Names
	groupOfNames
	

	groupOfUniqueNames
	groupOfUniqueNames
	

	Group-Policy-Container
	groupPolicyContainer
	

	Index-Server-Catalog
	indexServerCatalog
	

	inetOrgPerson
	inetOrgPerson
	InetOrgPerson

	Infrastructure-Update
	infrastructureUpdate
	

	Intellimirror-Group
	intellimirrorGroup
	IntelliMirror Group

	Intellimirror-SCP
	intellimirrorSCP
	IntelliMirror Service

	Inter-Site-Transport
	interSiteTransport
	Inter-Site Transport 

	Inter-Site-Transport-Container
	interSiteTransportContainer
	Inter-Site Transports Container

	Ipsec-Base
	ipsecBase
	

	Ipsec-Filter
	ipsecFilter
	

	Ipsec-ISAKMP-Policy
	ipsecISAKMPPolicy
	

	Ipsec-Negotiation-Policy
	ipsecNegotiationPolicy
	

	Ipsec-NFA
	ipsecNFA
	

	Ipsec-Policy
	ipsecPolicy
	

	Leaf
	Leaf
	

	Licensing-Site-Settings
	licensingSiteSettings
	Licensing Site Settings

	Link-Track-Object-Move-Table
	linkTrackObjectMoveTable
	

	Link-Track-OMT-Entry
	linkTrackOMTEntry
	

	Link-Track-Vol-Entry
	linkTrackVolEntry
	

	Link-Track-Volume-Table
	linkTrackVolumeTable
	

	Locality
	locality
	

	Lost-And-Found
	lostAndFound
	

	Mail-Recipient
	mailRecipient
	

	Meeting
	meeting
	

	ms-COM-Partition
	msCOM-Partition
	

	ms-COM-PartitionSet
	msCOM-PartitionSet
	

	ms-DS-App-Configuration
	msDS-App-Configuration
	

	ms-DS-App-Data
	msDS-AppData
	

	ms-DS-Az-Admin-Manager
	msDS-AzAdminManager
	

	ms-DS-Az-Application
	msDS-AzApplication
	

	ms-DS-Az-Operation
	msDS-AzOperation
	

	ms-DS-Az-Role
	msDS-AzRole
	

	ms-DS-Az-Scope
	msDS-AzScope
	

	ms-DS-Az-Task
	msDS-AzTask
	

	ms-DS-Quota-Container
	msDS-QuotaContainer
	

	ms-DS-Quota-Control
	msDS-QuotaControl
	

	ms-Exch-Configuration-Container
	msExchConfigurationContainer
	

	ms-ieee-80211-Policy
	msieee80211-Policy
	

	MSMQ-Configuration
	mSMQConfiguration
	MSMQ Configuration 

	MSMQ-Custom-Recipient
	msMQ-Custom-Recipient
	MSMQ Queue Alias 

	MSMQ-Enterprise-Settings
	mSMQEnterpriseSettings
	MSMQ Enterprise

	MSMQ-Group
	msMQ-Group
	MSMQ Group 

	MSMQ-Migrated-User
	mSMQMigratedUser
	MSMQ Upgraded User 

	MSMQ-Queue
	mSMQQueue
	MSMQ Queue 

	MSMQ-Settings
	mSMQSettings
	MSMQ Settings

	MSMQ-Site-Link
	mSMQSiteLink
	MSMQ Routing Link

	ms-PKI-Enterprise-Oid
	msPKI-Enterprise-Oid
	

	ms-PKI-Key-Recovery-Agent
	msPKI-Key-Recovery-Agent
	

	ms-PKI-Private-Key-Recovery-Agent
	msPKI-PrivateKeyRecoveryAgent
	

	MS-SQL-OLAPCube
	mS-SQL-OLAPCube
	

	MS-SQL-OLAPDatabase
	mS-SQL-OLAPDatabase
	

	MS-SQL-OLAPServer
	mS-SQL-OLAPServer
	

	MS-SQL-SQLDatabase
	mS-SQL-SQLDatabase
	

	MS-SQL-SQLPublication
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	WWW-Home-Page
	wWWHomePage
	Web Page Address
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	x121Address
	

	x500uniqueIdentifier
	x500uniqueIdentifier
	


Attributes Display, Class View Name Mappings1
	Class
	attributeDisplayNames

	computer 
	samAccountName,Computer name (pre-Windows 2000);operatingSystemVersion,Operating System Version;operatingSystem,Operating System;managedBy,Managed By;description,Description;cn,Name; 

	contact
	wWWHomePage,Web Page Address;url,Web Page Address (Others);title,Job Title;telexNumber,Telex Number (Others);telephoneNumber,Telephone Number;streetAddress,Street Address;st,State/Province;sn,Last Name;primaryTelexNumber,Telex Number;primaryInternationalISDNNumber,International ISDN Number;postOfficeBox,Post Office Box;postalCode,ZIP/Postal Code;physicalDeliveryOfficeName,Office Location;personalTitle,Title;pager,Pager Number;otherTelephone,Phone Number (Others);otherPager,Pager Number (Others);otherMobile,Mobile Number (Others);otherMailbox,E-Mail Address (Others);otherIpPhone,IP Phone Number (Others);otherHomePhone,Home Phone Number (Others);otherFacsimileTelephoneNumber,Fax Number (Others);mobile,Mobile Number;middleName,Middle Name;memberOf,Member Of;manager,Manager;mail,E-Mail Address;l,City;ipPhone,IP Phone Number;internationalISDNNumber,International ISDN Number (Others);info,Notes;initials,Initials;homePostalAddress,Home Address;homePhone,Home Phone;givenName,First Name;generationQualifier,Generational Suffix;facsimileTelephoneNumber,Fax Number;employeeID,Employee ID;division,Division;distinguishedName,X500 Distinguished Name;displayName,Display Name;directReports,Direct Reports;description,Description;department,Department;company,Company;comment,Comment;cn,Name;co,Country;c,Country Abbreviation;assistant,Assistant; 

	container
	description,Description;cn,Name; 

	domainDNS
	description,Description;dc,Name; 

	domainPolicy 
	 

	foreignSecurityPrincipal 
	description,Description;cn,Name; 

	group
	wWWHomePage,Web Page Address;url,Web Page Address (Others);samAccountName,Group name (pre-Windows 2000);physicalDeliveryOfficeName,Office Location;info,Notes;member,Members;managedBy,Managed By;l,City;distinguishedName,X500 Distinguished Name;description,Description;c,Country Abbreviation;cn,Name; 

	inetOrgPerson
	assistant,Assistant;cn,Name;c,Country Abbreviation;co,Country;comment,Comment;company,Company;department,Department;description,Description;directReports,Direct Reports;distinguishedName,X500 Distinguished Name;division,Division;employeeID,Employee ID;facsimileTelephoneNumber,Fax Number;generationQualifier,Generational Suffix;givenName,First Name;homeDirectory,Home Folder;homeDrive,Home Drive;homePhone,Home Phone;homePostalAddress,Home Address;initials,Initials;internationalISDNNumber,International ISDN Number (Others);ipPhone,IP Phone Number;l,City;mail,E-Mail Address;manager,Manager;memberOf,Member Of;middleName,Middle Name;mobile,Mobile Number;info,Notes;otherFacsimileTelephoneNumber,Fax Number (Others);otherHomePhone,Home Phone (Others);otherIpPhone,IP Phone Number (Others);otherMailbox,E-Mail Address (Others);otherMobile,Mobile Number (Others);otherPager,Pager Number (Others);otherTelephone,Phone Number (Others);pager,Pager Number;personalTitle,Title;physicalDeliveryOfficeName,Office Location;postalCode,ZIP/Postal Code;postOfficeBox,Post Office Box;primaryInternationalISDNNumber,International ISDN Number;primaryTelexNumber,Telex Number;samAccountName,Logon Name (pre-Windows 2000);sn,Last Name;st,State/Province;streetAddress,Street Address;telephoneNumber,Telephone Number;telexNumber,Telex Number (Others);title,Job Title;url,Web Page Address (Others);displayName,Display Name;userWorkstations,Logon Workstations;userPrincipalName,Logon Name;wWWHomePage,Web Page Address; 

	IntellimirrorGroup 
	 

	IntellimirrorSCP 
	 

	interSiteTransport 
	 

	interSiteTransportContainer
	 

	licensingSiteSettings
	 

	lostAndFound 
	description,Description;cn,Name; 

	msCOM-Partition
	 

	msCOM-PartitionSet 
	 

	msMQ-Custom-Recipient
	msMQ-Recipient-FormatName,Format Name;description,Description;cn,Name; 

	msMQ-Group 
	member,Member Queues;description,Description;cn,Name; 

	mSMQConfiguration
	 

	mSMQEnterpriseSettings 
	 

	mSMQMigratedUser 
	 

	mSMQQueue
	 

	mSMQSettings 
	 

	mSMQSiteLink 
	 

	nTDSConnection 
	 

	nTDSDSA
	 

	nTDSService
	 

	nTDSSiteSettings 
	 

	nTFRSMember
	 

	nTFRSReplicaSet
	 

	nTFRSSettings
	 

	nTFRSSubscriber
	 

	nTFRSSubscriptions 
	 

	organizationalUnit 
	managedBy,Managed By;description,Description;ou,Name; 

	pKICertificateTemplate 
	description,Description;cn,Name; 

	printQueue 
	versionNumber,Object Version;url,Web Page Address;serverName,Server Name;printStaplingSupported,Supports Stapling;printShareName,Share Name;printPagesPerMinute,Pages per Minute;printRateUnit,Speed Units;printRate,Speed;printOwner,Owner Name;printMemory,Installed Memory;printMediaSupported,Paper Types Supported;printMediaReady,Paper Available;printMaxResolutionSupported,Maximum Resolution;printLanguage,Printer Language;printerName,Name;printDuplexSupported,Supports Double-sided Printing;printColor,Supports Color Printing;printCollate,Supports Collation;printBinNames,Input Trays;portName,Port;location,Location;driverName,Model;description,Comment;contactName,Contact;assetNumber,Asset Number;uNCName,Network Name;cn,Directory Service Name; 

	queryPolicy
	 

	remoteStorageServicePoint
	cn,Name 

	rpcContainer 
	description,Description;cn,Name; 

	server 
	 

	serversContainer 
	 

	serviceAdministrationPoint 
	 

	site 
	 

	siteLink 
	 

	siteLinkBridge 
	 

	sitesContainer 
	 

	subnet 
	 

	subnetContainer
	 

	trustedDomain
	description,Description;cn,Name; 

	user 
	wWWHomePage,Web Page Address;userPrincipalName,Logon Name;userWorkstations,Logon Workstations;displayName,Display Name;url,Web Page Address (Others);title,Job Title;telexNumber,Telex Number (Others);telephoneNumber,Telephone Number;streetAddress,Street Address;st,State/Province;sn,Last Name;samAccountName,Logon Name (pre-Windows 2000);primaryTelexNumber,Telex Number;primaryInternationalISDNNumber,International ISDN Number;postOfficeBox,Post Office Box;postalCode,ZIP/Postal Code;physicalDeliveryOfficeName,Office Location;personalTitle,Title;pager,Pager Number;otherTelephone,Phone Number (Others);otherPager,Pager Number (Others);otherMobile,Mobile Number (Others);otherMailbox,E-Mail Address (Others);otherIpPhone,IP Phone Number (Others);otherHomePhone,Home Phone Number (Others);otherFacsimileTelephoneNumber,Fax Number (Others);info,Notes;mobile,Mobile Number;middleName,Middle Name;memberOf,Member Of;manager,Manager;mail,E-Mail Address;l,City;ipPhone,IP Phone Number;internationalISDNNumber,International ISDN Number (Others);initials,Initials;homePostalAddress,Home Address;homePhone,Home Phone;homeDrive,Home Drive;homeDirectory,Home Folder;givenName,First Name;generationQualifier,Generational Suffix;facsimileTelephoneNumber,Fax Number;employeeID,Employee ID;division,Division;distinguishedName,X500 Distinguished Name;directReports,Direct Reports;description,Description;department,Department;company,Company;comment,Comment;co,Country;c,Country Abbreviation;cn,Name;assistant,Assistant;

	volume 
	uNCName,Network Path;keywords,Keywords;managedBy,Managed By;description,Description;cn,Name; 

	Default2
	description,Description;cn,Name; 

	DS-UI-Default-Settings2
	 

	localPolicy2
	 

	nTDSSettings2
	


1 This table lists only classes/items defined in the display specifier container.
2 These items are not defined in the schema, but are provided with classDisplayName or have a place holder in the display specifier container.
Appendix I: Default Container Hierarchy for Active Directory Partitions

This appendix contains the default container hierarchy for all Active Directory partitions.

Configuration Directory Partition

The configuration directory partition root object has the following child objects:

DisplaySpecifiers

Contains the objects that define different user interfaces for each object class in the schema that requires a graphical user interface (for example, right-click menus and property pages).

Extended-Rights

Stores objects of class controlAccessRight that can be used by applications to extend standard access control.

ForestUpdates

Stores operation objects that are generated by forest preparation tasks (when you run adprep /forestprep) so that the system can check for the tasks that have and have not been completed when you are upgrading the first domain controller in the forest to Windows Server 2003. The child object CN=Operations contains the objects that represent each update operation. These objects are named for the GUID of the operation. The child object CN=Windows2003Update is created to indicate that all adprep operations have run.

LostAndFoundConfig

Provides storage for global configuration objects that have been created in or moved to a location that no longer exists after replication.

NTDS Quotas

Stores objects (class msDS-QuotaControl) that contain object ownership quota assignments for the configuration directory partition. Quotas limit the number of objects that a user (including inetOrgPerson), group, computer, or service can own in a domain, configuration, or application directory partition.
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Note

This container only exists in Windows Server 2003 Active Directory.

Partitions

Stores the cross-references to every directory partition in the forest, including the configuration partition, the schema partitions, and all domain directory partitions.

Physical Locations

Serves no purpose in Windows 2000 Server or Windows Server 2003. It is reserved for future use.

Services

Stores network-wide, service-specific information that applications use to connect to instances of services in the forest.
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Note

The Services node in Active Directory Sites and Services is hidden by default. To reveal the Services node, right-click Active Directory Sites and Services, point to View, and then click Show Services Node.
Sites

Stores all of the site objects in the enterprise network, objects that represent replicating domain controllers in those sites, and objects that define the replication topology.

Well-Known Security Principals

Contains the special identities that are defined by the security system, such as Everyone, LocalSystem, Principal Self, Authenticated User, and Creator Owner.

Schema Directory Partition

Similarly, there is only one schema directory partition per forest. The schema directory partition contains the definitions of all objects that can be instantiated in Active Directory. It also stores the definitions of all attributes that can be a part of objects in Active Directory. Every domain controller has one fully writeable copy of the schema directory partition, although schema updates are allowed only on the domain controller that is the schema operations master.
The schema directory partition root object contains one child object for each class of objects that can be instantiated in the Active Directory forest and contains one object for each attribute that can be part of an object in the Active Directory forest.

Domain Directory Partitions

The domain directory partition root object has the following child objects:

Builtin

Stores built-in groups. All built-in groups have a well-known security identifier (SID).

Computers

Default storage area for new computer objects that were originally created through legacy APIs that are not Active Directory–aware.

Domain Controllers

Default container for new domain controllers. The Domain Controllers container cannot be renamed.

ForeignSecurityPrincipals

Proxy objects for security principals that are from Microsoft® Windows NT® version 4.0 operating system domains or Windows NT® 3.51 domains, or that are from different forests, and that have been added to Windows® 2000 or Windows Server 2003 groups.

LostAndFound (Advanced Features)

Storage area for new domain-wide objects whose containers were deleted elsewhere at the same time that the object was created. The LostAndFoundConfig container in the configuration directory partition serves the same purpose for forest-wide objects.

NTDS Quotas (Advanced Features)

Storage area for objects of class msDS-QuotaControl, which contain object ownership quotas for the domain directory partition. Quotas limit the number of objects that a user, group, computer, or service can create in a directory partition.
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Note

This container only exists in Windows Server 2003 Active Directory.

Program Data (Advanced Features)

Empty container that is available for applications to store application-specific data in the domain directory partition.

System (Advanced Features)

Built-in system settings for the various system service containers and objects.

Users

Default storage area for new user accounts that are created through legacy APIs that are not Active Directory–aware.
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Note

The Users container, the Computers container, and several other special containers, called “well-known” containers, can be dependably located by applications.
Deleted Objects

A special container, not visible in the user interface (UI), to which objects are moved when they are deleted.

Infrastructure

An object of class infrastructureUpdate that identifies the NTDS settings object of the domain controller that holds the infrastructure master role for the domain.
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Note

(Advanced Features) above refers to the fact that, when using the Active Directory Users and Computers MMC snap-in, this container is only visible if the snap-in if the Advanced Features option is checked.

Appendix J: Default Owners of Active Directory Objects

This appendix contains information about differences between the administrative groups that become default object owners in Windows 2000 and Windows Server 2003.

Default Owners in Windows 2000 Server

In Windows 2000 Server Active Directory, the following rules of ownership apply for new object creation in all directory partition types, including configuration, schema, and domain:

· If the requestor is a member of the Builtin Administrators group, the default object owner is the Administrators group.

· If the requester is a member of the Domain Admins group of the domain of the contacted domain controller, the default object owner is the Domain Admins.

· If the requestor is not a member of the Builtin Administrators group or the Domain Admins group of the domain of the contacted domain controller, the default object owner is the requestor.

Default Owners in Windows Server 2003

In Windows Server 2003 Active Directory, the following major differences affect how ownership of new objects is computed:

· Rules of ownership are specific to the target directory partition type.

· The Enterprise Admins group is considered for forest-wide objects, not just the Domain Admins group. If the requestor is a member of the Enterprise Admins group, the default object owner is the group, not the individual requestor.
· The Builtin Administrators group no longer has default group ownership of directory objects.

The following table shows how ownership rules are applied, from highest to lowest precedence, relative to the different directory partition types and requestor membership in administrative groups.

Windows Server 2003 Default Object Ownership Rules of Precedence

	Directory Partition Type
	Requestor Group
	Default Owner

	Configuration
	Enterprise Admins
	Enterprise Admins

	
	Domain Admins
	Domain Admins group of the domain of the contacted domain controller

	
	Builtin Administrators
	Token-user

	
	Other
	Default-owner-in-token

	Schema
	Schema Admins
	Schema Admins

	
	Enterprise Admins
	Enterprise Admins

	
	Domain Admins
	Domain Admins group of the domain of the contacted domain controller

	
	Builtin Administrators
	Token-user

	
	Other
	Default-owner-in-token

	Domain
	Domain Admins
	Domain Admins group of the domain of the contacted domain controller

	
	Enterprise Admins
	Enterprise Admins

	
	Builtin Administrators
	Token-user

	
	Other
	Default-owner-in-token

	Application
	Domain Admins
	Domain Admins of the security descriptor reference domain of the application directory partition

	
	Enterprise Admins
	Enterprise Admins

	
	Builtin Administrators
	Token-user

	
	Other
	Default-owner-in-token


Appendix K: Default Settings in the Master Security Descriptor of the AdminSDHolder Object

This appendix provides the default settings in the master security descriptor of the AdminSDHolder object for Windows 2000 and Windows Server 2003.

Default Setting in the Master Security Descriptor of the AdminSDHolder Object for Windows 2000 Server

	Type
	Name
	Permission
	Apply To

	Allow
	Administrators
	· List Contents

· Read All Properties

· Write All Properties

· Delete

· Read Permissions

· Modify Permissions

· Modify Owner

· All Validated Writes

· All Extended Rights

· Create All Child Objects

· Delete All Child Objects
	This object only

	Allow
	Authenticated Users
	· List Contents

· Read All Properties

· Read Permissions
	This object only

	Allow
	Domain Admins
	· List Contents

· Read All Properties

· Write All Properties

· Read Permissions

· Modify Permissions

· Modify Owner

· All Validated Writes

· All Extended Rights

· Create All Child Objects

· Delete All Child Objects
	This object only

	Allow
	Enterprise Admins
	· List Contents

· Read All Properties

· Write All Properties

· Read Permissions

· Modify Permissions

· Modify Owner

· All Validated Writes

· All Extended Rights

· Create All Child Objects

· Delete All Child Objects
	This object only

	Allow
	Everyone
	· Change Password
	This object only

	Allow
	Pre–Windows 2000 Compatible Access
	· List Contents

· Read All Properties

· Read Permissions
	User objects

	Allow
	SYSTEM
	· Full Control
	This object only


Default Setting in the Master Security Descriptor of the AdminSDHolder Object for Windows Server 2003

	Type
	Name
	Permission
	Apply To

	Allow
	Administrators
	· List Contents

· Read All Properties

· Write All Properties

· Delete

· Read Permissions

· Modify Permissions

· Modify Owner

· All Validated Writes

· All Extended Rights

· Create All Child Objects

· Delete All Child Objects
	This object only

	Allow
	Authenticated Users
	· List Contents

· Read All Properties

· Read Permissions
	This object only

	Allow
	Domain Admins
	· List Contents

· Read All Properties

· Write All Properties

· Read Permissions

· Modify Permissions

· Modify Owner

· All Validated Writes

· All Extended Rights

· Create All Child Objects

· Delete All Child Objects
	This object only

	Allow
	Enterprise Admins
	· List Contents

· Read All Properties

· Write All Properties

· Read Permissions

· Modify Permissions

· Modify Owner

· All Validated Writes

· All Extended Rights

· Create All Child Objects

· Delete All Child Objects
	This object only

	Allow
	Everyone
	· Change Password
	This object only

	Allow
	Pre–Windows 2000 Compatible Access
	· List Contents

· Read All Properties

· Read Permissions
	User and InetOrgPerson objects

	Allow
	SYSTEM
	· Full Control
	This object only

	Allow
	SELF
	· Change Password
	This object only

	Allow
	Cert Publisher
	· Read user Cert

· Write user Cert
	This object only

	Allow
	Windows Authorization Access Group
	· Read tokenGroups GlobalAndUniversal
	This object only

	Allow
	Terminal Server License Servers
	· Read terminalServer*

· Write terminalServer*
	This object only


The terminalServer property, as well as many other properties, is defined in the schema but filtered from display in the ACL editor UI. The list of filtered properties is stored in the file Dssec.dat that is located in the systemroot\System32 folder on all domain controllers. If you need to apply permissions to a property that is not shown in the UI, you can edit the entry in Dssec.dat to display the filtered properties through the UI. For more information about editing this file, see article 296490, “How to Modify the Filtered Properties of an Object (296490)” in the Microsoft Knowledge Base at http://go.microsoft.com/fwlink/?LinkId=4441.

The following table shows the difference in permissions between the default setting in the master security descriptor of the AdminSDHolder object for Windows 2000 and Windows Server 2003 by list permissions that are added in Windows Server 2003.

New Permissions in Windows Server 2003

	Type
	Name
	Permission
	Apply To

	Allow
	Pre–Windows 2000 Compatible Access
	· List Contents

· Read All Properties

· Read Permissions
	InetOrgPerson objects

	Allow
	SELF
	· Change Password
	This object only

	Allow
	Cert Publishers
	· Read user Cert

· Write user Cert
	This object only

	Allow
	Windows Authorization Access Group
	· Read tokenGroups
GlobalAndUniversal
	This object only

	Allow
	Terminal Server License Servers
	· Read terminalServer*

· Write terminalServer*
	This object only


The following is the DACL (in SDDL) on the ADMINSDHOLDER object in Windows 2000:

(A;;RPLCLORC;;;AU)

(A;;RPWPCRLCLOCCDCRCWDWOSWSD;;;BA)

(A;;RPWPCRLCLOCCDCRCWDWOSW;;;EA)

(A;;RPWPCRLCLOCCDCRCWDWOSW;;;DA)

(A;;RPWPCRLCLOCCDCRCWDWOSDDTSW;;;SY)

(OA;;RP;037088f8-0ae1-11d2-b422-00a0c968f939;bf967aba-0de6-11d0-a285-00aa003049e2;RU)

(OA;;RP;59ba2f42-79a2-11d0-9020-00c04fc2d3cf;bf967aba-0de6-11d0-a285-00aa003049e2;RU)

(OA;;RP;bc0ac240-79a9-11d0-9020-00c04fc2d4cf;bf967aba-0de6-11d0-a285-00aa003049e2;RU)

(OA;;RP;4c164200-20c0-11d0-a768-00aa006e0529;bf967aba-0de6-11d0-a285-00aa003049e2;RU)

(OA;;RP;5f202010-79a5-11d0-9020-00c04fc2d4cf;bf967aba-0de6-11d0-a285-00aa003049e2;RU)

(OA;;RPLCLORC;;bf967aba-0de6-11d0-a285-00aa003049e2;RU)

(OA;;CR;ab721a53-1e2f-11d0-9819-00aa0040529b;;WD)

The following is the DACL (in SDDL) on the ADMINSDHOLDER object in Windows Server 2003:

(A;;RPLCLORC;;;AU)

(A;;RPWPCRLCLOCCDCRCWDWOSWSD;;;BA)

(A;;RPWPCRLCLOCCDCRCWDWOSW;;;EA)

(A;;RPWPCRLCLOCCDCRCWDWOSW;;;DA)

(A;;RPWPCRLCLOCCDCRCWDWOSDDTSW;;;SY)

(OA;;RP;037088f8-0ae1-11d2-b422-00a0c968f939;bf967aba-0de6-11d0-a285-00aa003049e2;RU)

(OA;;RP;59ba2f42-79a2-11d0-9020-00c04fc2d3cf;bf967aba-0de6-11d0-a285-00aa003049e2;RU)

(OA;;RP;bc0ac240-79a9-11d0-9020-00c04fc2d4cf;bf967aba-0de6-11d0-a285-00aa003049e2;RU)

(OA;;RP;4c164200-20c0-11d0-a768-00aa006e0529;bf967aba-0de6-11d0-a285-00aa003049e2;RU)

(OA;;RP;5f202010-79a5-11d0-9020-00c04fc2d4cf;bf967aba-0de6-11d0-a285-00aa003049e2;RU)

(OA;;RPLCLORC;;bf967aba-0de6-11d0-a285-00aa003049e2;RU)

(OA;;CR;ab721a53-1e2f-11d0-9819-00aa0040529b;;WD)

(OA;;CR;ab721a53-1e2f-11d0-9819-00aa0040529b;;PS)

(OA;;RPWP;bf967a7f-0de6-11d0-a285-00aa003049e2;;CA)

(OA;;RP;037088f8-0ae1-11d2-b422-00a0c968f939;4828CC14-1437-45bc-9B07-AD6F015E5F28;RU)

(OA;;RP;59ba2f42-79a2-11d0-9020-00c04fc2d3cf;4828CC14-1437-45bc-9B07-AD6F015E5F28;RU)

(OA;;RP;bc0ac240-79a9-11d0-9020-00c04fc2d4cf;4828CC14-1437-45bc-9B07-AD6F015E5F28;RU)

(OA;;RP;4c164200-20c0-11d0-a768-00aa006e0529;4828CC14-1437-45bc-9B07-AD6F015E5F28;RU)

(OA;;RP;5f202010-79a5-11d0-9020-00c04fc2d4cf;4828CC14-1437-45bc-9B07-AD6F015E5F28;RU)

(OA;;RPLCLORC;;4828CC14-1437-45bc-9B07-AD6F015E5F28;RU)

(OA;;RP;46a9b11d-60ae-405a-b7e8-ff8a58d456d2;;S-1-5-32-560)

(OA;;WPRP;6db69a1c-9422-11d1-aebd-0000f80367c1;;S-1-5-32-561)
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Note

In each case, though there are multiple ACEs granting Read-Property permissions to specific property-sets to the permissions to the Pre-Windows 2000 Compatible Access group, the following ACE grants blanket Read-Property permissions, in effect making the other ACEs unnecessary. However, for compatibility reasons, they should not be removed. The tables in this appendix document the access granted by the one ACE granting blanket read-property access.

Appendix L: Implementing Service Management Delegation Roles

This appendix describes how to implement your service management delegation roles. This appendix contains one section for each Microsoft recommended role. Each section contains the following information:

· The security group to create or use to represent the instance of the role

· The set of permissions that this security group should be granted

Implementing the Forest Configuration Operators Role
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To implement the one required instance of the Forest Configuration Operators role

30. Create a Universal Group called <Domain-Name> Domain Config Ops in this domain’s Service Management OU (ou=Service Management, dc=<Domain>).
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Note

If Universal groups are not available, create a Global security group.
31. Grant this group permissions required to perform assigned Installation Management tasks.
d. Grant this group the DS-Replication-Get-Changes extended right on the following objects:

· CN=Configuration, DC=<Forest-Root-Domain>

· CN=Schema, CN=Configuration, DC=<Forest-Root-Domain>

e. Grant this group the DS-Replication-Manage Topology extended right on the following objects:

· CN=Configuration, DC=<Forest-Root-Domain>

· CN=Schema, CN=Configuration, DC=<Forest-Root-Domain>

f. In a Windows 2000 Active Directory environment, additionally grant this group the DS-Replication-Get-Changes-All extended right on the following objects:

· CN=Configuration, DC=<Forest-Root-Domain>

· CN=Schema, CN=Configuration, DC=<Forest-Root-Domain>

g. In a Windows 2000 Active Directory environment, additionally grant this group the DS-Replication-Monitor-Topology extended right on the following objects:

· CN=Configuration, DC=<Forest-Root-Domain>

· CN=Schema, CN=Configuration, DC=<Forest-Root-Domain>

h. Grant this group the following permissions:

· Read All Properties on CN=Sites, CN=Configuration, DC=<Forest-Root-Domain> (Inheritable – apply onto this object and all child objects)

· Create All Child Objects on CN=Servers, CN=<Site>, CN=Sites, CN=Configuration, DC=<Forest-Root-Domain> (Inheritable – apply onto this object and all child objects)

· Create Computer objects on OU=Domain Controllers,DC=<domain>

· Full Control to “Creator Owner” on CN=Sites, CN=Configuration, DC=<Forest-Root-Domain> (Inheritable – apply onto this object and all child objects)

i. Grant this group the “Enable computer and user accounts to be trusted for delegation” user right by modifying the default domain controller security policy for this domain.
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Note

This is a very powerful user right and in general should be granted with care.
j. Finally, when a member of this group needs to add a replica DC, he/she must be granted Full Control on the computer object representing the server that is being promoted and must be made a member of the Local Administrators group on that computer.

32. Grant this group permissions required to perform assigned Operations Master Role Management tasks.

k. Grant this group the Change-Schema-Master extended right on cn=Schema, CN=Configuration, DC=<Forest-Root-Domain>

l. Grant this group the Change-Domain-Master extended right on cn=Partitions, CN=Configuration, DC=<Forest-Root-Domain>

m. Grant this group Write-Property permissions to write the fSMORoleOwner property on cn=Schema, CN=Configuration, DC=<Forest-Root-Domain>

n. Grant this group Write-Property permissions to write the fSMORoleOwner property on cn=Partitions, CN=Configuration, DC=<Forest-Root-Domain>

33. Grant this group permissions required to protect and manage trusts for the entire forest.

o. In each domain, grant this group the following permissions:

· Create Trusted-Domain objects on CN=System, DC=<domain>

· Delete Trusted-Domain objects on CN=System, DC=<domain>

· Write-Property to all attributes on Trusted-Domain objects CN=System, DC=<domain> (Inheritable ACE, applies to Trust objects)

· Additionally, if members of this group will use Active Directory trust management tools, make this group a member of the BuiltIn Admins group in the domain

[image: image32.wmf]
Note

All trust management tools in Active Directory require that an administrator performing trust management using these tools be a member of the BuiltIn Admins group in the domain.

34. Grant this group permissions required to perform LDAP policy management:

p. Grant this group Create Child permissions to create Query-Policy objects in the cn=Query-Policies,cn=Directory Service,cn=Windows NT,cn=Services,cn=Configuration, DC=<Forest-Root-Domain> container

q. Grant this group Delete Child permissions to create Query-Policy objects in the cn=Query-Policies,cn=Directory Service,cn=Windows NT,cn=Services,cn=Configuration, DC=<Forest-Root-Domain> container.

r. Grant this group Write All Properties permissions on Query-Policy objects in the cn=Query-Policies,cn=Directory Service,cn=Windows NT,cn=Services,cn=Configuration, DC=<Forest-Root-Domain> container. (Inheritable permissions)
s. To perform advanced LDAP policy administrative tasks such as affecting the LDAP query policies associated with a specific domain controller or with all domain controllers in a specific site, additional permissions might be required – to grant these permissions refer to “Appendix A: Active Directory Administrative Tasks.”
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Note

Note that as an alternative to the above, the pre-defined Enterprise Admins security group (CN=Enterprise Admins, CN=Users, DC=<Forest-Root-Domain>) can be used to represent this role. The Domain Admins security group has sufficient permissions required to carry out all the responsibilities assigned to this role. As an alternative, the Domain Admins security group could be used to represent the role instance specific to the domain.

Note that as another alternative to the above, an organization could choose to delegate a customized version of this role. All the permissions required to delegate an Active Directory administrative task are specific in “Appendix A: Active Directory Administration Tasks.”
Implementing the Domain Configuration Operators Role

[image: image34.wmf]
To implement the one required instance of the Domain Configuration Operators role

35. Create an OU called Service Management in every domain (CN=Service Management, DC=<domain>)
36. Create a Domain Local Group called <Domain-Name> Domain Config Ops in this domain’s Service Management OU (ou=Service Management, dc=<Domain>).

37. Grant this group permissions required to perform assigned Installation management tasks

t. Grant this group the Install Replica extended right on the following objects:

· DC=<domain>

u. Grant this group the DS-Replication-Get-Changes extended right on the following objects:

· DC=<domain>

· CN=Configuration, DC=<Forest-Root-Domain>

· CN=Schema, CN=Configuration, DC=<Forest-Root-Domain>

v. Grant this group the DS-Replication-Manage Topology extended right on the following objects:

· DC=<domain>

· CN=Configuration, DC=<Forest-Root-Domain>

· CN=Schema, CN=Configuration, DC=<Forest-Root-Domain>

w. In a Windows 2000 Active Directory environment, additionally grant this group the DS-Replication-Get-Changes-All extended right on the following objects:

· DC=<domain>

· CN=Configuration, DC=<Forest-Root-Domain>

· CN=Schema, CN=Configuration, DC=<Forest-Root-Domain>

x. In an Windows 2000 Active Directory environment, additionally grant this group the DS-Replication-Monitor-Topology extended right on the following objects:

· DC=<domain>

· CN=Configuration, DC=<Forest-Root-Domain>

· CN=Schema, CN=Configuration, DC=<Forest-Root-Domain>

y. Grant this group the following permissions:

· Read All Properties on CN=Sites, CN=Configuration, DC=<Forest-Root-Domain> (Inheritable – apply onto this object and all child objects)

· Create All Child Objects on CN=Servers, CN=<Site>, CN=Sites, CN=Configuration, DC=<Forest-Root-Domain> (Inheritable – apply onto this object and all child objects)

· Create Computer objects on OU=Domain Controllers,DC=<domain>

· Full Control to “Creator Owner” on CN=Sites, CN=Configuration, DC=<Forest-Root-Domain> (Inheritable – apply onto this object and all child objects)

z. Grant this group the “Enable computer and user accounts to be trusted for delegation” user right by modifying the default domain controller security policy for this domain.
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Note

This is a very powerful user right and in general should be granted with care.
aa. Finally, when a member of this group needs to add a replica DC, that member must be granted full control on the computer object representing the server that is being Promoted and must be made a member of the Local Administrators group on that computer.

38. Grant this group permissions required to perform assigned Operations Master Role management tasks.

ab. Grant this group the Change-RID-Master extended right on cn=RID Manager$, cn=System, dc=<Domain>

ac. Grant this group the Change-PDC extended right on dc=<Domain>

ad. Grant this group the Change-Infrastructure-Master on dc=<Domain>

ae. Grant this group Write-Property permissions to write the fSMORoleOwner property on cn=RID Manager$, cn=System, dc=<Domain>

af. Grant this group Write-Property permissions to write the fSMORoleOwner property on dc=<Domain>

ag. Grant this group Write-Property permissions to write the fSMORoleOwner property on cn=Infrastructure, dc=<Domain>

39. Grant this group permissions required to protect and manage the Domain Controllers OU

ah. Grant the group Full-Control over the Domain Controllers OU, CN=Domain Controllers, DC=<domain>

40. Grant this group permissions required to protect and manage content stored in the System container

ai. Grant the group Full-Control over the System container, CN=System, DC=<domain> (Inheritable – apply onto this object and all child objects)

41. Grant this group permissions required to raise the Domain Functionality level:

aj. Grant this group Write-Property permissions to write the ms-DS-behavior-version property on dc=<Domain>

42. Grant this group permissions required to restore Active Directory from backup if and when necessitated

ak. Grant this group the “Restore Files and Directories” user right by modifying the default domain controller security policy for this domain.

al. To perform and authoritative restore, a member of this group will require the credentials of the special Administrator account available only in DS Restore mode.
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Note

As one alternative to the above, the pre-defined Domain Admins security group (CN=Domain Admins, CN=Users, DC=<Forest-Root-Domain>) can be used to represent this role. The Enterprise Admins security group has sufficient permissions required to carry out all the responsibilities assigned to this role.

As another alternative to the above, an organization could choose to delegate a customized version of this role. All the permissions required to delegate an Active Directory administrative task are specific in “Appendix A: Active Directory Administration Tasks.”
Implementing the Security Policy Admins Role
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To implement the one required instance of the Security Policy Admins role

43. Create a Universal Group called <Forest-Name> Security Policy Admins in the Service Management OU (ou=Service Management, dc=<Forest Root Domain>).
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Note

If Universal groups are not available, create a Global Security group.
44. Use the Group Policy Management Console to modify the following permissions on the default Domain Policy object:
am. Grant the <Forest-Name> Security Policy Admins Edit permissions

an. Revoke Edit permissions from all other security principals
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Note

To download GPMC, see the Group Policy Management Console link on the Web Resources page at http://go.microsoft.com/fwlink/?LinkID=291. GPMC simplifies the management of Group Policy by making it easier to understand, deploy, manage, and troubleshoot Group Policy implementations. GPMC runs on Windows XP Professional SP1 and Windows Server 2003 computers and can manage Group Policy in either Windows 2000 or Windows Server 2003 domains.

45. Use the Group Policy Management Console to modify the following permissions on the default Domain Controllers Policy object:
ao. Grant the <Forest-Name> Security Policy Admins Edit permissions

ap. Revoke Edit permissions from all other security principals
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Note

Note that revoking Edit permissions for all other security principals only the <Forest> Security Policy Admins can edit these Group Policy settings based on current permissions. Any user or group who owns these security policies or has modify security permissions can grant themselves the ability to edit these settings. Thus, , revoking Edit permissions for all other security principals does not grant the <Forest> Security Policy Admins exclusive ability to modify these settings from a strict security perspective. Thus the <Forest> Security Policy Admins are not the only ones who can modify these settings. An organization should establish business policies that specify that any changes to the default Domain and default Domain Controller policies across all domains should be made only by the <Forest> Security Policy Admins. The purpose of introducing and enabling this role is to make service management more tractable and increase accountability.

Implementing the Service Admin Managers Role
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To implement the one required instance of the Service Admin Managers role

46. Create a Universal Group called <Forest-Name> Service Admin Managers in the forest root domain in the Service Management OU (ou=Service Management, dc=<Forest Root Domain>)
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Note

If Universal groups are not available, create a Global security group.
47. In each domain, modify the DACL on the ADMINSDHOLDER object in each domain (CN=AdminSDHolder, CN=System, DC=<domain> as follows:
aq. Grant the <Forest-Name> Service Admin Managers group Full-Control permissions on the object.

ar. Grant the Enterprise Admins group Full-Control permissions on the object.

as. Optionally, to ensure that members of no other security groups can modify the membership of or delete service administrator groups, modify the DACL of the object by remove all permissions granted to Domain Admins, Built-In Admins and Enterprise Admins.
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Note

Note that even if you remove all permissions granted to Built-In Admins, any administrator who has the Take Ownership of files or other objects user right granted in the Domain Controller Security Policy can still take ownership of a service administrator security group object or member user object. By default the Built-In Admins are granted this user right and by default Domain Admins and Enterprise Admins are members of the Built-In Admins group. Thus, removing permissions granted to Domain Admins, Built-In Admins and Enterprise Admins in the ADMINSDHOLDER object DACL will not allow a member of these groups to directly modify the membership of these groups or modify a member user, it will not prevent them from taking ownership of the 0bject representing a service administrator security group or member user and then modifying the object. If must ensure that the Service Admin Managers group is the only group that can truly manage all service administrator groups and members, consider taking away this privilege from the above set of administrative groups.

Implementing the Domain Controller Administrators Role

For each instance of this role, in each domain use the following procedure to implement an instance of the Domain Controller Administrators role.
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To implement an instance of the Domain Controller Administrators role

48. Create a Domain Local Group called <Domain-Name> <location> Domain Controller Admins in the Service Management OU in the domain (ou=Service Management, dc=<Domain>).
49. Make this group a member of the BuiltIn\Administrators group (CN=Administrators, CN=Builtin, DC=<domain>) in the domain.

Implementing the Backup Operators Role

The pre-defined Backup Operators security group (CN=Backup Operators, CN=Builtin, DC=<domain>) has all the permissions required to carry out all the responsibilities assigned to this role.

In each domain, use this domain specific security group to represent the role instance specific to the domain.

Implementing the Schema Administrators Role

The pre-defined Schema Admins security group (CN=Enterprise Admins, CN=Users, DC=<Forest-Root-Domain>) has all the permissions required to carry out all the responsibilities assigned to this role. Use this security group to represent this administrative role.

As a best-practice, keep the membership of this group empty and populate the membership of this group as and when a schema management administrative task needs to be performed.

Implementing the Replication Management Admins Role
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To implement the one recommended instance of the Replication Management Admins role

50. Create a Domain Local Group called <Forest-Name> Replication Management Admins in the Service Management OU (ou=Service Management, dc=<Forest Root Domain>).
51. Grant this group the following extended rights:

at. Grant the DS-Replication-Manage-Topology (Manage Replication Topology) extended right on CN=Configuration, DC=<Forest Root Domain>

au. Grant the DS-Replication-Manage-Topology (Manage Replication Topology) extended right on CN=Schema, CN=Configuration, DC=<Forest Root Domain>

av. Grant the DS-Replication-Manage-Topology (Manage Replication Topology) extended right on all domain partition heads including forest root domain

52. Grant this group the following permissions on the Sites container (CN=Sites, CN=Configuration, DC=<Forest-Root-Domain>:

· Create Site objects (non-inheritable)

· Delete Site objects (non-inheritable)

· Create Connection objects (inheritable)

· Delete Connection objects (inheritable)

· Write All Properties on this object and all child objects (inheritable)

53. Grant this group the following permissions on the Subnets container (CN=Subnets, CN=Sites, CN=Configuration, DC=<Forest-Root-Domain>:

· Create Subnet objects (inheritable)

· Delete Subnet objects (inheritable)

· Write All Properties on Subnet objects (inheritable)

54. Grant this group the following permissions on the Inter-Site Transports container (CN= Inter-Site Transports , CN=Sites, CN=Configuration, DC=<Forest-Root-Domain>:

· Create Site Link objects (non-inheritable)

· Delete Site Link objects (non-inheritable)

· Write All Properties on Site Link objects (inheritable)
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Note

In Active Directory, the creator of an object also becomes the owner of the object. The owner of the object has the implicit permission to give away ownership and to control access to the object. Thus, a delegated administrator who can create objects can grant other users permissions on the object created and can additionally use inheritance to grant him/her self or another user permissions on all child objects in the sub-tree rooted at this object. Administrators delegating responsibility should be aware of this issue. An organization could consider the creation and implementation of script that runs in Enterprise Admin credentials in the Configuration partition and takes ownership of objects that were created by delegated administrators. However the script should be careful enough to ensure that it only takes ownership of those objects that were created by administrators and not take ownership of objects created y the system or by Domain Controller computer accounts.

Implementing the Replication Monitoring Operators Role
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To implement the one recommended instance of the Replication Monitoring Operators role

55. Create a Domain Local Group called <Forest-Name> Replication Monitoring Ops in the Service Management OU (ou=Service Management, dc=<Forest Root Domain>).
56. In a Windows 2000 Active Directory environment grant this group the following permissions:

aw. Grant the DS-Replication-Manage-Topology (Manage Replication Topology) extended right on CN=Configuration, DC=<Forest Root Domain>

ax. Grant the DS-Replication-Manage-Topology (Manage Replication Topology) extended right on CN=Schema, CN=Configuration, DC=<Forest Root Domain>

ay. Grant the DS-Replication-Manage-Topology (Manage Replication Topology) extended rights on all domain partition heads including forest root domain
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Note

In Windows 2000, the Monitor Replication Topology right does not exist. Thus the Manage Replication Topology right needs to be granted to delegate the ability to monitor replication. Note that an individual who is granted the Manage Replication Topology extended right is sufficiently privileged to perform many security-sensitive operations including forcing topology regeneration etc. Thus, it is recommended that an organization put in place policies that govern the specific operations that delegated administrators in the Replication Monitoring Operators role are legally authorized to carry out. Alternatively, you could just implement the Replication Management Administrators role and assign responsibility for managing and monitoring replication to the same set of delegated administrators.

57. In a Windows Server 2003 Active Directory environment grant this group the following permissions:

az. Grant the DS-Replication-Monitor-Topology (Monitor Replication Topology) extended right on CN=Configuration, DC=<Forest Root Domain>

ba. Grant the DS-Replication-Monitor-Topology (Monitor Replication Topology) extended right on CN=Schema, CN=Configuration, DC=<Forest Root Domain>

bb. Grant the DS-Replication-Monitor-Topology (Monitor Replication Topology) extended right on all domain partition heads including forest root domain

Implementing the DNS Admins Role
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To implement the one recommended instance of the DNS Admins role

58. Create a Universal Group called <Forest-Name> DNS Admins in the Service Management OU (ou=Service Management, dc=<Forest Root Domain>).
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Note

If Universal groups are not available, create a Global security group.
59. Grant the <Forest-Name> DNS Admins the following permissions:
· Full control on CN=MicrosoftDNS, DC=ForestDnsZones, DC=<forest root domain>

60. Create one Global Group called <Domain-Name> DNS Admins in the Service Management OU for each domain (ou=Service Management, dc=<Forest Root Domain>).

61. In each domain and on ever NDNC used by DNS <domain>, grant the respective <Domain-Name> DNS Admins group the following permissions:

· Full control on CN=MicrosoftDNS, CN=System, DC=<domain>

· Full control on CN=MicrosoftDNS, DC=DomainDnsZones, DC=<domain>

62. Make the <Forest-Name> DNS Admins a member of the <Domain-Name> DNS Admins group from each domain.

Appendix M: Service Management Delegation Role Definitions

This appendix presents the set of administrative tasks assigned to every role. The set of recommended roles for delegating service management is as follows:

· Forest Configuration Operators
· Domain Configuration Operators

· Security Policy Administrators

· Service Admin Managers

· Domain Controller Administrators

· Backup Operators

· Schema Administrators

· Replication Management Administrators

· Replication Monitoring Operators

· DNS Administrators
Forest Configuration Operators Role

The following is the set of administrative tasks assigned to this role:

· Create a child domain in an existing domain tree
· Demote the last domain controller in a child domain

· Demote the last domain controller in a tree-root domain

· Raise forest functional level
· Create all types of trusts for all domains

· Delete all types of trusts for all domains

· Change the direction of a trust

· Enable/disable name suffix routing (for a given suffix) in a forest

· Reset the trust passwords shared by a trust-pair

· Force the removal of a trust

· Enable/disable SID History on an outbound forest trust

· Enable/disable SID filtering

· Enable selective authentication on an outbound forest/external trust

· Enable/disable placing of name suffix (top level names) information on a realm trust

· Add/remove top-level names from a realm trust

· Add/remove top-level name exclusions from a realm trust

· Modify the transitivity of a realm-trust

· Transfer the schema master role

· Transfer the domain naming master role

· Seize the schema master role

· Seize the domain naming master role
· Manage all LDAP query policy related administrative tasks

Domain Configuration Operators Role

The following is the set of administrative tasks assigned to this role:

· Create a replica (additional domain controller)
· Remove a replica

· Designate a domain controller as a global catalog

· Undesignate a domain controller as a global catalog

· Rename a domain controller

· Raise domain functional level
· Create a replica (additional domain controller)
· Remove a replica

· Transfer the RID master role

· Transfer the PDC emulator master role

· Transfer the infrastructure master role

· Seize the RID master role

· Seize the PDC emulator master role

· Seize the infrastructure master role
· Protect and manage the default domain controllers OU

· Protect and manage the content stored in the System container

· Restore Active Directory from backup

Security Policy Admins Role

The following is the set of administrative tasks assigned to this role:

· Manage all aspects of the Domain Controller Security Policy for all domains in the forest

· Manage the following aspects of Domain Security Policy for all domains in the forest:

· Password Policy
· Account Lockout

· Kerberos Policy
Service Admin Managers Role

The following is the set of administrative tasks assigned to this role:
· Manage and protect all service administrator security groups in the forest
· Manage and protect all service administrator accounts in the forest
Domain Controller Administrators Role

The following is the set of administrative tasks assigned to this role:

· Install and modify software

· Install service packs and hot-fixes

· Configure directory service settings in the registry

· Maintain and backing up event logs

· Configure the Service Control Manager

· Manage directory service files and Sysvol

· Start and shut down domain controllers

· Maintain Active Directory database and log files
Backup Operators Role

The following is the set of administrative tasks assigned to this role:

· Perform scheduled backups of Active Directory system state
Schema Administrators Role

The following is the set of administrative tasks assigned to this role:

· Enable schema modification on a domain controller in the enterprise

· Change the current schema master

· Add a class definition in the schema

· Add an attribute definition in the schema

· Modify a class definition in the schema

· Modify an attribute definition in the schema

· Update the schema cache on demand

· Deactivate a schema class object or resurrect a deactivated schema class object

· Deactivate an attribute class object or resurrect a deactivated schema attribute object

· Make an attribute indexed

· Add attributes to the ANR set

· Designate an attribute as a member of the partial attribute-set that is replicated to the global catalog

· Remove an attribute from the partial attribute-set that is replicated to the global catalog

Replication Management Administrators Role

The following is the set of administrative tasks assigned to this role:

· Create a site and add a site

· Rename a site

· Specify the location of a site

· Delete a site

· Create a subnet and add a subnet

· Specify the location of a subnet

· Associate a subnet with a site

· Delete a subnet

· Create a site link
· Add or remove sites to and from a site link

· Modify the cost associated with a site link

· Modify the replication period associated with a site link
· Modify the replication schedule for a site link

· Delete a site link
· Create a site link bridge (object)

· Add or remove sites to and from a site link bridge

· Create a single bridge for the entire network
· Turn off the “Bridge all site links” option for IP/SMTP transport

· Delete a site link bridge (object)
· Create a connection (only if needed)

· Delete a connection (only if needed)

· Take ownership of a KCC-generated connection object

· Manually set a schedule for connection objects

· Enable and disable data compression for inter-site replication
· Change the default setting for the intra-site replication schedule within a site

· Designate or remove a preferred bridgehead server

· Replace a failed preferred bridgehead server

· Force replication between two servers

· Force a synchronization between two servers
· Disable automatic topology generation for a site

· Disable automatic topology cleanup for a site

· Disable minimum hops topology for a site

· Disable automatic stale server detection for a site

· Disable automatic inter-site topology generation for a site

· Disable inbound replication on a domain controller
· Disable outbound replication on a domain controller
· Enable reciprocal replication between sites (only for IP transport links)

· Enable change notification between sites (only for IP transport links)

· Force replication topology generation
Replication Monitoring Operators

The following is the set of administrative tasks assigned to this role:

· Get replication latency information
· Get pending operations on a domain controller
· Get replication summary information
· Check replication status
DNS Administrators Role

The following is the set of administrative tasks assigned to this role:

· Install the DNS Server service on domain controllers

· Configure recursive name resolution settings
· Configure the forest root domain controller to host the DNS zone that corresponds to the forest root DNS name

· Configure the domain controllers for each regional domain to host the DNS zone that corresponds to the DNS name of the domain

· Configure the zone containing the forest-wide locator records to replicate to every DNS server in the forest by using the forest-wide DNS application partition
Appendix N: Default Active Directory Service Administrator Groups
Every installation of Active Directory has a number of default service administrative groups, some of which have all service management abilities. For example, members of the Enterprise Admins, Domain Admins, and Built-In Administrators groups can perform all administrative tasks that are involved in managing an Active Directory service deployment. For all practical purposes, these groups can be considered to have equal abilities.

By default, these accounts are granted access to directory and server resources when Active Directory is installed. The following table lists the default service administrator accounts and provides a brief description of each account, including the qualities that make each group a service administrative group. For Scope, a scope of Forest means that the group exists only on domain controllers in the forest root domain and that group members have privileges in all domains in the forest as well as in the configuration and schema directory partitions. A scope of Domain means that this group exists on domain controllers in every domain, but group members have privileges only in one domain.

Default Service Administrator Accounts

	Account Name (Mnemonic)
	Scope
	Description

	Enterprise Admins (EA)
	Forest
	This group is automatically added to the Administrators group in every domain in the forest, providing complete access to the configuration of all domain controllers. This group can modify the membership of all administrative groups. Its own membership can be modified only by the default service administrator groups in the root domain. This account is considered a service administrator.

	Schema Admins (SA)
	Forest
	This group has full administrative access to the schema. The membership of this group can be modified by any of the service administrator groups in the root domain. This account is considered a service administrator because its members can modify the schema, which governs the structure and content of the entire directory.

	Administrators (BA)
	Domain
	This built-in group controls access to all the domain controllers in its domain, and it can change the membership of all administrative groups. Its own membership can be modified by the default service administrator groups BA and DA in the domain, as well as the EA group. This group has the special privilege to take ownership of any object in the directory or any resource on a domain controller. This account is considered a service administrator because its members have full access to the domain controllers in the domain.

	Domain Admins (DA)
	Domain
	This group controls access to all domain controllers in a domain, and it can modify the membership of all administrative accounts in the domain. Its own membership can be modified by the service administrator groups BA and DA in its domain, as well as the EA group. This is a service administrator account because its members have full access to a domain’s domain controllers.

	Server Operators (SO)
	Domain
	By default, this built-in group has no members, and it has access to server configuration options on domain controllers. Its membership is controlled by the service administrator groups BA and DA in the domain, as well as the EA group. It cannot change any administrative group memberships. This is a service administrator account because its members have physical access to domain controllers and they can perform maintenance tasks (such as backup and restore), and they have the ability to change binaries that are installed on the domain controllers.

	Account Operators (AO)
	Domain
	By default, this built-in group has no members, and it can create and manage users and groups in the domain, including its own membership and that of the SO. This group is a service administrator because it can modify SO, which in turn can modify domain controller settings. As a best practice, you should leave the membership of this group empty and not use it at all for any delegated administration.

	Backup Operators (BO)
	Domain
	By default, this built-in group has no members, and it can perform backup and restore operations on domain controllers. Its membership can be modified by the default service administrator groups BA and DA in the domain, as well as the EA group. It cannot modify the membership of any administrative groups. While members of this group cannot change server settings or modify the configuration of the directory, they do have the permissions needed to replace files (including system files) on the domain controllers. Because of this, they are considered service administrators.

	Administrator
	DS Restore Mode
	This special account is created during the Active Directory installation process, and it is not the same as the Administrator account in the Active Directory database. This account is only used to start the domain controller in Active Directory Restore mode. When it is in restore mode, this account has full access to the directory database, as well as files (including system files) on the domain controller. Because of this, it is considered a service administrator.


For more information about these groups, see “Appendix B: Default Security Groups” earlier in this document.
Appendix O: Active Directory Delegation Wizard File

The Delegation of Control Wizard allows you to delegate administrative tasks to users or groups within a specific administrative scope and is primarily used to delegate data administration. This tool is driven by a customizable text file (Delegwiz.inf) and ships with a base set of common administrative tasks.

The list of tasks that can be delegated through the Delegation Wizard is maintained in the Delegwiz.inf file, which is created in the <Windows installation directory>\Inf folder. Administrators can modify this file to add or delete items from the list of tasks that can be delegated.

The Delegwiz.inf file that ships with Windows Server 2003 can be used to delegate about 13 common administrative tasks. This appendix contains an updated version of the file that can be used to delegate more than 70 administrative tasks.
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To use this appendix to modify the Delegwiz.inf file

To use this appendix perform the following steps:

63. Navigate to the <Windows installation directory>\Inf folder.
64. Back up the existing Delegwiz.inf file by copying it and renaming it to Delegwiz_backup.inf.

65. Open Notepad and create a new empty text file.

66. Copy the following into the text file:

[Version]

signature="$CHICAGO$"

[DelegationTemplates]

Templates = template1, template2, template3, template4, template5, template6, template7, template8, template9, template10, template11, template12, template13, template14, template15, template16, template17, template18, template19, template20, template21, template22, template23,template24, template25, template26, template27, template28, template29, template30, template31, template32, template33,template34, template35, template36, template37, template38, template39, template40, template41, template42, template43,template44, template45, template46, template47, template48, template49, template50, template51, template52, template53,template54, template55, template56, template57, template58, template59, template60, template61, template62, template63,template64, template65, template66, template67, template68, template69, template70

;---------------------------------------------------------

[template1]

AppliesToClasses=domainDNS,organizationalUnit,container

Description = "Create, delete, and manage user accounts"

ObjectTypes = SCOPE, user

[template1.SCOPE]

user=CC,DC

[template1.user]

@=GA

;---------------------------------------------------------

;---------------------------------------------------------

[template2]

AppliesToClasses=domainDNS,organizationalUnit,container

Description = "Reset user passwords and force password change at next logon"

ObjectTypes = user

[template2.user]

CONTROLRIGHT= "Reset Password"

pwdLastSet=RP,WP

;----------------------------------------------------------

;----------------------------------------------------------

[template3]

AppliesToClasses=domainDNS,organizationalUnit,container

Description = "Read all user information"

ObjectTypes = user

[template3.user]

@=RP

;----------------------------------------------------------

[template4]

AppliesToClasses = organizationalUnit,container

Description = "Create, delete and manage groups"

ObjectTypes = SCOPE, group

[template4.SCOPE]

group=CC,DC

[template4.group]

@=GA

;----------------------------------------------------------

;----------------------------------------------------------

[template5]

AppliesToClasses=domainDNS,organizationalUnit,container

Description = "Modify the membership of a group"

ObjectTypes = group

[template5.group]

member=RP,WP

;----------------------------------------------------------

;----------------------------------------------------------

[template6]

AppliesToClasses = domainDNS

Description = "Join a computer to the domain"

ObjectTypes = SCOPE

[template6.SCOPE]

computer=CC

;----------------------------------------------------------

;----------------------------------------------------------

[template7]

AppliesToClasses = domainDNS,organizationalUnit,site

Description = "Manage Group Policy links"

ObjectTypes = SCOPE

[template7.SCOPE]

gPLink=RP,WP

gPOptions=RP,WP

;----------------------------------------------------------

;---------------------------------------------------------

[template8]

AppliesToClasses=domainDNS,organizationalUnit

Description = "Generate Resultant Set of Policy (Planning)"

ObjectTypes = SCOPE

[template8.SCOPE]

CONTROLRIGHT= "Generate Resultant Set of Policy (Planning)"

;----------------------------------------------------------

;---------------------------------------------------------

[template9]

AppliesToClasses=domainDNS,organizationalUnit

Description = "Generate Resultant Set of Policy (Logging)"

ObjectTypes = SCOPE

[template9.SCOPE]

CONTROLRIGHT= "Generate Resultant Set of Policy (Logging)"

;----------------------------------------------------------

;---------------------------------------------------------

[template10]

AppliesToClasses=domainDNS,organizationalUnit,container

Description = "Create, delete, and manage inetOrgPerson accounts"

ObjectTypes = SCOPE, inetOrgPerson

[template10.SCOPE]

inetOrgPerson=CC,DC

[template10.inetOrgPerson]

@=GA

;---------------------------------------------------------

;---------------------------------------------------------

[template11]

AppliesToClasses=domainDNS,organizationalUnit,container

Description = "Reset inetOrgPerson passwords and force password change at next logon"

ObjectTypes = inetOrgPerson

[template11.inetOrgPerson]

CONTROLRIGHT= "Reset Password"

pwdLastSet=RP,WP

;----------------------------------------------------------

;----------------------------------------------------------

[template12]

AppliesToClasses=domainDNS,organizationalUnit,container

Description = "Read all inetOrgPerson information"

ObjectTypes = inetOrgPerson

[template12.inetOrgPerson]

@=RP

;----------------------------------------------------------

;---------------------------------------------------------

[template13]

AppliesToClasses=container

Description = "Create, Delete, and Manage WMI Filters"

ObjectTypes = SCOPE, msWMI-Som

[template13.SCOPE]

msWMI-Som=CC,DC

[template13.msWMI-Som]

@=GA

;----------------------------------------------------------

;---------------------------------------------------------

[template14]

AppliesToClasses=domainDNS,organizationalUnit

Description = "Create an Organizational Unit"

ObjectTypes = SCOPE

[template14.SCOPE]

organizationalUnit=CC

;----------------------------------------------------------

;---------------------------------------------------------

[template15]

AppliesToClasses=domainDNS,organizationalUnit

Description = "Delete a child Organizational Unit"

ObjectTypes = SCOPE

[template15.SCOPE]

organizationalUnit=DC

;----------------------------------------------------------

;---------------------------------------------------------

[template16]

AppliesToClasses=organizationalUnit

Description = "Delete this Organizational Unit"

ObjectTypes = organizationalUnit

[template16.organizationalUnit]

@=SD

;----------------------------------------------------------

;---------------------------------------------------------

[template17]

AppliesToClasses=domainDNS,organizationalUnit,container

Description = "Rename an Organizational Unit"

ObjectTypes = organizationalUnit

[template17.organizationalUnit]

ou=WP

name=WP

;----------------------------------------------------------

;---------------------------------------------------------

[template18]

AppliesToClasses=domainDNS,organizationalUnit,container

Description = "Modify Description of an Organizational Unit"

ObjectTypes = organizationalUnit

[template18.organizationalUnit]

description=WP

;----------------------------------------------------------

;---------------------------------------------------------

[template19]

AppliesToClasses=domainDNS,organizationalUnit,container

Description = "Modify Managed-By Information of an Organizational Unit"

ObjectTypes = organizationalUnit

[template19.organizationalUnit]

managedBy=WP

;----------------------------------------------------------

;---------------------------------------------------------

[template20]

AppliesToClasses=domainDNS,organizationalUnit,container

Description = "Delegate Control of an Organizational Unit"

ObjectTypes = organizationalUnit

[template20.organizationalUnit]

@=WD

;----------------------------------------------------------

;---------------------------------------------------------

[template21]

AppliesToClasses=domainDNS,organizationalUnit,container

Description = "Create a group"

ObjectTypes = SCOPE

[template21.SCOPE]

group=CC

;----------------------------------------------------------

;---------------------------------------------------------

[template22]

AppliesToClasses=domainDNS,organizationalUnit,container

Description = "Delete a child group"

ObjectTypes = SCOPE

[template22.SCOPE]

group=DC

;----------------------------------------------------------

;---------------------------------------------------------

[template23]

AppliesToClasses=domainDNS,organizationalUnit,container

Description = "Delete this group"

ObjectTypes = group

[template23.group]

@=SD

;----------------------------------------------------------

;---------------------------------------------------------

[template24]

AppliesToClasses=domainDNS,organizationalUnit,container

Description = "Rename a group"

ObjectTypes = group

[template24.group]

cn=WP

name=WP

;----------------------------------------------------------

;---------------------------------------------------------

[template25]

AppliesToClasses=domainDNS,organizationalUnit,container

Description = "Specify the Pre-Windows 2000 compatible name for the group"

ObjectTypes = group

[template25.group]

sAMAccountName=WP

;----------------------------------------------------------

;---------------------------------------------------------

[template26]

AppliesToClasses=domainDNS,organizationalUnit,container

Description = "Modify the description of a group"

ObjectTypes = group

[template26.group]

description=WP

;----------------------------------------------------------

;---------------------------------------------------------

[template27]

AppliesToClasses=domainDNS,organizationalUnit,container

Description = "Modify the scope of the group"

ObjectTypes = group

[template27.group]

groupType=WP

;----------------------------------------------------------

;---------------------------------------------------------

[template28]

AppliesToClasses=domainDNS,organizationalUnit,container

Description = "Modify the type of the group"

ObjectTypes = group

[template28.group]

groupType=WP

;----------------------------------------------------------

;---------------------------------------------------------

[template29]

AppliesToClasses=domainDNS,organizationalUnit,container

Description = "Modify notes for a group"

ObjectTypes = group

[template29.group]

info=WP

;----------------------------------------------------------

;---------------------------------------------------------

[template30]

AppliesToClasses=domainDNS,organizationalUnit,container

Description = "Modify group membership"

ObjectTypes = group

[template30.group]

member=WP

;----------------------------------------------------------

;---------------------------------------------------------

[template31]

AppliesToClasses=domainDNS,organizationalUnit,container

Description = "Specify Managed-By Information of a Group"

ObjectTypes = group

[template31.group]

managedBy=WP

;----------------------------------------------------------

;---------------------------------------------------------

[template32]

AppliesToClasses=domainDNS,organizationalUnit,container

Description = "Create a computer account"

ObjectTypes = SCOPE

[template32.SCOPE]

computer=CC

;----------------------------------------------------------

;---------------------------------------------------------

[template33]

AppliesToClasses=domainDNS,organizationalUnit,container

Description = "Delete a child computer account"

ObjectTypes = SCOPE

[template33.SCOPE]

computer=DC

;----------------------------------------------------------

;---------------------------------------------------------

[template34]

AppliesToClasses=domainDNS,organizationalUnit,container

Description = "Delete this computer account"

ObjectTypes = computer

[template34.computer]

@=SD

;----------------------------------------------------------

;---------------------------------------------------------

[template35]

AppliesToClasses=domainDNS,organizationalUnit,container

Description = "Rename a computer account"

ObjectTypes = computer

[template35.computer]

@=WP

;----------------------------------------------------------

;---------------------------------------------------------

[template36]

AppliesToClasses=domainDNS,organizationalUnit,container

Description = "Disable a computer account"

ObjectTypes = computer

[template36.computer]

userAccountControl=WP

;----------------------------------------------------------

;---------------------------------------------------------

[template37]

AppliesToClasses=domainDNS,organizationalUnit,container

Description = "Reset a computer account"

ObjectTypes = computer

[template37.computer]

CONTROLRIGHT= "Reset Password"

;----------------------------------------------------------

;---------------------------------------------------------

[template38]

AppliesToClasses=domainDNS,organizationalUnit,container

Description = "Specify the computer's description"

ObjectTypes = computer

[template38.computer]

description=WP

;----------------------------------------------------------

;---------------------------------------------------------

[template39]

AppliesToClasses=domainDNS,organizationalUnit,container

Description = "Specify Managed-By information for a computer account"

ObjectTypes = computer

[template39.computer]

managedBy=WP

;----------------------------------------------------------

;---------------------------------------------------------

[template40]

AppliesToClasses=domainDNS,organizationalUnit,container

Description = "Specify that a computer account be trusted for delegation"

ObjectTypes = computer

[template40.computer]

userAccountControl=WP

;----------------------------------------------------------

;---------------------------------------------------------

[template41]

AppliesToClasses=domainDNS,organizationalUnit,container

Description = "Create a user account in disabled state"

ObjectTypes = SCOPE

[template41.SCOPE]

user=CC

;----------------------------------------------------------

;---------------------------------------------------------

[template42]

AppliesToClasses=domainDNS,organizationalUnit,container

Description = "Create a user account"

ObjectTypes = SCOPE , user

[template42.SCOPE]

user=CC

[template42.user]

userAccountControl=WP

CONTROLRIGHT= "Reset Password"

;----------------------------------------------------------

;---------------------------------------------------------

[template43]

AppliesToClasses=domainDNS,organizationalUnit,container

Description = "Delete a child user account"

ObjectTypes = SCOPE

[template43.SCOPE]

user=DC

;----------------------------------------------------------

;---------------------------------------------------------

[template44]

AppliesToClasses=domainDNS,organizationalUnit,container

Description = "Delete this user account"

ObjectTypes = user

[template44.user]

@=SD

;----------------------------------------------------------

;---------------------------------------------------------

[template45]

AppliesToClasses=domainDNS,organizationalUnit,container

Description = "Rename a user account"

ObjectTypes = user

[template45.user]

cn=WP

name=WP

distinguishedName=WP

;----------------------------------------------------------

;---------------------------------------------------------

[template46]

AppliesToClasses=domainDNS,organizationalUnit,container

Description = "Disable a user account"

ObjectTypes = user

[template46.user]

userAccountControl=WP

;----------------------------------------------------------

;---------------------------------------------------------

[template47]

AppliesToClasses=domainDNS,organizationalUnit,container

Description = "Unlock a user account"

ObjectTypes = user

[template47.user]

lockoutTime=WP

;----------------------------------------------------------

;---------------------------------------------------------

[template48]

AppliesToClasses=domainDNS,organizationalUnit,container

Description = "Enable a disabled user account"

ObjectTypes = user

[template48.user]

userAccountControl=WP

;----------------------------------------------------------

;---------------------------------------------------------

[template49]

AppliesToClasses=domainDNS,organizationalUnit,container

Description = "Reset a user account's password"

ObjectTypes = user

[template49.user]

CONTROLRIGHT= "Change Password"

;----------------------------------------------------------

;---------------------------------------------------------

[template50]

AppliesToClasses=domainDNS,organizationalUnit,container

Description = "Force a user account to change the password at the next logon"

ObjectTypes = user

[template50.user]

CONTROLRIGHT= "Reset Password"

userPassword=WP

;----------------------------------------------------------

;---------------------------------------------------------

[template51]

AppliesToClasses=domainDNS,organizationalUnit,container

Description = "Modify a user's display name"

ObjectTypes = user

[template51.user]

adminDisplayName=WP

;----------------------------------------------------------

;---------------------------------------------------------

[template52]

AppliesToClasses=domainDNS,organizationalUnit,container

Description = "Modify a user account's description"

ObjectTypes = user

[template52.user]

description=WP

;----------------------------------------------------------

;---------------------------------------------------------

[template53]

AppliesToClasses=domainDNS,organizationalUnit,container

Description = "Modify a user's office location"

ObjectTypes = user

[template53.user]

physicalDeliveryOfficeName=WP

;----------------------------------------------------------

;---------------------------------------------------------

[template54]

AppliesToClasses=domainDNS,organizationalUnit,container

Description = "Modify a user's telephone number"

ObjectTypes = user

[template54.user]

telephoneNumber=WP

;----------------------------------------------------------

;---------------------------------------------------------

[template55]

AppliesToClasses=domainDNS,organizationalUnit,container

Description = "Modify the location of a user's primary web page"

ObjectTypes = user

[template55.user]

wWWHomePage=WP

;----------------------------------------------------------

;---------------------------------------------------------

[template56]

AppliesToClasses=domainDNS,organizationalUnit,container

Description = "Modify a user's UPN"

ObjectTypes = user

[template56.user]

userPrincipalName=WP

;----------------------------------------------------------

;---------------------------------------------------------

[template57]

AppliesToClasses=domainDNS,organizationalUnit,container

Description = "Modify a user's Pre-Windows 2000 user logon name"

ObjectTypes = user

[template57.user]

sAMAccountName=WP

;----------------------------------------------------------

;---------------------------------------------------------

[template58]

AppliesToClasses=domainDNS,organizationalUnit,container

Description = "Modify the hours during which a user can log on"

ObjectTypes = user

[template58.user]

logonHours=WP

;----------------------------------------------------------

;---------------------------------------------------------

[template59]

AppliesToClasses=domainDNS,organizationalUnit,container

Description = "Specify the computers from which a user can log on"

ObjectTypes = user

[template59.user]

userWorkstations=WP

;----------------------------------------------------------

;---------------------------------------------------------

;[template60]

;AppliesToClasses=domainDNS,organizationalUnit,container

;Description = "Set User cannot change password for a user account"

;ObjectTypes = user

;[template60.user]

;CONTROLRIGHT= "Change Password"

;----------------------------------------------------------

;---------------------------------------------------------

[template61]

AppliesToClasses=domainDNS,organizationalUnit,container

Description = "Set Password Never Expires for a user account"

ObjectTypes = user

[template61.user]

userAccountControl=WP

;----------------------------------------------------------

;---------------------------------------------------------

[template62]

AppliesToClasses=domainDNS,organizationalUnit,container

Description = "Set Store Password Using Reversible Encryption for a user account"

ObjectTypes = user

[template62.user]

userAccountControl=WP

;----------------------------------------------------------

;---------------------------------------------------------

[template63]

AppliesToClasses=domainDNS,organizationalUnit,container

Description = "Disable a user account"

ObjectTypes = user

[template63.user]

userAccountControl=WP

;----------------------------------------------------------

;---------------------------------------------------------

[template64]

AppliesToClasses=domainDNS,organizationalUnit,container

Description = "Set Smart card is required for interactive logon for a user account"

ObjectTypes = user

[template64.user]

userAccountControl=WP

;----------------------------------------------------------

;---------------------------------------------------------

[template65]

AppliesToClasses=domainDNS,organizationalUnit,container

Description = "Set Account is sensitive and cannot be delegated for a user account"

ObjectTypes = user

[template65.user]

userAccountControl=WP

;----------------------------------------------------------

;---------------------------------------------------------

[template66]

AppliesToClasses=domainDNS,organizationalUnit,container

Description = "Set Use DES encryption types for this account for a user account"

ObjectTypes = user

[template66.user]

userAccountControl=WP

;----------------------------------------------------------

;---------------------------------------------------------

[template67]

AppliesToClasses=domainDNS,organizationalUnit,container

Description = "Set Do not require Kerberos pre-authentication for a user account"

ObjectTypes = user

[template67.user]

userAccountControl=WP

;----------------------------------------------------------

;---------------------------------------------------------

[template68]

AppliesToClasses=domainDNS,organizationalUnit,container

Description = "Specify the date when a user account expires"

ObjectTypes = user

[template68.user]

accountExpires=WP

;----------------------------------------------------------

;---------------------------------------------------------

[template69]

AppliesToClasses=domainDNS,organizationalUnit,container

Description = "Specify a profile path for a user"

ObjectTypes = user

[template69.user]

profilePath=WP

;----------------------------------------------------------

;---------------------------------------------------------

[template70]

AppliesToClasses=domainDNS,organizationalUnit,container

Description = "Specify a logon script for a user"

ObjectTypes = user

[template70.user]

scriptPath=WP

;----------------------------------------------------------

67. Save the text file as delegwiz.inf in the <Windows installation directory>\Inf folder.

The Delegation Wizard will now allow you to delegate more than 70 data management administrative tasks.
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Note

For more information about modifying Delegwiz.inf, see article 308404, “HOW TO: Customize the Task List in the Delegation Wizard,” in the Microsoft Knowledge Baseon the Web at http://go.microsoft.com/fwlink/?LinkId=3202.

