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1.

KpaTka aHoTauua Ha gucumnauHaTa

KypcbT e n3bupaem 3a crtygeHtute oT Il go IV kypc ot 6akanaBbpckute
nporpamu  “‘UHpopmaTuka”,  MHPopmaumoHHn cuctemun”, ,KoMMoTbpHU
Haykun”, ,CopTyepHO MHXeHepcTBO” 1 ,[MpunoxHa matemaTunka’.

KypcbT gaBa OCHOBHM MNO3HaHWUS MO [MPEKTOPUAHUTE CbPBBPHW PONn B
Windows Server 2008. KypcbT e npegHa3Ha4yeH 3a CTygeHTU, KOUTo uckaTt aa
ce 3anos3Hadat ¢ kKoHuenuusitTa Ha Active Directory, u ga nonydar HadanHm
no3HaHusa 3a BugoseTe [OUPEKTOpUIHM CbPBBPHU PONK, 3a TAXHaATa OCHOBHA
PYHKLUMOHASTHOCT U KOHPUTYPUPaHETO NM.

NMpeaBapuTenHn U3NCKBaHUA KbM CTyaAeHTUTe (OTHacss ce camMo 3a
n3bupaemMuTe AUCLUNIINHN)

CtymeHTuTe cneaBa ga nmat OCHOBHUM no3HaHus no TCP/IP npoTokona, KakTto
N 3a KOMMIOTBPHU MPeXxu 1 mpexosu ycrnyrn (DNS).

M3nckea ce CTyaeHTUTE yCnewHo ga ca npemmHann oby4yeHne B NOHeE eauH OT
cnegHute kypcose: ,lMpaktnkym KomnioTbpHU mpexmn (CCNA)” n/vnn ,OcHosun
Ha TCP/IP (8.4 n B.6)".

dopma Ha npoBepka Ha 3HaAHUATA M YMEHUsITa U HaAuYMH Ha chopMupaHe Ha
oLeHKaTa no gucuunnuHara

MexxduHHU mecmoese 1o epeme Ha 3aHsamusima: | 33 % OT KpanHaTa OLeHKa

QuHaneH mecm: 67 % OT KpanHaTa oueHka

TemaTnyeH nnaH (KOHCNEeKT) Ha gUucuUnInHaTa
Module 1: Exploring Windows Server 2008 Active Directory Roles
Lessons

e Overview of Active Directory Domain Services



e Overview of Active Directory Lightweight Directory Services
e Overview of Active Directory Certificate Services
e Overview of Active Directory Rights Management Services
e Overview of Active Directory Federation Services
Lab: Exploring Windows Server 2008 Active Directory Server Roles
e Planning Active Directory Server Role Implementations
e Understanding Active Directory Server Role Integration with AD DS
After completing this module, students will be able to:
e Describe the Active Directory server roles required for a variety of
Active Directory deployment scenarios.
e Describe the integration of AD DS with other Active Directory server
roles
Module 2: Exploring Identity and Access (IDA) Solutions
Lessons
e Overview of IDA Management
e Active Directory Server Roles in IDA Management
e Overview of ILM 2007
Lab: Exploring IDA Solutions
e Explore how Active Directory Server Roles will provide IDA
Management solutions
Module 3: Introduction to Active Directory Certificate Services
Lessons
e Overview of Active Directory Certificate Services
e Understanding Active Directory Certificate Services Certificates
¢ Implementing Certificate Enrollment and Revocation
Lab: Exploring Active Directory Certificate Services
e Requesting Certificates Using Web Enroliment
e Managing Certificate Requests and Revocation
After completing this module, students will be able to:
e Request certificates using Web enroliment.
e Manage certificate requests.
Module 4: Configuring AD CS
Lessons
e Overview of PKI
e Deploying a CA Hierarchy
e Installing AD CS
e Managing CA
Lab: Configuring AD CS
e Installing the AD CS Server Role
e |ssuing and Installing a Subordinate Certificate
e Publishing the CRL
Module 5: Deploying and Managing Certificates
Lessons
e Deploying Certificates by Using AD CS
e Deploying Certificates by Using Autoenrollment
¢ Revoking Certificates
e Configuring Certificate Templates
e Configuring Certificate Recovery



Lab: Deploying and Managing Certificates
e Configuring AD CS Web Enrollment
e Configuring Certificate Enrollment
e Configuring AD CS Certificate Revocation
e Configuring AD CS Certificate Templates
e Managing Key Archival and Recovery
Module 6: Introduction to Active Directory Lightweight Directory Services
Lessons
e AD LDS Overview
¢ Implementing and Administering AD LDS
e Implementing AD LDS Replication
e Comparing AD DS and AD LDS
Lab: Configuring AD LDS
e Configuring AD LDS Instances and Application Partitions
e Configuring AD LDS Access Control
e Configuring AD LDS Replication
After completing this module, students will be able to:
e Configure AD LDS instances and application partitions.
e Configure AD LDS access control.
e Configure AD LDS replication.
Module 7: Configuring AD LDS
Lessons
e Installing and Configuring AD LDS
e Configuring AD LDS Instances
e Configuring AD LDS Replication
e Configuring AD LDS Integration with AD DS
Lab: Configuring AD LDS
e Configuring an AD LDS instance and an application partition
e Configuring AD LDS Access Control
e Configuring AD LDS Replication
e Configuring AD DS and AD LDS synchronization
Module 8: Introduction to Active Directory Federation Services
Lessons
e AD FS Overview
e AD FS Deployment Scenarios
e Configuring AD FS Components
Lab: Exploring AD FS
¢ Implementing the AD FS Components (Discussion)
e Configuring the AD FS Resource Partner Organization
After completing this module, students will be able to:
e Describe how to implement the AD FS components.
e Configure the AD FS resource partner organization.
Module 9: Configuring AD FS
Lessons
e Deploying AD FS
¢ Implementing AD FS Claims
Lab: Configuring AD FS for Federated Web SSO by Using Forest Trust
Scenario



¢ |Installing the AD FS Server Role
e Configuring Certificate Requirements
e Configuring the AD FS Web Agent
e Configuring the Web Server application on a virtual computer
e Configuring the Forest Trust and the Federated Trust Policies
e Configuring the Federation Service Within the Internal Network
e Configuring the Federation Service Within the Extranet
e Testing the AD FS Implementation
Lab: Configuring Active Directory Federation Services by Using Federated
Web SSO Scenario
e Installing the AD FS Server Role
e Configuring Certificate Requirements
e Configuring the AD FS Web Agent
e Configuring the Web Server application on a virtual computer
e Configuring the Federation Trust Policies
e Configuring the Account Partner Federation Service
e Configuring the Resource Partner Federation Service
e Testing the AD FS implementation
Module 10: Introduction to Active Directory Rights Management Services
Lessons
e AD RMS Overview
e Understanding AD RMS
e Managing AD RMS
Lab: Exploring AD RMS
e Verifying AD RMS Functionality
e Customizing the AD RMS Configuration
After completing this module, students will be able to:
o Verify AD RMS functionality.
e Customize the AD RMS configuration.
Module 11: Configuring AD RMS
Lessons
e Installing and Configuring AD RMS Server Components
e Administering AD RMS
¢ Implementing AD RMS Trust Policies
Lab: Configuring AD RMS
¢ Installing the AD RMS Server Role
e Managing AD RMS rights policy templates
e Configuring Trust Policies
e Testing AD RMS functionality
Module 12: Introduction to Active Directory Domain Services
Lessons
e Overview of AD DS
e Overview of AD DS Logical Components
e Overview of AD DS Physical Components
Lab: Exploring AD DS Components and Tools
e Examining the AD DS Logical Components
e Examining the AD DS Physical Components
After completing this module, students will be able to:



¢ |Install the AD DS management tools on a Windows Vista computer.
e Describe the AD DS logical components
e Describe the AD DS physical components
Module 13: Creating Active Directory Domain Services User and Computer
Objects
Lessons
e Managing User Accounts
e Creating Computer Accounts
e Using Queries to Locate Objects in AD DS
Lab: Creating AD DS User and Computer Accounts
e Creating and Configuring User Accounts
e Creating and Configuring Computer Accounts
After completing this module, students will be able to:
e Create and configure user accounts
e Create and configure computer accounts.
Module 14: Creating Active Directory Domain Services Groups and
Organizational Units
Lessons
e Introduction to AD DS Groups
e Managing Group Accounts
e Creating Organizational Units
Lab: Creating an OU Infrastructure
e Creating AD DS Groups
¢ Planning an OU Hierarchy (Discussion)
e Creating an OU Hierarchy
After completing this module, students will be able to:
e Create and configure group accounts.
e Create and configure organizational units
e Apply considerations when creating an OU design.
Module 15: Managing Access to Resources in Active Directory Domain
Services
Lessons
e Managing Access Overview
¢ Assigning Permissions to Shared Resources
e Managing NTFS File and Folder Permissions
e Determining Effective Permission
Lab: Managing Access to Resources
e Planning a Shared Folder Implementation (Discussion)
e Implementing a Shared Folder Implementation
e Evaluating the Shared Folder Implementation
After completing this module, students will be able to:
e Plan a shared folder implementation.
¢ Implement a secure shared folder implementation.
¢ Evaluate the shared folder implementation.
Module 16: Implementing Group Policy
Lessons
e Creating and Configuring GPOs
e Configuring Group Policy Refresh Rates and Group Policy Settings



e Managing GPOs

e Verifying and Troubleshooting Group Policy

e Planning a Group Policy Strategy for the Enterprise
Lab: Implementing Group Policy

e Creating and Configuring GPOs

e Linking GPOs

e Verifying Group Policy Settings
Module 17: Managing the User Environment by Using Group Policy
Lessons

¢ Introduction to Managing Software Deployment

e Deploying Software

e Configuring Software Deployment

e Maintaining Deployed Software

e Troubleshooting Software Deployment

e Planning a Software Deployment Strategy
Lab: Managing the User Environment by Using Group Policy

e Deploying Software

e Configuring Software Deployment

e Maintaining Deployed Software

e Troubleshooting Software Deployment

¢ Planning a Software Deployment Strategy
Module 18: Maintaining Access Management Solutions
Lessons

e Supporting AD CS

¢ Maintaining AD LDS

¢ Maintaining AD FS

e Maintaining AD RMS
Lab: Maintaining Access Management Solutions

e Configuring CA Event Auditing

¢ Implementing role-based administration in AD CS

e Backing up a CA

e Reconfiguring AD RMS cluster settings

e Generating AD RMS Reports

e Configuring AD RMS logging
Module 19: Troubleshooting IDA Solutions
Lessons

e Troubleshooting AD CS

e Troubleshooting AD LDS

e Resolving AD FS Issues

e Solving AD RMS Issues
Lab: Troubleshooting IDA Solutions

¢ |dentifying Tools and Troubleshooting Techniques of IDA Solutions

. Jlutepartypa

MOC #6424: Fundamentals of Windows Server 2008 Active Directory —
Students book

MOC #6426: Configuring and Troubleshooting Identity and Access Solutions
with Windows Server 2008 Active Directory — Students book



