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1. Kpartka aHoTauusa Ha gucuMnauHaTa
KypcbT e nsbupaem 3a cryaeHtute ot | n Il kypc B marmctbpckata nporpama
‘PasnpegeneHn cucteMm U MOOWMNHU  TEXHOMOMMK” Ha HanpasfeHue
LWMHdopmaTmka”.
KypcbT gaBa cneuvanuavpaHu 3HaHWs Mo KOHdurypupaHe, ynpasneHue,
HabniogeHne M TeKkywa noadpbXKka Ha AOMENH ycnyrm ¢ AKTUBHA
Lupektopus.
KypcbT e npegHasHayeH 3a noarotoBka Ha cneuwanucty B obrnactrta Ha
TexHonornmte Ha AkTuBHa [unpekropus.
KypcbT e no yyebHute nporpammn Ha Microsoft: MOC # 6425: Configuring and
Troubleshooting Windows Server 2008 Active Directory Domain Services, n
MOC # 6432: Managing and Maintaining Windows Server 2008 Active
Directory Servers.
Tosun Kypc e noaroTBuTeneH 3a cepTudmKaunoHeH n3nuT 3a cteneH Microsoft
Certified Technology Specialist (MCTS) — Exam 70-640: TS: Windows Server
2008 Active Directory, Configuring.

2. lNpepBapuTenHM U3UCKBaHMA KbM CTygeHTUTEe (OTHaca ce caMo 3a
n3bupaemute QUCLUNIINHMN)
CTtyoeHTuTe crnegBa ga mmat cepuo3Hn nosdHaHus no TCP/IP npotokona,
KaKTO 1 32 KOMMITbPHU Mpexu u mpexosu ycnyrn — DHCP, DNS.
[MpenopbyMTENHO € CTyQeHTUTE YCreLwHOo Aa ca NpeMuHany KypcoBerTe:

o AamuHuctpupane Ha MankpocodTt cbpebpu” (MOC # 6418: Deploying
Windows Server 2008 n MOC # 6419: Configuring, Managing and
Maintaining Windows Server 2008 Servers);

e _M3rpaxgaHe Ha mpexoBa M NpunoxHa uHgpacTpyktypa” (MOC #
6420: Fundamentals of Windows Server 2008 Network and
Applications Infrastructure);

e _KoHurypupaHe n nogapbxkka Ha mpexosu ycnyrn” (MOC # 6421:
Configuring and Troubleshooting a Windows Server 2008 Network
Infrastructure).



3. ®opma Ha npoBepKa Ha 3HaHUATA U YMeHUATa U HauyMH Ha dopmupaHe Ha
oLleHKaTa no AgucuuniuvHaTa

MexOuHHu mecmose no epeme Ha | 33 % OT KpanHaTa oueHKa
3aHamusma:
QuHaneH mecm: 67 % OT KpanHaTa OLEeHKa

4. TemaTuyeH nnaH (KOHCMEKT) Ha AUcuMNInHaTa
Module 1: Implementing Active Directory Domain Services
Lessons
e Installing Active Directory Domain Services
¢ Deploying Read-Only Domain Controllers
e Configuring AD DS Domain Controller Roles
Lab: Implementing Read-Only Domain Controllers
e Evaluating Forest and Server Readiness for Installing an RODC
¢ Installing and Configuring an RODC
e Configuring AD DS Domain Controller Roles
Module 2: Configuring Domain Name Service for Active Directory Domain
Services
Lessons
e Overview of Active Directory Domain Services and DNS Integration
e Configuring Active Directory Integrated Zones
e Configuring Read Only DNS Zones
Lab: Configuring AD DS and DNS Integration
e Configuring Active Directory Integrated Zones
e Configuring Read-Only DNS Zones
Module 3: Configuring Active Directory Objects and Trusts
Lessons
e Configuring Active Directory Objects
e Strategies for Using Groups
e Automating AD DS Object Management
e Delegating Administrative Access to AD DS Objects
e Configuring AD DS Trusts
Lab: Configuring Active Directory Objects
e Configuring AD DS Objects
¢ Implementing an AD DS Group Strategy
e Automating the Management of AD DS Objects
Lab: Configuring Active Directory Objects and Trusts
e Delegating Control of AD DS Objects
e Configuring AD DS Trusts
Module 4: Configuring Active Directory Sites and Replication
Lessons
e Overview of AD DS Replication
e Overview of AD DS Sites and Replication
e Configuring and Monitoring AD DS Replication
Lab: Configuring Active Directory Sites and Replication
e Configuring AD DS Sites and Subnets




e Configuring AD DS Replication
e Monitoring AD DS Replication
Module 5: Creating and Configuring Group Policy
Lessons
e Overview of Group Policy
e Configuring the Scope of Group Policy Objects
e Evaluating the Application of Group Policy Objects
e Managing Group Policy Objects
e Delegating Administrative Control of Group Policy
Lab: Creating and Configuring GPOs
e Creating Group Policy Objects
e Managing the Scope of GPO Application
e Verifying GPO Application
e Managing GPOs
e Delegating Administrative Control of GPOs
Module 6: Configuring User Environments Using Group Policy
Lessons
Configuring Group Policy Settings
Configuring Scripts and Folder Redirection Using Group Policies
Configuring Administrative Templates
Group Policy Preferences
e Deploying Software Using Group Policy
Lab: Lab Configuring User Environments Using Group Policies
Configuring Scripts and Folder Redirection
Configuring Administrative Templates
Configuring Preferences
Verifying GPO Application
Module 7: Implementing Security Using Group Policy
Lessons
Configuring Security Policies
Implementing Fine-Grained Password Policies
Restricting Group Membership and Access to Software
e Managing Security Using Security Templates
Lab: Implementing Security Using Group Policies
e Configuring Account and Security Policy Settings
e Implementing Fine-Grained Password Policies
e Configuring Restricted Groups and Software Restriction Policies
e Configuring Security Templates
e Verifying the Security Configuration
Module 8: Implementing an Active Directory Domain Services Monitoring Plan
Lessons
e Monitoring AD DS Using Event Viewer
e Monitoring Active Directory Domain Servers Using Reliability and
Performance Monitor
e Configuring AD DS Auditing
Lab: Monitoring Active Directory Domain Services
e Monitoring AD DS Using Event Viewer
e Monitoring AD DS Using Performance and Reliability Monitor



e Configuring AD DS Auditing
Module 9: Implementing an Active Directory Domain Services Maintenance
Plan
Lessons
e Maintaining the AD DS Domain Controllers
e Backing Up Active Directory Domain Services
e Restoring Active Directory Domain Services
Lab: Implementing an Active Directory Domain Services Maintenance Plan
¢ Maintaining AD DS Domain Controllers
e Backing Up AD DS
e Performing an Authoritative Restore of the AD DS Database
e Restoring Data Using the AD DS Snapshot Viewer
Module 10: Troubleshooting Active Directory, DNS, and Replication Issues
Lessons
e Troubleshooting Active Directory Domain Services
e Troubleshooting DNS Integration with AD DS
e Troubleshooting AD DS Replication
Lab: Troubleshooting Active Directory, DNS, and Replication Issues
e Troubleshooting Authentication and Authorization Errors
e Troubleshooting the Integration of DNS and AD DS
e Troubleshooting AD DS Replication
Module 11: Troubleshooting Group Policy Issues
Lessons
¢ Introduction to Group Policy Troubleshooting
e Troubleshooting Group Policy Application
e Troubleshooting Group Policy Settings
Lab: Troubleshooting Group Policy Issues
e Troubleshooting Group Policy Scripts
e Troubleshooting GPO Labl11B
e Troubleshooting GPO Lab11C
e Troubleshooting GPO Lab11D
Module 12: Implementing an Active Directory Domain Services Infrastructure
Lessons
e Overview of the AD DS Deployment
e Planning a Group Policy Strategy
Lab: Deploying Active Directory Domain Services
¢ |Installing a Read-only Domain Controller (RODC) onto a Server Core,
and Creating a Branch Office Site
e Creating a Domain in a Separate Tree and Separate Site
Lab: Configuring Forest Trust Relationships
e Upgrading the Fabrikam Domain, and Creating a Forest Trust with
Woodgrove Bank
Lab: Planning a Group Policy Strategy
e Planning Group Policy
e Creating a Domain in a Separate Tree and Separate Site
¢ Implementing the Corporate Desktop Policy
Module 13: Managing an Active Directory Server Lifecycle
Lessons



¢ Planning an Active Directory Server Deployment
e Using Active Directory Server Deployment Technologies
e Adding AD DS Server Roles
e Removing AD DS Server Roles
Lab: Managing and Maintaining a Windows Server 2008 Domain Controller
e Evaluating the Need for AD DS Promotion
e Meeting the Need by Adding a Role
e Managing a Change Request for an RODC by Using the Command
Line
e Developing a Management and Maintenance Plan
e Evaluating the Management and Maintenance Plan
Module 14: Creating Baselines for Active Directory Servers
Lessons
e Baseline Methodologies for Active Directory Servers
e WRPM Overview
e Using Metrics to Create Baselines for Active Directory Servers
Lab: Creating Baselines for Active Directory Servers
¢ Involving Users in Baseline Development
e Choosing Relevant WRPM Counters and Durations
e Evaluating and Revising a Baseline Document in the Face of Business
Changes
Module 15: Monitoring the System Health of Active Directory Servers
Lessons
e System Health Overview
e Using Long-Term Monitoring to Identify Trends
e Setting Thresholds and Alerts for Short-Term Monitoring
e Choosing the Appropriate Windows Server 2008 Monitoring Tools
Lab: Monitoring the Active Directory Server Roles
e Setting a Performance Alert to Meet a Business Goal
e Discussing Alert Response Strategies
e Building a Case for Configuration Change
Module 16: Managing Active Directory Domain Services
Lessons
e Restarting and Restoring Active Directory
e Overview of the Flexible Single Master Operations (FSMO) Roles
e Planning Sites and Replication
e Managing RODCs
¢ Methods of Managing Windows Server Core
e Best Practices for GPOs and Links
e Delegating Active Directory Administration
Lab: Managing AD DS
Offline Defragging of the Active Directory Database
Evaluating an RODC with Read-Only DNS Solution
Making Site Replication Decisions
Group Policy Link Strategies
Module 17: Maintaining Security for Active Directory Servers
Lessons
e Server Hardening Techniques



5.

Using the MBSA to Discover and Remove Security Holes

Using Fine-Grained Password Policies to Simplify Network
Organization

Planning Security Auditing

Enhancing Physical Security

Lab: Maintaining Security for the Active Directory Servers
Manually Implementing AD DS Server Hardening

Assessing Ongoing Security Requirements

Deploying Fine-Grained Password Policies

JIntepatypa

MOC # 6425: Configuring and Troubleshooting Windows Server 2008 Active
Directory Domain Services — Students book

MOC # 6432: Managing and Maintaining Windows Server 2008 Active
Directory Servers — Students book



