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1. KpaTtka aHoTauusa Ha gucuMnanHaTa
KypcbT e nsbupaem 3a crygeHtute ot | u Il Kypc B MaructbpckaTta nporpama
‘PasnpegeneHn cucteMm U MOOMMNHUM TEXHOMOrMU” Ha HanpasfieHue
2WMHdopmaTuka”.
KypcbT [aBa OCHOBHM MO3HaAHUA MO NPOEKTUpaHe Ha MpexoBa
WH(ppacTpykTypa Cbobpa3HO OU3HEC- W TEXHUYECKM WU3UCKBaAHUA 3a
MpPEXOBUTE YCNyru.
KypcbT e npeaHasHayeH 3a HanpeaHanu cTygeHTu, enaewm ga ce obyyasar
3a aAMMHUCTPaTOPU Ha KOPMopaTUBHU MPEXMU.
KypcbT e no yyebHaTta nporpama Ha Microsoft: MOC # 6435: Designing a
Windows Server 2008 Network Infrastructure.
To3n Kypc e noaroTBuTENEH 3a cepTUdUKaunoHeH M3nuT 3a cteneH Microsoft
Certified IT Profesional (MCITP) — Exam 70-647: PRO: Windows Server 2008,
Enterprise Administrator.

2. npenBapMTenHM N3NCKBaHus KbM CTyOeHTUTe (OTHaCﬂ ce CaMoOo 3a
n3bupaemMuTe AUCLUNIINHN)
CTtyoeHTuTe cnegBa fa mmat cepuo3Hn nodHaHus no TCP/IP npotokona,
KaKTO M 3a KOMMIOTbPHU MpeXn n mpexosu ycnyru — Active Directory, DHCP,
DNS.
[MpenopbyMTENHO € CTyQEeHTUTE YCMNELLHO Aa ca NPeMUHann KypcoBeTe:

e AamuHuctpupaHe Ha MankpocodTt cbpebpu” (MOC # 6418: Deploying
Windows Server 2008 1 MOC # 6419: Configuring, Managing and
Maintaining Windows Server 2008 Servers);

e _MarpaxgaHe Ha mMmpexoBa M NpuUroXHa WHgpacTpyktypa” (MOC #
6420: Fundamentals of Windows Server 2008 Network and
Applications Infrastructure);

o _KoHdurypupaHe n nogapbxkka Ha mpexoBu ycnyrn” (MOC # 6421:
Configuring and Troubleshooting a Windows Server 2008 Network
Infrastructure).



3. ®opmMa Ha npoBepKa Ha 3HaHUSATAa U YMeHUATa U HauyuMH Ha dopmupaHe Ha
oLeHKaTa no gucuunnuHarta

MexouHHu ~mecmoee no epeme Ha | 33 % OT KpanHaTa oueHKa
3aHamusima:

QuHaneH mecm: 67 % OT KparHaTa OLeHKa

4. TemaTuyeH nnaH (KOHCNEKT) Ha AucuMnnMHaTa
Module 1: Overview of Network Infrastructure Design
Lessons
e Preparing for Network Infrastructure Design
e Designing the Network Topology
e Designing Network Infrastructure for Virtualization
¢ Designing a Change Management Structure for a Network
Lab: Designing Network Infrastructure in Windows Server 2008
e Preparing for the Network Infrastructure Design
e Designing the Network Topology
¢ Designing Network Infrastructure for Virtualization
e Designing a Change Management plan
e Lab Discussion
Module 2: Designing Network Security
Lessons
e Overview of Network Security Design
e Creating a Network Security Plan
¢ Identifying Threats to Network Security
e Analyzing Security Risks
e Defense-in-Depth Model Overview
Lab: Designing a Network Security Plan
Identifying a Team for the Security Plan Scenario
Identifying Threats
Analyzing Risk
e Discussion of Designing a Network Security Plan
Module 3: Designing IP Addressing
Lessons
e Designing an IPv4 Addressing Scheme
e Designing an IPv6 Addressing Scheme
e Designing DHCP Implementation
¢ Designing DHCP Configuration Options
Lab: Designing IP Addressing in Windows Server 2008
Designing an IPv4 Addressing Scheme
e Designing an IPv6 Addressing Scheme
e Designing a DHCP Implementation
e Discussion of IP Address Allocation
Module 4: Designing Routing and Switching
Lessons
e Preparing for Designing a Network Routing Topology
e Selecting Network Devices
e Designing Internet Connectivity and Perimeter Networks




¢ Designing Routing Communications
e Evaluating Network Performance
Lab: Designing a Network Routing Topology
Designing the Placement of Routers
Designing a Perimeter Network
Evaluating Network Performance
e Discussion of Designing a Network Routing Topology
Module 5: Designing Security for Internal Networks
Lessons
¢ Designing Windows Firewall Implementation
e Overview of IPSec
e Designing IPSec Implementation
Lab: Designing a Secure Internal Network
¢ Designing a Windows Firewall Implementation
e Designing an IPSec Implementation
Module 6: Designing Name Resolution
Lessons
e Collecting Information for a Name Resolution Design
e Designing a DNS Server Strategy
e Designing a DNS Namespace
e Designing DNS Zone Implementation
e Designing Zone Replication and Delegation
Lab: Designing a Name Resolution Strategy in Windows Server 2008
e Designing a DNS Server Strategy
e Designing a DNS Namespace
e Designing a DNS Zone and Replication Strategy
e Discuss the Design of Name Resolution
e Implement a DNS Zone and Replication Strategy
Module 7: Designing Advanced Name Resolution
Lessons
e Optimizing DNS Queries
e Designing DNS for High Availability
e Designing a WINS Name Resolution Strategy
Lab: Designing a Name Resolution Strategy in Windows Server 2008
e Optimize DNS Resolution
e Designing and Configuring WINS Name Resolution
e Integrating DNS and WINS Name Resolution
Module 8: Planning and Deploying the Application Virtualization Management
System
Lessons
e Gathering Data for Designing Network Access Solutions
e Securing and Controlling Network Access
e Designing Remote Access Services
e Designing RADIUS Authentication with Network Policy Services
e Designing Wireless Access
Lab: Designing a Network Access Solution
e Designing a Remote Access Solution
e Designing Network Policy Services



e Designing a Wireless Connection Solution

e Discuss the Design of Network Access

e Deploying an SSTP VPN Solution
Module 9: Designing Network Access Protection
Lessons

¢ Designing the NAP Platform Architecture

e NAP Architecture

e NAP Enforcement

e Designing NAP Policy

¢ Designing NAP Enforcement and Remediation
Lab: Designing Network Access Protection
Analyzing Enforcement Methods

e Designing DHCP Enforcement

e Designing IPSec Enforcement

e Implementing DHCP Enforcement
Module 10: Designing Operating System Deployment and Maintenance
Lessons

e Determining Operating System Deployment Requirements
Deploying an Operating System by Using WDS
Planning for the Creation and Modification of Images

e Designing Multicast Transmission of Images
Lab: Designing Operating System Deployment and Maintenance

¢ Designing an Operating System Deployment Solution

e Designing WDS Deployment

e Designing WDS Images

e Designing a WSUS Deployment

e Discussing Operating System Deployment and Maintenance
Module 11: Designing File Services and DFS in Windows Server 2008
Lessons

e Designing File Services

e Designing DFS

¢ Designing the FSRM Configuration
Lab: Designing File Services and DFS in Windows Server 2008

e Selecting File Services Components

e Designing DFS

e Designing FSRM

¢ Implementing DFS

e Implementing FSRM
Module 12: Designing High Availability in Windows Server 2008
Lessons

e Overview of High Availability

¢ Designing Network Load Balancing for High Availability
Designing Failover Clustering for High Availability
Designing Geographically Dispersed Failover Clusters
Lab: Designing High Availability in Windows Server 2008

e Designing High Availability

e Implementing an NLB Design

e Implementing a Failover Cluster Design



Module 13: Designing Print Services in Windows Server 2008
Lessons
e Overview of a Print Services Design
e Windows Server 2008 Printing Features
e Designing Print Services
Lab: Designing Shared Resources in Windows Server 2008
e Analyzing the Components of a Print Services Design
e Designing a Shared Printer Deployment
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